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[Abstract]

Digital content has a near-zero marginal cost of reproduction, enabling unlimited redistribution once the original content is
exposed. To prevent unauthorized copying, various software-based and hardware-based protection methods have been studied.
Conventional software-based approaches are generally vulnerable to key extraction through runtime memory dumps, whereas
hardware-based approaches are often limited by their dependence on specific SoC designs or platform-specific security architectures.

This paper proposes a content copy protection scheme in which a master key that never leaves a dedicated hardware security
module is securely stored in its non-volatile memory, while a device-specific key is derived exclusively within the secure hardware
to bind digital content to authorized devices. In the proposed scheme, both the server and the client independently derive the same
cryptographic key within their respective secure hardware modules, thereby verifying device authenticity through key agreement
without transmitting cryptographic keys between them. Comparative analysis shows that the proposed scheme provides stronger
resistance to key extraction than conventional methods while supporting offline operation, efficient key renewal and revocation,

and compatibility with existing devices.
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Table 1. Internal functions and test results of the secure

element
Function Name Time(ms)

Read serial No. getSerialNo() 58.23
Write serial No. putSerialNo() 149.11
Write second key putSecond() 163.59
Derivation of K_dev genK_dev() 75.93
Generation of blinding key genBK() 76.39
Blinding K_dev bldK_dewv() 204.59

3-6 7HH7| =HQl A2

AAZZIKwE ¢15E APl WaHoz 7Jag
K_dev7} vlz=El7]9} A=) 2 1§ Al2|9e] g4o]
AAE71E 78218 K dev7} HAE o] 742l o] F)o) 7]
z3)] g 7)€ FHl= 252 v o)A fraskH] &A Hok

o] &2 M= 7] 7Yale *Ff ZEI= A]IAEE] SFolu
M7 52 B4 ARgAF Tl A&5E HF Ak Tk
USBY] A9 5 &H AMS 2 59 533 =X E 251
sk Bz} 7o R G AREAl whdel] A Het
2219 9= A8HA] efer) Thef, 57 AR8A} el 4

lo >

http://dx.doi.org/10.9728/dcs.2026.27.9.2633

S 0k 2 0 59 LG A Sl BAlz A
g Eato] 7%
dzol ot AFE AACIE P52

71814 R A4 RSP A sa, PﬂﬁliﬂE?l

2 AIA} ARIETSE A8 A AR A0 P
9 2 9ol B AiAsk A 4% AeE 7] =
Mol BAshs WEEE A2e) o] P53,

TEE(e: Widevine L1)<}
A ghe] vl WE fﬂ’é—i &gt} vjaE () AlF
A F=o s A, () 34WY =F X4, (i) vEA
4 B9 A BdelA FaEh, 2 ddollA] whald

FHoRdol 127 A7 FE FANE A EEI B

o] 71 91 R 2-1% SYsHA At 5 OM

AP )= AT EYole} T W E] S $x1s] wasla x21e

T %L §}01E Hlx 2FE0) A E] IS ZKIthaL
: %*dﬂ&%q Zelx B3 WP} ASke i

4-1 pl2ly 0] gt Hetd

orol| 4] @138} 7]2 Wpale] Blo]E uls o} 7]ulk ulAlw)
ArEgJo] -8 DRM W2 2 TEE(e]: Widevine L1)2k
TPM Hajo] 2 =FofA Akt Bt AxKSecurity
Element) 7|RF ALPU-K W2]3}e] 224 Xfo|= 213,
= A Hel AATE oEshs HAE] vE7L o= Al

A, ol FEsHeEl a7 TH 8N 2F 4T
Ae] st W7} ol m3tel Qe ztzrel wlan e A

o] 97, WEH 7 25 A=, 55 A% vhF 5L 0
2ok

1) slo]E vk ¢k5(White-Box Cryptography) 34}
Sho|E vk oF% A o] AlERle A vpdel g
-1 HlolE qtoll ek o W HoleS vz
E AR B35 EAl5HE AR Aito|lng, ZARE T
2O3e Ay Do xA} glo] vielue] Strvtow o g

ll-n Hu



]

48 A4 [
Chow H}2] 3}o|E vk~ AESS] g 715 ¢F 2309 2H &=,
=

av)
>,
[
2
I
0(3)(:41‘
N
ojr
=
I
N

o

utl
1z
e,
ok ]
-

&% Bgly, F& ATEL o] AYBL 1 HFYL,

PN

ol7} Bos 5] AR At HADCA) 4] 7@ 3 T

o ha 44 glo] A o) B BALOR /% A%
mostoe, A7AE HFNL FAsHE WolrH T
o, B3 A7 Al %) s Wslolth B gloji
o] A APl BAE| T G ARLo] diF 15]0] 14 4

'L M
Hoax

Fo] vy A BEE FAl FaslslH (3
AA FEsh, AE 7] Bdol Adfsieiet® HolE

= AR AEste] 5o ouE R AAHEshs
(code lifting)°] 7}s38ln g 7] &Ynto 2= B 57}
=7 =1

r
£

K
Iy N

all

0}

o Mg

(N
o, |

2) £2ZE¢9o] -8 DRM 4

A ESo] -8 DRME] AlF| 32 dhte] Zzu|AdH
FA] 7171829} o] & Fole] HhukE FRlx 7|RA,
5ol AN ESY AAhe) Ad F ZIA~ HEYd &
A}, Eshs B 2 AR A2 7V
4 AAE A ek, =55 ARl 717F REEA] HiR
glofl Lo HyEofof St Wne] Y3, tiHA F-3)
EME API 7}2)7]] &gk F30] nbgaow A|dd = 9l
CH5L[6]. o]eF 22 7]ukzrh miRefolla] o= Wiy e
QFAEHA] ek A% #Al= CVE-2021-0639% Har=|3ic)
[7]. 33 S99 EAIE ] Ak she] 2] 717 FEH4
FAAE ST GRS AT EO| R BARSte] glo] a2 AH
2HE Qo] FRl=e] 7|5 A& om s § glon
2[7], 9 7] FFo] 54 Zel=o] fEo] XA @i
ol 7] & o g

[k

I e
>
i)
Mg
A
o

d

3) TEE 74t w4
TEE 719 7219] A#HE SoC Az Al 74 5]= A
FEZ|9} TEE WF-olA Ae] )= 9 7]=A, REES] <=
AT EQ] FATO R YA Ho 7 FEHA] FEr 1Y
U TEES] Agle S2E U3t 224 flollA F2tsf
= A1E 0S9} 212 ol Z&]Ao]4(TA: Trust Application)®]
gh= I ahue] AXESo] AlFoR FARER, A8
QbdAdol A= o] AZE o] AEe] Y FHof| F&HET
= FAE 71} AA 2 A TrustZone 7]4¥F TEES)A] Al
2 0S¢} TA9] F& FoFdS &3 At 45 7] 7= A
d7F AAH o= HuEom[12], A= #e] Qe Ho|~E
A Eo] 220 2 TrustZone
5o vjdr)E 28 F IS AFeiv13]. a1
TEE= Ag3E AT ES o] AU =R A o]AA7]
A5k, Wik TCB9 REEE 3-fahe Aeolgte 7324

[0 Qlste] F& w7Fs/dS B etk

St=glo] 2ot XL AL THHCX|Y ZH = SH| EX] 2y

4) TPM 714} 54

TPMe] A8 Ba uiito] vy e (NVM)el
e ASA 7] 720 HAH 715, EAoE Ax A
o Z}el== 4¢1 7](Endorsement Key: EK)&} &f2F A
A Al A= A FEF(Storage Root Key: SRK)o]t}.
o] 7|52 TPM H 7/ wlo = HE Az wEyx] &=
= A7He], EAE CPUoIA A3 S9AAY 5-8o]
o] ¢hA3] AotEteEle 4 AT EY] 3Rt RE=
FE7] ZAAE A4 dold  glom, 319 7152 SRK=
o+5 3K (wrapping) Ho] T2AE A Aol BE] a1, ALe AJA
A%k TPM WliellA] Hoxo] gl ARgHT) o] Fx7}
TPMo| 3lo]EnrkA ¢oks} AT ESo] HE DRMEU} AlF
A FE AFAA ZEA S ZE 9910l = olfolth

TPM W22 PCR 54, #<(sealing), ¥4 TH
(attestation), 7] Al el o]2+= Wdjst ¥ A4S Al
FBATE, 11 AL o8 TS o] 2gldf FEEH,
TPMe] M= H(dTPM)L.2 TFdE 49 52E9 LPC
Fi= SPI 22 A4 W= o] Fofof sli=d], o] W7}
SoelE] A eF A EHW 0] Al A= 7]
AZ} 1Fgke] M2 s ~usg o yake = Qv g
Helo] TPMUTPM)2 SoCe] TEE QoA F@d=o] M=
W27h gloks gde] 9o, 1 il Aido] E4E SoC
o] TEE A Zxdl] T4 == A7 SA¢)

5) Akt Bt 2AHALPU-K) 714k w2

AE WHQL HRE A} 7|k WAl o] A QI npAE Y=
FrES} Bgjdog BelE A8 Axke] vFakA wine]d|
gk EASkAL, 2zbe] WE Al nlaEYE oRE ukE
sh= QIEjHo) 2~ AA|7F Aow]o] A et tube] A~
7] Fr=e 2 (Dol weh 22F oA s a daek s
ANE ZAfstng, FARE SaEe] AxESoje} v U
W 205 B gRsiiis dE A 54 Algded o)
o = Aol g o] ZHE npAaE7|E ikt 4 gl
o} B3 axbE 7] fEeF AR ET] ANolghs HA 7w
Festnz, M8 Al¥] 0S¢} v=2] TAE 4838k TEE
Hste] TCB7F @A 3] 2o} +& F b o] 7]ie oA m=
ZH o ZAHCE A, FUT S| E vk e AV E
glof A BlellA], SlolE v tae) AN Eo] 7§
DRM- 415 7o) T2 <lof] lo] o] A= A% L,
TEEY TPM= A# o] 54w vl glojA o]2jdt £2E
glo] 71uk whAl o] BA e §lov}t TEES] A9-E thE A
Ego] 28y I AeEs AHe 3] FE0] HaEH
31, TPM2 @3k Hete] ebgade] Agofol T4 A d
T oz FEE A9 W dsol stk TAl7E 73] &
Akt ey, Aere ALPU-K 7|9k & 2] do] 324
W ol E=AJEL7] wjiel] AZE o] 7]uk B W] ko)
Aol FEAlFel flar st=so] AlFA 7u A9l TEES}

http://www.dcs.or.kr



e
S Qe At gl 2t BAT oE) & T
she FrolnE, 919 37
(o), ol Az 50w tel A1) i
717k w8 A 1 shitel 3 A48 Wol 59 7] 7

Aol v % olek whebd Az 2EG AR wiw
B & Basta AAsy] mrelos st WelE A
she 71 5 ek sl s, Az wsl 7] 39
3ol Aze N8 A AYHks Ho] neld 2
o},

4-2 THHY e A|F HlW
AW Hlu= 7] AR Zelx o] Al2Ele] o] ]

Aol ol AR 5, o\ Pl EASANE TFoR B
O o] AAASE, ela e AR A 7
7 AL

1) 3}o)E 8}~ ¢k% (White—Box Cryptography) ¥
> H

sol= uh AN 718 W F-¢f Hlol e A
St A2 vmelo] GA] AFeHE A wE Aol
o B 3 RS A9 B8 glo] AAIE vlolUe]

=
a1 DCA[4]9} 22 AF53) g2o] 28t} of7]el H|o]
B3 79 558 SAR HEse 2
o]

glo] %5 715 A7t 9D , 9
& 9% olag A Qs vy FHlo] B Bt
ek, o] AHoln

EZAeln g 2EA 2pdo] Hx
A oIUA AA Aol £
i T e AHe] 7H bl

2) &Edo] 134 DRM ¥4

AEgo] 21§ DRMS| =% 48 Aol PEack o
oA Al AFNE 5 TR/ ZHl= 7)) BE olF
o= Zelx gio] T2 vlmeld] AAHM, o] T7He
qum Rahat We) 270 D g 57 S0 BRErs,

). Mol A1 0] el 513 et et

XH EME QIg#o|~7} 22 ed ASe 571 =& A%
A8, T7HE Jid SHES vk o] AlSelA 7] *ZH%
EAETBG]. &, sAMe] vime] Ay ZreE AT
T Sl A glar, dsstel FAAd AL S A ol
o] R FAATL Aotk Y S 2E floA TR
Aol Aol o] dAIZF EAFTkAL = = Stk

[
g

_l
o

mlo

i

F

3) TEE 7]t 4]
TEE 7]k w21¢ 7] 2187} REE v]w2jo] vpehix) eko.
o, uek ujtje} ARE 2tE THINE BeH ZHA

http://dx.doi.org/10.9728/dcs.2026.27.9.2633

BE w3 el Helso] At gejel] wEHA| gom,
ZEEgO] Z)uk WAzt vlwste] wE AHe] JrjHow
Foh e, ¥4ve) 4 a}% Aol ohdl o Edhs AoR
Holof it REEQ} TEEE
0S ¥ TA7} &=
[12], REES} 7HA1 L JJrOP
E_|ﬂ;q _%ixHL%J/}. 2401— = EE‘] leoﬂ g]—czs_
Azl AAE 33 AHZE BaEd) &, TEES] 34 W
& E=Xu 718 Hejoln, 1 AFAIT oFAAL SoC AFA}
T A ] el A =L = S Sl

4) TPM 74} 52

TPM 7]u whalo] FAWLE TEES FALHAl 7] A=7)
It SAE mBle] A wFE A= oL FAH] &
Y= Flo] o} o] 5dtt= Aol f-oslofof s} o~
Eo} TPME AZsh= 214 w2(d: LPC/SPD7F ¢33}y
A & ANE FEH= oM E M BAS Fete] deE
= 7] A=or 23 = 9lew, TPM Hellojoh & <1H

7
Ho| A AA T |28 AA ZAHe] A9 4= )

5) A¢te Bt AXHALPU-K) 74 2]

AQE HhHo A Y7 vEel wpaEl 79} 7] HE 2A S B
gHom FefE axp vl il SAEd Eeuls 4
e EE AE 2 91e] &g WE S IE o)A
et w2 ol 3.3E A AAsh= vkl o] Hnlo]
ALF7I(K_dev)E EdiRldste] sz, ojudh 79

T vkAE77E HE GEE e A gons B
SR g AHE HAT = glvh Az e o] 7]
Tt A ET] 7 5 A Ve o R AE], A Q1H
Hlo]~e] BA e oA] TEEY TPMO] 9 gk o] |3}
o] AA 3] =t

Uk, ARk o] AE =F AR WEs] AlAE D
7} Ak AL =F ARS AR A, HF 2= 5

£ TAE AZESO} ngol'——— A
] DKo} 5% el = &7 H*@ Ao TAE
Aoz ARG ZEM o] mFe] T AZES 0]
Waat dAow v=nh DKy 574 Ak af Al dat
A A7) ZrRlel] AEE oA 7olnw, o]& e}
Heke 3R e e alld oA e gl &

= = S2EF oln| okgt AR A

[

rﬁéw

_4

01“1@'
o]5k AlEetA] Fon, 1]7i57] 73’\]—i g el

s A fraAdebA Ak ch o] = H|
5 shhe] #Ao] H ARLS FEslele Slo]E Hh HbA
ojuf A 7] shute] FEo] tiF elolds o R Sy
= A2 EY o] A& DRMY tu|EE, =& JJr:L " (blast
radius)9] 734 Fiolth &4, Fotd $2EQ] okg =



ot HOﬂH A ) el 3EE @Aole) webA &
g WY Hae OJL PAeME s 28 Ha(d:
HDCP) ¢} 28 A a1 =] *u}oi C}Fo]of §

711 2 o) WA}l 719k A1E A A

A FAHE FEA o

ol T I— %ﬁ\—o}t ] C}J\E]'

+~ k% (White-Box Cryptography) ¥4
U WAL g AXESojo|lnE 27] )
=3l 717F =0 UlgEo] 9l HAE 7}

g Al FAZE Ak 717F B-9 EHols
of A B 7] 7§£ H7)7F 2 2T EYo] AL=9} A
i AQEE ou|slaL, oln] FEH A AR 35T
Feo] glo] 3 o] o] Bt AR Erbseit dhbd
s 718 Folshed ol ukEe] i W=t E 88k
Ao vhar, HlolE A% T3k HlolE 23] $4] Aike
2 13k 445 A3k ke Tk

2) A Ego] A8 DRM "

2ZES0] -8 DRM2 ZT}olE REe] dA|ntow
Agro] wjzAo] a1, ol AHE B3 TUHT &
go] 7Fssith AR Almbch AW GAs A 4= 9lom
o] 713k SA A1 S Al e A
g T91e] SA] Abek vlal o T 7P skl = 5 2l
o}, 2} o] AL et Alofol & 4= Q) AjAYel 2
o]xzs el 7Rl Al FEEo] A ol Al T
A A e AREAE AT = 1o, ] e Akt 37
M= By AHA7E ErbFsetth BE A 24o] AW {
THBRE A]A o]o] FAH = Zto|HA] ZA|9} glo]
Qxake] P53 £ Hlgo] WAskaL, o]l a2 An s
74 A 7R 7] g Al FelR s s AV 2

/\ o]
A

3) TEE 7]ut vk

TEE 719k vbale] {124 Aok wzAdd Qlth. TEE:=

St=glo] 2ot XL AL THHCX|Y ZH = SH| EX] 2y

SoC A BAA Egsofo s oju] ne Ao
A A EE 5 QAL A A G 94 SoC AEASE i A
240l W 0 TA A9 B AakE AAIZ e A
SoC A7) Ago] = Hl= AR} EAH e wela
% itk £ SHAAE A=A ol Jol @ TEE o] &
ek s slele] TAE EAFRE o4} PFel]
of 81, 41| 0Se} TAS] 1k 937} what A|zA}e] o]
AT F:5lo] A qle] Fuiw vetoli= el Ao

o] ZESH12]. o/t AA Au]2= TEE vghAiek vl

Z Wu wjAls) olele) ATEM] 48 SHowe 3
T E5E ASA Jd), ) B4 AN DA A 0

il 713 HORE Sire I 2l e

S0k TPMS 2% A= Tl dlelio] Fgsiolor
Sl A=FQE sh=goje] tiFk BAT] gle Tux
AAZF o] 2t PR AFH o= mela] ol
TPM 79k ¥21& 7] B o] AE AxEYe]Y U=
7F obde} st=sole] EulA Aol TR, wixdy} &9
573014 TEES 4% o= Fdstal AT E o] 7]vk w2
jr,]_}: Ak AAS wolt), wjEA ZHoAE vt A
E= FHellol TPMe] Abdel ELXHEM Aofof st 27
| =, g 9 AT Ed o] Jalnto g o)
st=go]l wAE ke, 9] 7hs o5t
|2 Aol g7 so] ofn] Aol vixzd w7
= A-go] o]gt} Hbd 2o dAoE
717 A LHTOM AE L B FH=
Yol )7} ;o] B4uX) hon], 1 A
2EEO] A=Y A4 B AE ¢l
T S glo} ) ol 5o Bt Ak

F

o i
B £
0]

> ol O
o) CFE; e 2
%
o
mﬂﬁ
_N_

i)

!, Y

tlo
>{\X

=2
rr

-

jzﬂiz_,éotomm&
©

L

iy
r]I,
i
i
&3-\1E

S

N
o
i
H,
N
t = l~>

D>
o,
o
rﬂ
#8

5) A|QFet B 2XHALPU-K) 714k 2]

Aot HHL- 12C £& USB 5 % 24 Slgvo|~2 2
= 57 Aol m®, SoC wAlu AlzAE = glel 712
e o} whkol] ASol te A¢AksE 4= Qlo] TEE thiv] i 2
o] AA 3| st} 7] W] Aa} viteld A EE YA

Al el AH Fgo] S este] W e Abd 873 4
A oM E sk, A4 o] o] MR HFER] &
o} Zalo|HA| Betw 2t} 7] $HF7| A GA] AT EY)
of A Rlo] AA=T] ZP4lolehs T T HHoR =
w1 gkt H7]7F A, ARIRReE AREAL AlSe] Al
=7] g ow T At 9o AHEUE A7} 7hséirth

Al el A o] Q% aejAreolehd thaat 22 73

B 5 5 9L Aolth Avs U P30 B 24E ¥
Fofelo} S 2} Wlsh B3 % RE BRIE o5 &

http://www.dcs.or.kr



At wEbA & TEshA ARkt WS AFH BoddAE TEEY TPM

ool W8 LS dgen o F GG AE o Fhe Shmdlo] ALE ATHBA MLAAA S
ul, 71927, AbgloNt g BEls) o] Sluslol B Alo] WAl 2Aleks Al 4R Shialed, Zulx B
A B B 9 A A, A A el 1 el wRs) W Selel] e
%o] W97} EAES} ook 2ol B, SHYUSE) 24 FRLUAL gataict vk B2 Aol I w8} ome)
o Faolut mxk Al A1 Agte] 245} 3 o)W of ol o] WE A % d2ie] Aloke A¥e Wl e] 3
of vl the-e B4 Ax F ANET] Ao S w9l f £ Pfe] | glom, 2§ $7e] 54 wet 3]
2 w7)eke 99 Ak Swdsiolo @k AA, oxelel  wet A} b AEFlofol 3 Yo,

AsHA om

A o] 713 et 2 ARE

=) Ake A7) oflm, s17e) A A EHRle 4-13} 4-200 BR8-S FESH & 291 2ok A
= QEHEE o F AN vk Z exeel Aol ok WM Aud AN} 7] & AFYA] ATES]
A ke AE 7] Al mhe wvle) EuE B 5 gle. WS Sk, EAeIA TEEL TPM 71w W42 57}
u, ofm PE(Te) F& S A BIRE Hek A4 0 @,

AIZRE 719] 73%3l0] X e Fof 7|E H=o Hravs

g vk gan, deol wiebaes A EAke] Ve & 4-5 fUYS X 23 dHnto| Hjw
Bl =0l gk Atz st L AuirE Absom et 3L
AIRE AR AR BElol = Al =] Q1o 714 =3 RS FHlx B P2 FREE rostelt 2

o} 221l AFe] e W8y e B AA7L dgs) 23 CW(Control Word)E AT4 ¢&s} AAUK:
th A, 75 55 Al AH S 22 7RI i Ak Unique Key, SK: Service Key, CW: Control Word)Z %
FHSFEE i FA 75 Aol A= *X} A elko] sto] An] Sollx FetoldE S0 HdE= JHE, CW

o] & &= lo], v5 At WHEs} 5 A 5 4 ol gk £ obre] A WA At et B ol A
A W7hs F52] A= AgEoof & T aAdo] qirk 7] =% e ods] ST = 5 vk e, Aljk
F 2 X SH WX WA Rot S4B
Table 2. Comparison of security characteristics of content copy protection methods

White—box

Proposed method

Security Property B Software—only DRM TEE based TPM based (ALPU—K)
Root of Trust (Root Inside software o . Dedicated secure
) Laesiien (lookup table) Process memory On-chip TEE TPM internal NVM clement NVM

Possible (through

Principally infeasible

Principally infeasible

Software Extraction h - Possible (via ( K ( fi Impossible (key cannot be
o Flser ey mat ema}tlca erTeRy AU bypass attacks bus or firmware Sparied)
analysis) reported [12],[13]) bypass attacks)
Trusted OS/TA Bus sniffin
Representative BGE attack Memory and EME vulnerabilities, fault ) 9,
—h30 . . . . firmware None reported
Known Attacks (=22° complexity) interception injection | biliti
[12].[13] vulnerabilities

Key Exposure on

Constant exposure
(lookup tables

Plaintext key resides
in memory during

No exposure

Bus eavesdropping
possible

No exposure due to

Bus / Memory remain resident) decryption (if unprotected) aliueling
. ) ) Not supported .
Offline Operation Partially supported (server—dependent) Partially supported Supported Supported
Continuous License Low High Medium Low None
Server Dependency
Key Update / Requires software o . Supported through Immediate via secondary
Revocation redistribution Server policy-based Limited key hierarchy key update
Supported
Multi~tenant Isolation Difficult LRI ES Limited SlgperiEs) inieug through
server side key hierarchy )
key hierarchy
. " . Low .
Applicability to . . Low (requires new _ High
Existing Devices High High SoC) .(platform (add—on secure element)
integrated)

http://dx.doi.org/10.9728/dcs.2026.27.9.2633

2642



=

=S Al o] ol FAlskE W,
AREAP AlRE ZEl =7} mFE A “A]
ZRIx 0] FARL o] 5 B Ay o] Tk
AREA ol ARk 5 B A o) 7}

=L

=13

=2 e d}

B mRe npaEy]E Ag seglo] Bk axke) v
22F YR AuE tlafo] A~ 1972 G

= Aol AEA)7)= A BA RS Al

-

=2
-
ok

WAz} A EO] 719 DRM W] 2 3= g0
Q1 TEES} TPM 27} vl #49519]c), slo]E uh
71 i BGE 34 5o2 717} FetH o 59, &
X E o] H-8g DRM2 HEz2] Jxel API 7F=2A)7|=2 717})
B wE=HTh sk=glo] A=l 7191 TEEW TPM A1E]

=1
=

=13

el 9137k el ol PRA o7 ATESoIH e FE

7] F2o] B7bsskar iz v o] 7] =& WAt 7he
skt Betk 7)55e] SoC AAl GAlelA SaE ojof st of

v R Aol AFO] A8 S gla, A A A

SoC AlzALe} eht Al ZARe] g8 9 TA A g dxf
2 AR slm A SoC A7) Aol gl Zel= AIgIA}
7} 5AH o2 m)ist 4 glot

Ty Aok e A HES AT EYo] ¥AW Yl
AT YIAAT L G EERIY o ® M wES 2jdst
o 7N, FY3 AZES O] FIAA SR 7] FE ATA
& 2EAoR = = qirk EE 9 xElel B2 AR
7hke) ZA] 7] H7)9k HEJHYE A, 2ot 22 53

7|E A ALAE AT, stedle] £ AlEH B
o} AT Eo] 7] WEAE Al AT 5 = A
Sl N=

ok, BE vl g Wle] ¥E o VK E A &Y
Ao HE w58 81 538 B3 5 AuE FuoR B
wojof ahr, Axldl| digt MF4 &2 F4 gk FEH
Hrh= &9 IR deth 5 ATlA = AlQE e =
ZEES] 788 S5 Ay A 2 goE A9, FAd
Aol gk A5 Bk 73T Aol

2643

St=Rof Hot AX} Zs 7| BHCIRIT BEIE 27 W) W

=}

e

[1] S. Chow, P. Eisen, H. Johnson, and P. C. Van Oorschot,
“White-Box Cryptography and an AES Implementation,” in
Proceedings of the 9th Annual Internation Workshop on
Selected  Areas Cryptography — (SAC  2002),
Newfoundland, Canada, pp. 250-270, 2003.

[2] S. Chow, P. Eisen, H. Johnson, and P. C. van Oorschot, “A
White-Box DES Implementation for DRM Applications,” in
Proceedings of the ACM CCS-9 Workshop on Digital Rights
Management (DRM 2002), Washington, DC, pp. 1-15, 2003.

[3] O. Billet, H. Gilbert, and C. Ech-Chatbi, “Cryptanalysis of a
White Box AES Implementation,” in Proceedings of the
11th International Workshop on Selected Areas
Cryptography (SAC 2004), Waterloo, Canada, pp. 227-240,
2005.

[4] J. W. Bos, C. Hubain, W. Michiels, and P. Teuwen,
“Differential Hiding Your
White-Box Designs Is Not Enough,” in Proceedings of the

in

in

Computation  Analysis:
18th International Conference on Cryptographic Hardware
and Embedded Systems (CHES 2016), Santa Barbara: CA,
pp- 215-236, 2016.

[5] Widevine L3 Decryptor: A Proof-of-Concept Browser

Extension Demonstrating Content-Key Extraction from

Software-Only DRM via EME Interception (Public

Repository), 2019.

[6] Widevine DRM Security Levels (L1/L2/L3): Architectural

Overview of TEE-Based versus  Software-Only
Implementations, Google Widevine Technical
Documentation.

[7] G. Patat, M. Sabt, and P.-A. Fouque, “Exploring Widevine for
Fun and Profit,” arXiv:2204.09298, 2022. (Reports Keybox
Recovery from Memory;, Related Flaw Assigned
CVE-2021-0639.) https://doi.org/10.48550/arXiv.2204.09298

[8] M. Sabt, M. Achemlal, and A. Bouabdallah, “Trusted
Execution Environment: What It Is, and What It Is Not,” in
Proceedings of the 2015 IEEE Trustcom/BigDataSE/ISPA,
Helsinki,  Finland, pp. 57-64, August 2015.
https://doi.org/10.1109/TrustCom.2015.357

[9] G. Patat, M. Sabt, and P.-A. Fouque, “Exploring Widevine
for Fun and Profit,” in Proceedings of the IEEE Security and
Privacy Workshops (SPW), San Francisco: CA, pp. 277-288,
May 2022. https://doi.org/10.1109/SPW54247.2022.9833867

[10] J. Winter and K. Dietrich, “A Hijacker’s Guide to

Communication Interfaces of the Trusted Platform

Module,” Computers & Mathematics with Applications,

Vol. 65, No. 5, pp. 748-761, March 2013.

https://doi.org/10.1016/j.camwa.2012.06.018

http://www.dcs.or.kr



C|X " 2El X &t5[=&X|(J. DCS) Vol. 27, No. 9, pp. 2633-2644, Sep. 2026

[11] D. Moghimi, B. Sunar, T. Eisenbarth, and N. Heninger,
“TPM-FAIL: TPM Meets Timing and Lattice Attacks,” in
Proceedings of the 29th USENIX Conference on Security
Symposium, Boston: MA, pp. 2057-2073, August 2020.

[12] D. Cerdeira, N. Santos, P. Fonseca, and S. Pinto, “SoK:
Understanding the Prevailing Security Vulnerabilities in
TrustZone-assisted TEE Systems,” in Proceedings of the
IEEE Symposium on Security and Privacy, San Francisco:
CA, pp. 1416-1432,2020.

[13] A. Tang, S. Sethumadhavan, and S. Stolfo, “CLKSCREW:
Exposing the Perils of Security-Oblivious Energy
Management,” in Proceedings of the 26th USENLX Security
Symposium, pp. 1057-1074, 2017.

0|25 (Hyo Seung Lee)

1992 ~2000d: A+ Wl e AT ATe

2000 ~20021d: o] EE ECT wwal A ©%
2002~ AL @l okl ol Ak

s gbAl ok L AL WA, R ek, O A€ 4 27 (DRM)

£3212(Jin Woo Hong)
2022 : ZbR It A Bt

20234 : 7bA TSk 713 E F ot

2023d~4d A Ul AT
s Aok | AL R, 75 m A€ A4 47 DRM) 5

2|2 (Ji Woo Jeong)

2024 - oSk AFESQIH
=4

>
ol
e
X

20243 ~& A
R R R zéii:z, SWI, 10T, A 9A 4

Ele.stel A9l
HADRM) &

http://dx.doi.org/10.9728/dcs.2026.27.9.2633

0|23 (Jun Ho Lee)

20263 : University of Southern
California # g}

202661 ~& A @l Lokl AT

2 A
HAAEF: AR S dudF UALEAZADRM) 5

St7|Ef (Gi-Tae Han)
1982 © Frhsha A o

1990 : &

& h 2001 : gFrhstie ojshel
- (38t -7 8 ¥ )

AL
19929 ~2007d: A A oiga HAA SR a
20101 ~2011d: University of Texas at Austin, Research

Prof.
20073 ~2025\d: 7Fd i st
2026~ A 7o gk
202511 ~ & ZHI vl 2kl
Aok AFEAAE, AL 2l A HHSH
q A€ A 241 (DRM) &

7] ==
\:ITI'
R e
SR



	하드웨어 보안 소자 결속 기반 디지털 콘텐츠 복제 방지 방법
	요약
	Abstract
	Ⅰ. 서론
	Ⅱ. 관련연구
	Ⅲ. 제안한 하드웨어 보안 소자 기반 복제 방지 방법
	Ⅳ. 보안성 분석 및 비교
	Ⅴ. 결론
	참고문헌


