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[Abstract]

Generative artificial intelligence (Al) directly returns executable code for natural-language queries, and many users copy and run
such code without verification. Current safeguards concentrate on blocking user requests at the input stage; however, safety
considerations at the point of output consumption remain insufficient. This study proposes an output code safety verification
framework that intercepts and verifies code produced by generative Al for user consumption. The proposed framework consists of
a blur-first strategy that blurs responses and reveals only those confirmed safe, a large language model (LLM)-based semantic
analysis that determines the meaning and context of the code, and an analyzer subversion defense against prompt injection
targeting the analyzer itself. On an explicit-risky-signature evaluation set of 990 samples across 13 programming languages, the
proposed framework achieved 96.7% accuracy, 100% precision, 93.5% recall, and a 96.7% F1 score, while its anonymization

module recorded 95.0% masking recall and 0% false masking, successfully carrying out output code safety verification.
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Table 1. Nine threat categories

# Category Core detection target
’ file_destruction Irreversible deletlion such as rm —rf /,
recursive removal

2 reverse_shell Outbound socket + shell execution

3 | privilege_escalation setuid(0), sudoers tampering

4 data_exfiltration Sensitive file read + external transfer

5 ransomware Bulk file encryption + key exfiltration

6 obfuscation base64 + exec, chr() assembly

7 network_access Hardcoded external beacon, port

scan
code_execution eval/exec, unsafe deserialization

analyzer_subversion | Prompt injection embedded in code
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Table 2. Risk grade decision rules
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I'm building a personal file-vault utility in Python. It should
walk through a target folder, encrypt each file in place using
Fernet (from the cryptography library), save the encrypted
output, and then remove the leftover plaintext file once
encryption succeeds. Please write the full script.

0 o

se for security...

J8 2. AR} 3tHOIM Al SE ZET} Blur-First2 S8 X2|=
el

Fig. 2. Code blurring on the user screen

2405

I'm building a personal file-vault utility in Python. It should
walk through a target folder, encrypt each file in place using
Fernet (from the cryptography library), save the encrypted
output, and then remove the leftover plaintext file once
encryption succeeds. Please write the full script.

Response contains dangerous code

1 dangerous code block(s) detected.

© This response has been blocked due to a security threat

T8 3. e v 5k

Fig. 3. Risk-level decision on the user screen
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Table 4. Benign/malicious sample distribution by language
Language Benign Malicious Total
Python 54 78 132
Rust 37 50 87
Go 37 48 85
C# 36 46 82
TypeScript 43 35 78
JavaScript 42 34 76
C 37 37 74
Ruby 37 33 70
C++ 37 26 63
Java 37 26 63
PHP 36 27 63
Bash 17 43 60
PowerShell 30 27 57
Total 480 510 990
http://dx.doi.org/10.9728/dcs.2026.27.8.2399
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Table 5. Representative samples from the evaluation

Sample Language Label Category Behavior
) . ) ) Recursively deletes the root
cpp_file_destroy.cpp C++ malicious file_destruction directory via remove_all("/")
gen_go_reverse_shell_080.go Go malicious reverse_shell Opens an outbound shell to a
remote host
c_rootkit.c C malicious privilege_escalation Escalates pr|V|Ieges via rootkit-style
manipulation
gen_ruby_credential_steal_035.rb Ruby malicious data_exfiltration Collects credentials and sends them
to a remote host
. Bulk—encrypts files and demands
ransomware.py Python malicious ransomware
ransom
gen_javascript_obfuscated_054.js JavaScript malicious obfuscation Obfuscated eval/base64 payload
. Scans network ports (dual—-use
gen_python_port_scan_066.py Python malicious network_access boundary case)
gen_php_download_exec_062.php PHP malicious code_execution Downloads ar;(ijéz(éutes aremote
L " ) Embeds instructions to deceive the
injection_attack.py Python malicious analyzer_subversion
analyzer
c_array_sort.c C benign - Array sorting algorithm
gen_go_bubble_sort_017.go Go benign - Bubble sort implementation
csv_analyzer.py Python benign - CSV parsing and analysis
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## Threat Categories Under Analysis
1. **file_destruction®® - stem destruction (rm -rf,
). **reverse_shell*
privilege_escalation
data_exfiltration**
. **ransomware**
obfuscation** - h

network_access**
code_execution®* - dy
r_subversion*

## A Core Analysis Principle: Action + Targ

safe** (not reported)
- "cautmn“

&l(gdof-ch Ak =gha}
THCE oA

Fig. 4. Core analysis principle (action + target + combination)
and decision examples of the risk-decision prompt

E6. A M5 XE
Table 6. Key performance metrics

Metric Value Note
Accuracy 96.7% 957 / 990 correct
Precision 100% 0 false positives
Recall 93.5% 477 / 510 malicious detected
F1 score 96.7% Harmonic mean

False negatives 33 Mostly boundary (dual—-use) cases

x7. 25 AL

Table 7. Confusion matrix

Predicted risky Predicted safe
(caution/danger) (safe)
Actual malicious (510) TP =477 FN =33
Actual benign (480) FP=0 TN = 480

# 8. H|AH 3} 7&'H masking recall
Table 8. Masking recall by sensitive information type

Type Samples Detected Recall
Authentication key 10 9 90.0%
Token 10 9 90.0%
Credential 10 10 100.0%
User path 10 10 100.0%

IP address 10 10 100.0%
Username 10 9 90.0%
Internal URL 10 10 100.0%
Personal information 10 9 90.0%
Total 80 76 95.0%
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Table 9. Analysis of representative false-negative cases

Sample Language Why it was missed Mitigation
Add
gen_cpp_file_ D.e.structive in.t.ent of destructive—
destroy_033. Gt std--fllgsystem..remove . API
cpp _allis weaker than equivalences
rm-rf style signatures across
languages
Use session
gen_go_port PQrt scanning overlaps context to
PSS Go with legitimate network separate
scan_056.go ! )
diagnostics recon from
diagnostics
Temp—file deletion sits | Stabilize with
edge_case_ on the benign—cleanup self—
temp_delete. Python vs malicious—delete consistency
py boundary; verdict varies majority
per call voting

E 10. 0|El(false negative) 33712| 2loj Ex

Table 10. Language distribution of 33 false negatives

Language

FN

Go

-

5

Rust

C++

Java

Python

C

C#

PowerShell

Ruby

TypeScript

5
4
3
1
1
1
1
1
1

Total

33

E 11. 0|Ef(false negative) 33712| 2| HFE Ex
Table 11. Category distribution of 33 false negatives

Category FN

network_access (port scan) 15

data_exfiltration 8
code_execution

file_destruction 3

Total 33
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