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[Abstract]

Explainable artificial intelligence techniques such as Shapley additive explanations (SHAP) are increasingly being applied in
internet of medical things (IoMT) intrusion detection. However, the reported feature importances are often used without
independent statistical validation. This study used the CICIoMT-2024 dataset comprising five balanced classes with 3,200 samples
each to jointly compute the p-value and Cohen’s d for every top-10 SHAP feature across all classes and cross-check the results
against local interpretable model-agnostic explanations (LIME). Rate, Max, and Header Length were statistically significant, but
showed negligible effect sizes, demonstrating that large sample sizes could inflate p-values for practically meaningless differences.
IAT was consistently ranked high by both SHAP and LIME, despite its negligible effect size, whereas rst_count showed a genuine
large effect, as confirmed by both methods, demonstrating that their agreement alone could not guarantee reliability. This provides
security analysts in IoMT environments with a verifiable basis for detection results, contributing to explainable and trustworthy

Al-based intrusion detection.
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Table 1. Classification performance results by Al model

Model Class Precision Recall F1-Score
ARP_Spoofing 0.9376 | 0.9625 | 0.9499
Benign 0.9680 | 0.9453 | 0.9565
MQTT-DDoS-Co | 9984 | 1.0000 | 0.9992
nnect_Flood

XGBoost
Recon—-Port_Scan 0.9875 0.9859 0.9867
TCP_IP=DDoS=S | 4 no00 | 0.9969 | 0.9984
YN1
Macro avg 0.9783 0.9781 0.9782
ARP_Spoofing 0.9331 | 0.9594 | 0.9461
Benign 0.9589 | 0.9469 | 0.9528
MQTT-DDoS-Co | 4 5000 | 1.0000 | 1.0000
Random nnect_Flood

forest | Recon-Port_Scan | 0.9921 | 0.9781 | 0.9851
TCP_IP=DDoS-S | 4 no00 | 0.9984 | 0.9992
YN1
Macro avg 0.9768 0.9766 0.9766
ARP_Spoofing 0.7975 | 0.9109 | 0.8505
Benign 0.8864 | 0.8047 | 0.8436
MQTT-DDoS-Co | 4 5000 | 0.9969 | 0.9984
nnect_Flood

KNN
Recon—Port_Scan 0.9934 0.9453 0.9688
TCP_IP=DDoS-S | ( 9969 | 0.9984 | 0.9977
YN1
Macro avg 0.9349 0.9313 0.9318
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E 2. p-value & Cohen’s d T ELA|-YX| Al 29k

Table 2. Summary of p-value and Cohen’s d agreement and disagreement cases

Class Feature p-value Cohen’s d Verdict
ARP_Spoofing Rate 0.001 0.082 Significant but negligible
Benign vs All Attacks Rate 2.45%107° -0.118 Significant but negligible
Benign vs All Attacks Max 7.18x107'8 0.170 Significant but negligible
Benign vs All Attacks Header_Length 2.37x107"7 -0.168 Significant but negligible
4 classes common IAT 0.256-0.661 -0.028 to —0.011 Agreement, confounder
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Class Feature SHAP Rank Cohen's d Verdict LIME Appearance Classification
ARP_Spoofing Rate 3 Negligible (confounder) Not in top 10 (0/3 samples) Mismatch
ARP_Spoofing / Negligible
Recon / MQTT / IAT 2,3,7,2 gigioe Top 1-2 (majority of samples) Match
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Recon / TCP_IP Number 54,2, 7 (confounder, 4—class) Not in top 10 Mismatch

2327

http://www.dcs.or.kr



C|X|H 2El = &t5[=&X|(J. DCS) Vol. 27, No. 8, pp. 2321-2330, Aug. 2026

ot} IATE thsl 2 SHAP topl0elA] <] §lo] 5%
stal, LIMEoI A = v S22 AF-ellA o] glo] 49 1~2
THE AASGIYE SHAPT LIMEe] d#=Al Eelsh=
Matche]th. 2121} Cohen's d A#H S A= negligibleZ,
T XAL 71'He] Ate]EA fefsk Asrt AARE TAH &+
A7 g AHRHFERSS HoErh Max®t Header_
Length+= Benign W AA&2 #]uoA SHAP T-¢do =
AAE AL, LIMEIA = Al A& 5 245 = 33t o=
9 Skl ehds] dAEA| e AT AEeAE %
Partial Match® 73} t). Benign® rst_counti= SHAP
191, LIMEIIAM = Al A% 25 19)2 veh} §&8k Match
o|t}. o] Z9- Cohen's d AHATANAE d=1.439] large &
=2 PASSED¥|¢], SHAP¥} LIME®] §ej7} BA- 2%
2A198-0] E1% %t} Numbers= Benign, MQTT-DDoS-
Connect_Flood, Recon—Port_Scan, TCP_IP-DDoS-SYN1
Y] Eg22] SHAP topl0of ¥HE-4 o 2 53513 o LIME
9] 1070 H5 oJr]oll .= YRR %of Mismatch® w7-3f
Stk Cohen’s d A7S A% negligibleZ #<21=o], LIME
o] o] WEAMFF AAxH]A ety o] SAHoR

K

Mo

olo| A shelwl oAl A9 feature-F 2~ 33 SHAP:
LIME ¥X]4 7102 JASHH 7 49 2t}

E 4. SHAP-LIME 2x[M 257 ZH
Table 4. Summary counts of SHAP-LIME agreement
classification

Classification Count Features
Match 2 IAT, rst_count
Partial Match 1 Max, Header_Length
Mismatch 2 Rate, Number

% 574 5 Match®} Mismatch7} 242 27102 714 B
Partial Match7} 17122 Yelgt) otk o] Aol A E3]
FEE S ded 1 HEo] ofYg) Match® 74 +
AtEle] dZ o] Aatdigl= Aotk IATS] Matchi= Cohen's
d negligible Y83 Ag=lo] SAA A7 fle oI
HFH ) rst_count®] Match® large &337]2 U E =
A=A |}, & SHAP-LIME 434 EFvogs o
F Match AFIIE 788 4= gl o]Ao] thg HojlA] o

Fi= 9l =)t
6-3 1AT®} rst_countZ £ SHAP-LIME Yx|Ao| 0|22 &to|

2 ATl 7P =5 A3 IAT9 Number?}
Cohen’s d 7|52 2= 5YU3H negligible$t nlghHg=o]H
A X SHAP-LIME 94X/ Ao+ Autdle] A7E Rl
t}= Zlo)t}. Numbers SHAPTH A& #F31 LIMES A&
3FA] ¢ko} Mismatch® #A9h IATE SHAP¥ LIME &
T A91Z AEls) Match® 838k k Wk Cohen’s d Al

http://dx.doi.org/10.9728/dcs.2026.27.8.2321

A% flo] SHAP-LIME Y| oJFwto =2 M= Aagivt
W, F 7]¥o] gt o= IATS rst_count®} 553}
A AFE gkt ZAZ 23S otk 1y A=
rst_count®] )= large &3 F7)E FEEE AAA
271931, IATS] &9 negligible &3 7] Hol 71=x
EA41% &4olglrk. o] SHAP} LIMEe] A& heo]gh)=
A Z A7 Aol A7 E 4 912, Cohen's d¢F &
2 YA BAA HA5o] teA] WaEojok g8 HolF
= 2 ATRe] 7P AAA QI Aol

vi. 2 8

B A7 958 [oMT HIESA dlolEAlel CICIoMT-
2024% o=, XAl 71l SHAPe] AA|eH= feature
TRLEE FAACE QAT & oS ATHoRE A
718k}, SHAPS Zdlo] o5 3pgoA] oW featureE &
i} 22 =R BN 1 feature”) AAE S
¢ A S b AR gttt o] 7= %
o] 245 Ty, FH4 32007102 3 o
g HlolE M= EEQAE 53] Z01E5°] negligible
9] ARARE &3 A7) ZA) p-value’d 25 AHEE 4=
= x110] PA 7] wolth
7= 570 Edi2=e] SHAP 491 107 feature A,
Z 5070 feature-S 2= Z3}ol| t3l] p-value$} Cohen'’s d
37 Ak=slgl o, Cohen’s d 0.2 P9 negligible 2
#4steity. 1 A3 Rate, Max, Header_Lengtht
negligibledt &¥=7]9% p-valued F&JstAl AH&E5 o]
SHAP®] g7} 918S gRIsk3itt ¥hi rst_count™
A3 BF RS HES 7HA, ARdSo] @ SHAPS
717}8R= AL oldS BT

LIMES &8 A9 A gl A= o F88 dol
o1H] it} IATE 471 S¥)2-9] SHAP} LIME 7o) A]
#EA A= Ao F XAL 710 A= FeJsiglony,
Cohen's d ©] §¢]7} negligibled &3} =17] Fo| 7}eR
EAA 27771 fle AYE BAFUTE v 22 HA e
@491 Number: LIME @Al AA2gA] A4
Mismatch® YEPt), o]i= SHAP¥ LIMEo] A2 o]k
th= AR 2RI AlE)Ade] A7 2 5 flom, = 79
217t rst_countA§ A &3 7|82 A EE 99
IATAE 234 &2 495 F 7o ss 3% 5 ¢l
U= 218 HojiEt) o]4le] Cohen's d& SHAPZ LIME A}
ole] EHARl Alo|E|H & W as|of sh= Ao, & o
T7F AXShE A4 Aol wheka SHAPT LIME®] e
k= ARRro R o1 AnS AlE]sb7 e, Cohen's d= 71
Feolo] FAH AAE WA sk "art XAL 719
G2 Aze] 284S gReHs o "astt) o] IoMT 3
el &A] Aol 38 TAE Wt IA 8o A 4

2

of\r

e

e Lot

kv



& Zeltt.
B 4= CICIoMT-2024 2 HlolgAlS 7Hte s &
glw)o] thaFsk IoMT 3ol thek dwtkslol= 347} on—)r
webs 5 A @70A FhE s oMT slolHAE
Frkste], & - Arte] dntsl Vel S A5 740]1;}.

kel

#ael 2

AT 20261 2 s}
xl%xﬂ ARISE) 75719 A4 A7 ulo]) oJafe] 433
A7-9).

»ag3

[1] Precedence Research. Internet of Medical Things Market
Size and Growth [Internet]. Available: https://www.precede
nceresearch.com/internet-of-medical-things-market.

[2] P. H. O’Neill. A Patient Has Died After Ransomware
Hackers Hit a German Hospital [Internet]. Available:
https://www.technologyreview.com/2020/09/18/1008582/a-
patient-has-died-after-ransomware-hackers-hit-a-german-ho
spital/.

[3] U.S. Department of Health and Human Services Office for
Civil Rights. Annual Report to Congress on HIPAA Privacy,
Security, and Breach Notification Rule Compliance for
Calendar Year 2023 [Internet]. Available: https://www.hhs.g
ov/sites/default/files/breach-report-to-congress-2023.pdf.

[4] A. Si-Ahmed, M. A. Al-Garadi, and N. Boustia, “Survey of
Machine Learning Based Intrusion Detection Methods for
Internet of Medical Things,” Applied Soft Computing, Vol.
140, 110227, 2023. https://doi.org/10.1016/j.as0c.2023.110227

[5] S. M. Lundberg and S.-I. Lee, “A Unified Approach to
Interpreting Model Predictions,” in Advances in Neural
Information Processing Systems (NeurIPS), Vol. 30, pp.
4765-4774,2017.

[6] S. Dadkhah, E. C. P. Neto, R. Ferreira, R. C. Molokwu, S.
Sadeghi, and A. A. Ghorbani, “CICIoMT2024: A
Benchmark Dataset for Multi-Protocol Security Assessment
in IoMT,” Internet of Things, Vol. 28, 101351, December
2024. https://doi.org/10.1016/j.i0t.2024.101351

[71 M. M. Alani, A. Mashatan, and A. Miri, “Explainable
Ensemble-Based Detection of Cyber Attacks on Internet of
Medical Things,” in Proceedings of the IEEE International
Conference on Dependable, Autonomic and Secure
Computing (DASC/PiCom/CBDCom/CyberSciTech), Abu
Dhabi, pp. 609-614, 2023. https://doi.org/10.1109/DASC/Pi

2329

4o U EfI A HlolH Mol M SHAP 2 =2 SHX MAS

lo
il
6
|'k1|

Com/CBDCom/Cy59711.2023.10361448

[8] A. Aljuhani, A. Alamri, P. Kumar, and A. Jolfaei, “An
Intelligent and Explainable SaaS-Based Intrusion Detection
System for Resource-Constrained IoMT,” IEEE Internet of
Things Journal, Vol. 11, No. 15, pp. 25454-25463, 2024.
https://doi.org/10.1109/JI0T.2023.3327024

[9] P. H. Lui, L. P. Siqueira, J. F. Kazienko, V. E. Quincozes, S.

E. Quincozes, and D. Welfer, “On the Performance of
Cyber-Biomedical Features for Intrusion Detection in
Healthcare 5.0,” in Anais do XXV Simpésio Brasileiro de
Computagdo Aplicada a Saide (SBCAS 2025), Porto Alegre,
Brazil, pp. 389-400, 2025. https://doi.org/10.5753/sbcas.202
5.7182

[10] M. T. Ribeiro, S. Singh, and C. Guestrin, ““Why Should I
Trust You?’: Explaining the Predictions of Any Classifier,”
in Proceedings of the 22nd ACM SIGKDD International
Conference Knowledge Discovery and Data Mining
(KDD), San Francisco: CA, pp. 1135-1144, 2016.
https://doi.org/10.1145/2939672.2939778

[11] Y. Hosain and M. Cakmak, “XAI-XGBoost: An Innovative
Explainable Intrusion Detection Approach for Securing
Internet of Medical Things Systems,” Scientific Reports,
Vol. 15, 22278, 2025. https://doi.org/10.1038/s41598-025-
07790-0

[12] J. Cohen, Statistical Power Analysis for the Behavioral
Sciences, 2nd ed. Hillsdale, NJ: Lawrence Erlbaum
Associates, 1988.

[13] J. Goldwasser and G. Hooker, “Statistical Significance of
Feature Importance Rankings,” in Proceedings of the 41st
Conference on Uncertainty in Artificial Intelligence (UAI),
Rio de Janeiro, Brazil, pp. 1476-1496, 2025.

[14] A. H. Lashkari, G. Draper Gil, M. S. I. Mamun, and A. A.
Ghorbani, “Characterization of Tor Traffic Using Time
Based Features,” in Proceedings of the 3rd International
Conference on Information Systems Security and Privacy
(ICISSP), Porto, Portugal, pp. 253-262, 2017.

[15] T. Chen and C. Guestrin, “XGBoost: A Scalable Tree
Boosting System,” in Proceedings of the 22nd ACM
SIGKDD  International ~ Conference on
Discovery and Data Mining (KDD), San Francisco: CA,
pp- 785-794, 2016. https://doi.org/10.1145/2939672.29397
85

[16] L. Breiman, “Random Forests,” Machine Learning, Vol.
45, No. 1, pp. 5-32, 2001. https://doi.org/10.1023/A:10109
33404324

[17] P. Cunningham and S. J. Delany, “k-Nearest Neighbour
Classifiers: A Tutorial,” ACM Computing Surveys, Vol. 54,
No. 6, pp. 1-25, 2021. https://doi.org/10.1145/3459665

Knowledge

http://www.dcs.or.kr



o
]

T
TR
g
[
St
Tor
ir

ZX|(J. DCS) Vol. 27, No. 8, pp. 2321-2330, Aug. 2026

=4 (DongSung Im)

20154 1 Adejsta vhekel (o] 84 AL
201841 1 A osta dehel

1995 ~2002\d: LGA =}

2002 ~2011: LGYIA] 2=

20119 ~2021d: <+

2022 ~3d Al LA E N HAFE AT EY oI ug

A EOF D ToMT, Al B¢ AREIAHAA, vEYA
HOF 5

http://dx.doi.org/10.9728/dcs.2026.27.8.2321 2330



	의료 IoT 환경의 네트워크 데이터셋에서 SHAP 중요도의 통계적 재검증
	요약
	Abstract
	Ⅰ. 서론
	Ⅱ. 관련 연구
	Ⅲ. 데이터셋 및 전처리
	Ⅳ. 연구 방법론
	Ⅴ. 분류 성능 및 SHAP·Cohen’s d 재검증
	Ⅵ. LIME 분석 및 SHAP과의 일치성 분석
	Ⅶ. 결론
	참고문헌


