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[Abstract]

This study introduces an advanced forensic framework based on a Small Language Model for independent bootkit analysis,
functioning regardless of OS compromise. To address the vulnerabilities of traditional API-dependent detection and secure forensic
objectivity, this research directly interprets raw MBR data. The underlying Phi-3.5-mini model is optimized using QLoRA
fine-tuning for efficient deployment in resource-constrained environments. Empirical verification on the framework’s core MBR
analyzer demonstrates that HEX-based inputs achieve superior detection performance compared to Assembly data because HEX
inputs effectively mitigate low disassembly coverage triggered by sophisticated MBR encryption and obfuscation. The study proves
that robust bootkit analysis can be reliably executed on low-specification hardware, contributing to the efficacy of intelligent

incident response systems.
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Table 1. Metadata and structural features of bootkit samples

ASM

Core Behavioral Pattern
Coverage

Malware | Entropy

INT 13h(x6), XOR loop, RETF,

Petya 6.11 100% Self-Relocation

INT 13h(x2), INT 10h, CLI, HLT,

Petya_2 2.65 100% Multi-stage sector loading

PUSHAL — Self-Relocation
—XOR decryption loop, High
entropy

Satana 6.32 9.9%

XOR AX, AX entry, High entropy

Mamba 5.97 3.4% code, Embedded error string

INT 10h(x2), Ransom message

O
RedBoot 4.13 99.8% output, Partition table destruction

Unknown o XOR 0x42 decoding loop, INT
_6B 5.73 99.8% 13h(x2), Self-Relocation

Multiple XOR loops(x6), INT

Unknown | g o3 | 99 g% 13n(x2), Partition table
B6 ;
destruction
Unknown o XOR 0x42 decoding loop, INT
_F4 556 | 99.8% 13n(x2), Self-Relocation
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Table 2. List of applied mutation techniques

Mutation
N T Target Effect
NOP/Junk Null padding areas Padding-Level
Insertion Diversification
Eg;'gg?:t XOR<SUB, Instruction—Level
Substitution MOV(reg)<>MOV(mem) Diversification
JMP Offset OxEB-series Control-Flow-Level
Adjustment and instructions and code Diversification
Code Relocation blocks
ASCII Case Embedded strings Static-Data-Level
Toggling Diversification
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Table 3. Disassembly-based detection patterns

Classification Pattern Pattern Characteristics

A pattern where LOOP/JNZ/JNE/DEC
XOR_DECODE_LOORP | instructions exist within 5 instructions after
an XOR instruction
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Table 4. Dataset composition

Normal
(Validation)

Infected
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Normal
(Training)

Infected

Do (Training)
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Fig. 2. Model output structure
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Table 7. Performance evaluation metrics by input data domains

Domain TP FP FN TN OTHER Precision Recall F1 Overall Accuracy
HEX KR 159 5 1 153 2 0.970 0.994 0.981 97.5%
ASM KR 115 37 45 108 15 0.757 0.719 0.737 69.7%
ASM EN 134 23 26 40 97 0.854 0.838 0.845 54.4%
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Table 8. Comparison of output lengths by input domains for
clean samples

OTHER Avg. CLEAN Avg.
Domain OTHER Output Length Output Length

(Characters) (Characters)
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