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[Abstract]

UAV swarms are key elements in military missions, such as reconnaissance and surveillance in IoBT environments; however,
they are exposed to various security threats, including impersonation and replay attacks and physical capture, due to the nature of
open wireless channels. Physical unclonable function (PUF)-based lightweight authentication schemes have been proposed to
address these threats. However, existing schemes only perform identity verification during the initial authentication phase and are
structurally unable to respond to session hijacking, insider threats, and post-capture impersonation. This study proposes a mutual
authentication protocol that combines the lightweight authentication properties of PUFs with the continuous verification principle
of zero trust. The proposed scheme achieves swarm-level scalability beyond existing one-to-one-based schemes and satisfies five

additional security properties unmet by previous works, while having a negligible impact on real-time UAV operations.
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Table 1. Notations
Notation Description
GCS(G) | Ground Control Station (PDP)
CH Cluster Header UAV (PEP)
U, i~th Member UAV
D, Unique Identifier of Uj;
IDeyy Unique Identifier of CH
PUF;(-) |PUF Function of U,
C R Challenge—Response Pair (CRP) of U
P | (initial authentication)
C/, R} |i~th challenge, response for U,
Ni Masked challepge and masked response delegated
1 to CH, respectively
Ci* Masked challenge for U;
N, Nonce generated by entity x
T, Timestamp
TR Request transmission time recorded by CH
TI; Response reception time recorded by CH
Ty Response timestamp generated by U,
V1 Authentication verification value generated by GCS
'\72 Authentication verification value generated by Ui
Vi Re—authentication verification value generated by U,
v/ Expected re—authentication verification value
R computed by CH
M Authentication message
SK Session Key: h(R;|IN; [IN,)
h() One-way Hash Function (SHA-256)
57 XOR Operation

I Concatenation Operation

Re—authentication Period (seconds)

Number of Re—authentication
TS(U;) |[Trust Score of U,

Syt PUF response integrity score (0 or 1)

Siime Response timeliness score (0-1)

Spen Behavioral consistency score (0-1)

4.« Maximum allowable response delay threshold
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Table 2. Action based on trust score

Trust Score Range State Action

Maintain normal
communication, apply default
period

TS =0.7 Normal

Shorten period to /2, restrict
high-risk commands, report
to GCS

0.4 <TS<0.7 Warning

Block communication,
invalidate session key, report
anomaly to GCS

TS<0.4 Isolation
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Table 3. Security feature comparison
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Security Property O:I;J[FG] SUKA[5] Proposed
Mutual Authentication ) 0O 0
Impersonation Attack 0 0 O
Replay Attack 0 0 O
MITM Attack 0 0 0
Physical Capture (0] (0] (0]
Device Unclonability 0 0] 0
Session Abuse X X 0]
Insider Threat X X 0
imporsonation x x 0
Comineus ety « | x| o
éiisttolil’rivilege Access X X o

At 7192
S BFF

71E 71¥e] F53 7/ 718 Hel QA
=33} FAlol|, A RELAE Qo] 7]k 57)
=

=R AL 7E 11 2] 5 VHEY BE

A M E 98 27] AFTEANA PUF 1584
5] AH8-5H= Alladi 5] PUF Only[6]9F 5% 23 2

3 A%

7} op e, UAVS] Alghel Qiat
A7) dlolA] F7h 0ok )5S $8E 5
3 ul-go] wirke olv)z el
7) Q1% 13) ¥l ohel, A

o
Oﬁ —

< Agsielck. Z2 M4 Raspberry Pi 3B(C of)e]H,
3|A] = SHA-256< & H|al 7| Hol| A& 1-g3}3ith
@] sk v & 49} )

E 4. tH2| 944k H|-Z(Raspberry Pi 3B, C2104)
Table 4. Unit operation cost (Raspberry Pi 3B, C language)

Operation Symbol Unit Cost (us)
Hash(SHA-256) T, 6.5
PUF Challenge—Response T, 0.4
XOR T, 1.26
RNG T, 0.253
Concat T, 0.587
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Table 5. Computation cost comparison for initial

authentication
Operation OEIL;E:G] SUKA[5] Proposed
Hash(T}) 3 6 9
PUF(T,) 2 1 1
XOR(T,) 8 6 3
RNG(T,) 2 2 1
Concat(T,) 11 4 6
Time 37.34 us 49.81 us 66.46 us
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Table 6. Total cost by re-authentication count K

K Total Cost (us) vs PUF Only[6]
1 66.46 +14.83 X 1 =81.29 +118%
3 66.46 +14.83 X 3=110.95 +197%
5 66.46 + 14.83 X 5=140.61 +277%
160 4
B |nitial Authentication Cost
#ZA Re-authentication Overhead (K times) 140.6

140 1

120 1
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| ) I
0 .
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o o o o
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Fig. 2. Total cost comparison by re-authentication (K=1,3,5)
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Table 7. Total cost by swarm size N (K=3)
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Table 8. Communication cost per UAV (K=3)

UAV (N) PUF Only[6] SUKA[5] Proposed
Y b Item FUP SUKA[5] | Proposed
5 186.7 249 1 554.8 Only[6]
10 373.4 498 .1 1,109.5 Number of Messages 4 3 10
20 746.8 996.2 2,219.0 Total Communication (bits) | ~1500 1600 ~ 2400
30 1,120.2 1,494.3 3,328.5
50 1,867.0 2,490.5 5,547.5 »
4-3 24 39t
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100 3,734.0 4,981.0 11,095.0
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Fig. 3. Total cost comparison by swarm size N
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