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[Abstract]

The rapid adoption of cloud computing services across government, public institutions, and private enterprises has led to a sharp
increase in security incidents, such as account hijacking, data breaches, service disruption, and resource abuse. Accordingly, there
is a growing need for effective forensic procedures to prevent damage escalation and recurrence, as well as to enable attacker
attribution and legal accountability in cloud environments. However, existing cloud forensic approaches often assume cooperation
from cloud service providers (CSPs) or exclude infrastructure-level investigations, limiting their practical applicability. This study
proposes a cloud security incident forensic framework that incorporates infrastructure-level investigation procedures based on tenant
resource usage records provided by CSPs. The framework defines investigation targets from both data-centric and service-centric
perspectives. It consists of five stages, structured according to cloud service models. To validate the applicability of the proposed
framework, a case study using Naver Cloud was conducted.
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Fig. 1. Types of investigation targets for cloud computing
service incident investigation
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Table 1. The categories and descriptions of investigation targets by cloud computing service type

Investigation targets by service type
Cloud computing Description Cloud service Cloud service e
service type provider user (EV)
(CSP) (CSu)
* Provides virtualized infrastructure resources, such as
Infrastructure servers, storage, and networks, for building specific
as a Service services v v v
(laaS) * Includes end users, cloud service users, and cloud
service providers
* Provides a virtual environment for using platform
resources for service development without separate
Platform as a Service infrastructure deployment v v
(PaaS) * Since the application/service itself may use the user’s
own infrastructure or other cloud services, end users
exist outside the cloud service
* Provides application software services over the network
without requiring separate environment configuration or
Software as a Service installation v /
(SaaS) * The cloud service provider controls both services and
resources, so the cloud service user is effectively the
cloud service provider
* Provides virtualized desktops and installed application
. software services over the network
Desktop as a Service ; ) .
* The cloud service provider controls all services and v v
(DaaS) ) ’ )
resources and delivers the final service requested by the
end user
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Table 2. Types of collected data based on investigation targets by cloud computing service type

Investigation laaS PaaS SaaS DaaS
target types | (infrastructure as a service) (platform as a service) (software as a service) (desktop as a service)
— Physical system logs
— Physical system logs — Service user management ~ Physical system logs — Physical system logs
— Service user management history — User management histor — User management history
history — Service users’ resource — Storage Ioc%tion and Yol- User resource usage history
— Service users’ resource usage history (resource 9 ; — Storage location and
Cloud ; . transfer history of user ;
. usage history (requested request time and usage transfer history of user
Service ! . resources
’ resource type and quantity, duration) resources
Provider ) ) ) — Resource storage,
( request time, usage — Project storage location and P . — Resource storage,
CSP) i ; : modification, and deletion e .
duration, etc.) transfer history of service history modification, and deletion
- Information on resource users — Resource request and history
location and data transfer — Project creation, 16SPONSE hisqtor — Resource request and
paths of service users modification, and deletion P Y response history
history
— Administrator account — Account creation and
access and usage history deletion history
— User account management |— Account access and usage
history history
— Service request and — Development information
Cloud response history and code creation/deletion
’ — Data access permission history
Service User . _ ! .
(CSU) management history _ Development information
— OS and system operation and code
logs modification/sharing history
— Cloud infrastructure — Development group creation
resource usage logs and sharing history
(Storage, Network, — Project creation history
Instance, etc.) — Project deployment history
' - Account creation and
— Account creation and ) : .
deletion history deletion history - Accolunt qreatlon and
— Account access and usage deletion history
— Account access and usage hi A
history istory - _CCOUﬂt access and usage
End User | _ Personal data access - Personal data access history
(EV) histor history — Virtual machine (desktop)
P Y — Personal data storage creation and deletion history
— Personal data storage hi ~ 0S| lati di |
history |stqry _ |nsFa ation and interna
} ) — Service and function usage operation logs
— Service usage history history
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“Figures are shown in the language supported by the target system,
as they are based on actual screenshots captured during system
operation.
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Table 3. Relevant data and required privileges by investigation
target for forensic investigation in a Naver Cloud
deployment environment

TSf:t Related data Required privileges
— Naver Cloud tenant
— Creation and access ?riﬁgeicfg:?cggs
history of database o
servers and web servers, gggl?r?e(;tlwty and
and usage records of _
- CPU, memory, and disk L Y
user usage history — Privileges to access
(CSU) | _ ariifacts related to the internal data such as the
internal OS and file OS of database servers
and web servers, or
systems of database -
servers and web servers admlnlstratqr aqcount
and authentication key
(.pem)
— Access privileges to the
End user |~ Service access and device running the web
(EV) usage logs of the web browser
server — Access privileges to web
browser data
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2023-11-14 20:35:01 (UTC+09:00) Shutdown Server Instance SUCCESS Server Main Account

2023-11-14 20:33:40 (UTC+09:00) Update Network ACL Rule (Complete) SUCCESS VPC Main Account

2023-11-14 20:33:25 (UTC+09:00) Update Network ACL Rule (Request) SUCCESS VPC Main Account

2023-11-14 20:23:58 (UTC+09:00) associatePubliclp SUCCESS Server Main Account

2023-11-14 20:23:44 (UTC+09:00) Disassociate Public IP SUCCESS Server Main Account

"Figures are shown in the language supported by the target system,
as they are based on actual screenshots captured during system
operation.

J8 5. dlole] 22} =2| Cloud activity tracer 21 LHS
Fig. 5. Cloud activity tracer logs from Naver Cloud
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Table 4. User activities identified in Naver Cloud logs

Data name |dentifiable activity

- Create/Login/Delete account

— Create/Update/Delete VPC

- Create/Update/Delete Server

— Decryption/Reset Root Password
— Create/Update Route Table

— Create/Update/Delete Subnet

— Create/Delete NW Interface

- Create/Update/Delete AGC

— Create/Update/Delete NWACL

- Attach/Diassociate Public Domain/IP
- Create/Delete Public IP

- Subscribe To [Service name]

Cloud activity
tracer log

— CPU/IO wait ratio

— CPU/interrupt ratio

— CPU/system ratio

— CPU/used ratio

— MEMORY/page in-out

— MEMORY/shared memory

- MEMORY/swap

- MEMORY/used memory

— PROCESS/process ID-name-state

— PROCESS/parent process ID

— PROCESS/threads count

— PROCESS/ps memory used ratio

— SERVER/file system inodes used ratio
— SERVER/disk write bytes average

— SERVER/CPU interrupt ratio average
— NETWORK/NIC MAC:-IP address

— NETWORK/send-receive packets per sec

Cloud insight
log

— CPU used

— Memory used

— Disk used

— Swap Used

— Network In-Out
— Disk Read-Write

Basic
monitoring
(VPC/server)
log
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