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[Abstract]

As disaster risks are becoming increasingly interconnected and diffuse, the uncertainty in organizational operating environments
has increased, thus highlighting the importance of ISO 22301-based BCMS in managing the disruptions to critical functions.
However,the existing standards and prior research have hitherto mainly focused on the procedural guidance for BIA, with
limitations in conceptualizing its components and validating quantitative measurement tools. Threfore, this study identifies the
constituent factors of a BIA measurement instrument and examines the validity and reliability of its factor structure. The sample
includes 15 experts and 277 employees from public power enterprises. The instrument was developed based on ISO 22317, BCI
GPG, and prior research, and validated through a literature review, focus group interviews, a Delphi survey, and exploratory and

confirmatory factor analyses.
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Table 1. Development process of the measurement
instrument

Step Description

Review of ISO 22317, BCI GPG,
and prior studies

Step 1: Establishment of
Theoretical Foundation

Step 2: Preliminary Item
Development and Structuring

Derivation of preliminary items
and structuring into four factors

First and second Delphi surveys
conducted; finalization of 16
items

Step 3: Delphi Validation and
Iltem Refinement

Application of a 5—point Likert

Step 4: Finalization of the scale and enhancement of

Questionnaire

readability
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U] Ak B A= S, AAte] ofdl] s FAle Rk 3-2 2ol LHBEIZ L 2Ol U ofH[RA
T e skl 4T EHEABIA) SAHLETTE A,
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Aot AFA AHe B U Ao 8319t FGIol| zFejgh ditrt 16219 AEE AA = 229 &9
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FATE BEUE 79 2] MEES AL, JF-ddE A& A8 Y8l WEehd® A5 AAEelch y8ehd
Ao] T8 FH8A JFITEN AF d FYesh B4 = AZol= 2oto](Delphi) FAF WS E-838k3lon, 1SO
Ao A FAesk B AN T B EE A 24, 22301[7] 7] BCMS ol 9 AN HEAS 2tE AR
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Table 2. Expert FGI opinion

Data Categorization

Expert Opinion

Plan and The BIA process involved developing an implementation plan, defining the objectives and scope of the analysis,

information establishing roles and responsibilities, determining data collection methods, conducting pre—analysis training,
collection reporting progress, and establishing effective communication channels.

The BIA assessed financial losses, reputational impacts, legal and regulatory risks, and operational disruptions

Analysis and using both quantitative and qualitative analytical techniques. Additionally, the analysis examined the evolution of

prioritization

impacts over time, identified critical resource requirements, and evaluated interdependencies across departments,
business processes, and external stakeholders.

Crisis Management
Objective Approval

The BIA defined recovery priorities and objectives, established RTO, MTPD, and MBCO values, and determined
RPOs for data—dependent critical activities. In addition, personnel and resource requirements were identified and
managed separately for normal operations and for disaster or incident scenarios resulting in business disruption.

Review and
improvement

Documented procedures were established to implement and maintain the BIA process, including threat identification
and analysis. The BIA was conducted at planned intervals and upon significant organizational changes, with
continuous review and improvement to ensure methodological quality and alignment with organizational objectives.
All BIA data were retained with the approval of top management.
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Table 3. Results of the first and second Delphi surveys
Measurement Median | Mean Starjdgrd 1st Quartile | 3rd Quartile Con\{ergence Agrgement Stability Ratio CVR
Item Deviation (25%) (75%) Ratio (CR) Ratio (AR) (SR)
Q1 (BIA1) 4.5 4.5 0.52 4 5 0.5 0.78 0.12 1
Q2 4 3.58 0.51 8 4 0.5 0.75 0.14 0.17
Q3 (BIA2) 4.5 4.5 0.52 4 5 0.5 0.78 0.12 1
Q4 (BIA3) 5 4.42 0.79 4 5 0.5 0.8 0.18 0.67
Q5 (BIA4) 4.5 4.5 0.52 4 5 0.5 0.78 0.12 1
Q6 4 3.83 1.03 3 5 1 0.5 0.27 0.17
Q7 (BIA5) 5 4.5 0.67 4 5 0.5 0.8 0.15 0.83
Q8 4 3.5 0.8 3 4 0.5 0.75 0.23 0.33
Q9 (BIA6) 5 4.75 0.45 4.25 5 0.375 0.85 0.09 1
Q10 (BIA7) 5 4.58 0.51 4 5 0.5 0.8 0.1 1
Q11 (BIA8) 4 417 0.72 4 5 0.5 0.75 0.17 0.67
Q12 (BIA9) 5 4.67 0.49 4 5 0.5 0.8 0.1 1
Q13 4 3.92 1 3 5 1 0.5 0.26 0.33
Q14 (BIA10) 4 417 0.94 4 5 0.5 0.75 0.23 0.67
Q15(BIA11) 5 4.42 0.9 4 5 0.5 0.8 0.2 0.83
Q16 4 3.75 0.97 3 4.75 0.875 0.56 0.26 0.17
Q17(BIA12) 4.5 4.33 0.78 4 5 0.5 0.78 0.18 0.67
Q18 (BIA13) 5 4.5 0.67 4 5 0.5 0.8 0.15 0.83
Q19 4 3.92 0.9 8 5 1 0.5 0.23 0.17
Q20 (BIA14) 4 4.33 0.65 4 5 0.5 0.75 0.15 0.83
Q21(BIA15) 4 4.25 0.75 4 5 0.5 0.75 0.18 0.67
Q22 (BIA16) 4.5 4.5 0.52 4 5 0.5 0.78 0.12 1
Q23 4 4 0.85 3 5 1 0.5 0.21 0.33
Q24 4 3.92 0.9 3 5 1 0.5 0.23 0.17
Q25 3.75 0.75 3 4 0.5 0.75 0.2 0.17
3-3 213 oHI2E 2 HEFAS B3 B2 SARTE o BaAkg A
shan, BAH-HH QRN T TS FA 24
dio] AL} A7t T AE A9E EdZE F 2570 o Z=a)3holn),
AnlEd T U, S84, TS 7IEe® 9/l £l
AAE AT AE-ZAL GAlOA 27, FEREA B Al D) 247 81¥2(EFA)
L3 WAlelA 270, 171k Hak S dAlelA 27, AR M ulEae] FAEITEE HEE] S8 '$AA &
7451 GAe A 3719 o] ALl o, o= fAF A AEA(EFA)S AAeI8lth EFAE &3 7 334 728
T, SHA ofa) e, AR AR T Fell whE A 7IRko 2 A e Q18] 2o} FRE wEehaL, S| o2
ojty. HFAom gAH 1671 £ ?j%j—"é%“—ir“(BIAH A NS HAs] wgstal deAE Aok Al A
AR 543 7Y 79 QU HgEEs T Apolck, 3 ATl WAFIY 570l A F2 14l
W, OlF BAAS BURAE Bal ALt TGRS & olgow AREAE AAslelov, dEw 350% 5 277
Aok @R SERAY A Y EYS E 33 2B AT §E BRo R0 BEAAT. o= BY 5
o ) 21 5 o) Hee] sk Aol AT E
F5oke otk AR RS 20259 79 195 8¥
3-4 22A U S EA| MR -EEE HS 200714 2 eglel HME WAl oz AEEgon o
B A= 1SO 22301(BCMS) 2] 314l A xjel JT-olgke ATEE gHsh] flal BIA a3 &9 7S B9 <F
A(BIA)ES AAA L2 A7) Y3t TFE Mdsta, 1 4 et )
ol ggrEs Ao AZels o B39 F9u) o] SHAR] QIFEAITHE B4 B 2529W(91.0%), <14
= o) AR} AZUIEGD, Svto] AL s aen  253(0.0%)01R 0, PRI AE60.2%), Aiet
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Table 4. Initial survey items

Latent Variable

Measurement Item

BIA1. Our organization manages the processes necessary to conduct Business Impact Analysis (BIA).

BIA2. Our organization has established a designated body to lead the BIA process, with clearly defined roles and

Planand | responsibilities.
Information — — - - - ) -
Collection BIA3. Our organization utilizes document reviews, interviews, surveys, and workshops to collect information for BIA.

regardless of the data collection method used.

BIA4. Our organization provides prior training to top management and participants to ensure consistent information collection

requirements.

BIA5. Our organization analyzes the impact of legal, regulatory, and contractual obligations on business continuity

BIA6. Our organization assesses the extent and characteristics of organizational impact in the event of a disaster or incident.

Analysis and | BIA7. Our organization analyzes the impact over time if business operations are disrupted due to a disaster or incident.

Prioritization

BIA8. Our organization determines the prioritization of critical business functions and required processes, and identifies
activities associated with prioritized critical functions.

regarding critical functions.

BIA9. Our organization analyzes dependencies and interrelationships between other departments or business activities

BIA10. Our organization establishes recovery priorities, objectives, and scope in the event of a disaster or incident.

BIA11. Our organization defines Recovery Time Objectives (RTO), Maximum Tolerable Period of Disruption (MTPD), and

Crisis Minimum Business Continuity Objectives (MBCO) in the event of business interruption due to disasters or incidents, and

Management | obtains approval from top management.

Objective
Approval data.

BIA12. Our organization establishes Recovery Point Objectives (RPO) for critical functions that depend on information and

critical functions during disasters or incidents.

BIA13. Our organization estimates the personnel and resources (facilities, equipment, logistics, etc.) required to maintain

disasters or business interruption incidents.

BIA14. Our organization operates documented procedures to implement and maintain the impact analysis process for

Review and

Update and financial and operational impacts.

BIA15. Our organization documents the outcomes of BIA, including lists of prioritized critical functions, supporting resources,

operating environment.

BIA16. Our organization conducts BIA at planned intervals and whenever significant changes occur in the organizational

7(18.8%), AU(8.3%), 49718(4.7%), 71EK8.0%)= -
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Table 5. Results of exploratory factor analysis

FHEEMBIA) TE

Measurement ltem Factor1 Factor2 Factor3 Factor4 Communality Cronbach's a
BIA1 .846 .029 .050 .096 0.747
BIA2 .828 .087 116 .059 0.708
BIA3 744 112 125 .042 0.713 877
BIA4 .759 116 .020 .026 0.661
BIAS -.014 .832 .090 .088 0.686
BIAG 113 779 .2m 145 0.728
BIA7 .100 .835 137 144 0.710 919
BIA8 167 .798 148 160 0.591
BIA9 .097 .780 194 .082 0.584
BIA10 .008 .133 .805 125 0.682
BIA11 116 .190 .795 .185 0.716
BIA12 118 .183 .683 .074 0.667 874
BIA13 .091 144 779 179 0.519
BIA14 .072 12 .204 912 0.891
BIA15 .053 .190 .166 .826 0.749 .900
BIA16 .085 .169 140 .765 0.641
Eigenvalue 2.643 3.463 2.605 2.283
Explained Variance 16.522 21.642 16.284 14.271
Cumulative Variance 16.522 38.163 54.447 68.718

KMO=.869, Bartlett’s Test of Sphericity=2797.806, df=120, p=.000"""
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Table 6. Results of the correlation analysis

V;?it;glte Plan | Analysis | Objective | Review | AVE CR
Plan 1 .805 | .942
Analysis 221 1 847 | .965
Objective | .203 .373 1 .810 | .944
Review .163 .332 .357 1 .886 | .958
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Table 7. Assessment of measurement model fit

Model X/df | RMR | GFI TLI CFl | RMSEA
Fit Criteria =20 | =056 | =2.9 =.9 =.9 =.08
Default model | 1.323 | .016 | .945 | .986 | .988 .034
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Table 8. Results of confirmatory factor analysis
Unstandardized Standardized
La.tent ltem Estimate Estimate C.R. AVE CR
Variable
B S.E Beta
BIA4 1.000 757
BIA3 1.047 .083 .763 12.578""
Plan — .804 .942
BIA2 1.049 .075 .849 14.005"
BIA1 1.023 .073 .847 13.974™
BIA8 1.000 .846
BIA7 .980 .054 .867 18.088"""
Analysis BIAG .970 .057 .830 16.875"" .847 .965
BIAS .861 .052 .815 16.410""
BIA9 1953 .059 .809 16.206""
BIA12 1.000 724
o BIA11 1.068 .081 .846 13.137""
Objective .810 .944
BIA10 1999 .079 .809 12.647
BIA13 1.063 .083 .815 12.732""
BIA16 1.000 .802
Review BIA15 1.155 .069 .870 16.615™" .886 .958
BIA14 1.144 .065 .933 17.469"
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Table 9. Results of the discriminant validity analysis
Latent Variable Plan Analysis | Objective Review
Plan .805"
Analysis .049 847"
Objective .041 139 810"
Review .027 A1 27 .886"

“Average Variance Extracted (AVE)
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