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[Abstract]

Wireless sensor networks play a vital role in diverse fields. However, they face various security threats, including external
attacks, data forgery, and node compromise. One way to address these threats is through mutual authentication. Mutual
authentication is a security mechanism that allows nodes within networks to verify each other's identities and ensures trustworthy
communication. The mutual authentication process among sensor nodes, cluster heads, and gateways is especially critical in sensor
networks. This study proposes three-party mutual authentication protocols involving sensor nodes, cluster heads, and gateways, and
conducts a security analysis. While existing authentication methods mainly focus on two-party authentication, the proposed
three-party mutual authentication strengthens security by enabling mutual authentication among the three entities, making it more

applicable to wireless sensor networks.
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Fig. 1. An example of wireless sensor network configuration
diagram
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Fig. 2. An example of two-party authentications between
gateway and cluster head, and between gateway and
sensor node
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SN : Sensor node
CH : Cluster head
GW : Gateway

SN_ID : Identification of sensor node
CH_ID : Identification of cluster head
GW_ID : Identification of gateway

SN_TID : Temporary ID of SN
GW_AID : Alias of GW

SN_Pass
CH_Pass
GW_Pass

: Password of SN
- Password of CH
. Password of GW

nl, n2, n3, n4, n5 : Nonces

KX+ : Public Key of entity X
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KX- : Private Key of entity X
KX/Y : Shared secret key of entity X and Y
{M}K : Message M encrypted with key K
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