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[Abstract]

This paper examines the evolution of Linux firewall technology and provides an in-depth analysis of design features and
utilization trends of nftables, which was developed to overcome structural limitations of the long-established iptables firewall. By
adopting a virtual machine-based bytecode execution within the kernel, nftables has successfully streamlined kernel code and
achieved significant flexibility, allowing rapid adaptation to new protocols through updates in userspace tools. Furthermore,
nftables optimizes packet processing efficiency in large-scale ruleset environments using non-linear search structures including
anonymous sets and maps, while eliminating potential security gaps during policy updates through atomic update mechanisms. Our
analyses indicate that nftables is becoming increasingly validated as it becomes the default firewall in major Linux distributions.
Given its structural efficiency and manageability, nftables is expected to see steady adoption and eventually establish itself as the

standard for Linux security frameworks within increasingly complex IT infrastructures.
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E 1. ipfw AFS O
Table 1. Examples of ipfw

# vi /etc/firewall.conf

add 03000 deny icmp from any to any
add 04000 allow all from any to any

add 03100 allow ip from 192.168.0.1 to any 80 keep—state
add 03200 allow ip from 192.168.0.1 to any 443 keep—state

add 04000 deny all from any to any
# service ipfw start

# ipfw show

# ipfw list

X 2. ipfwadm AR o
Table 2. Examples of ipfwadm

# ipfwadm —| —f

# ipfwadm —-F —a accept -b —P tcp =S 0.0.0.0/ 1024:65535
192.168.5.13 80

# ipfwadm -A —f

# ipfwadm —A out —i =S 192.168.5.0/24 -D 0.0.0.0/0

# ipfwadm —-A in —i =S 192.168.5.0/24 -D 0.0.0.0/0

# ipfwadm -F —a deny —o =P udp —s 0/0 =D 172.16.12.0/24

ipfwE H&e 237]) e Ad Weh T2 5
gt 34 A 9A-g ARgSte] AAsta, Wl o] i
=)o} whahs A o] 91 St o] E AREslRs A
Aok F 1S AWHHQl ipfws AREE e A wkehe
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A4 2.0 HAFH AHEH ipfwadme 501 .31 W= )
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E 3. ipchains AFZ of
Table 3. Examples of ipchains

# ipchains —F

# ipchains —A input —s 192.168.56.120 —p tcp —j DENY
# ipchains —A input —s 192.168.56.140 —p icmp —j DENY
# ipchains —P forward DENY

# ipchains —A forward —s 192.168.0.0/24 —j MASQ

2-2 ipchains
A 2.0 WA A5 ipfwadm BSD Y2 A
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Table 4. Tables and chains in iptables

) Table
Chain - a
filter nat mangle raw security
INPUT O O O O
FORWARD O O O
OUTPUT O O O O O
PREROUTING O O O
POSTROUTING O O

E 5. iptables AFZ of
Table 5. Examples of iptables

# iptables —t filter —=F

# iptables —t nat —F

# iptables -t filter —A INPUT —-s 192.168.5.22 —j DROP

# iptables —t nat ~A PREROUTING —p tcp —d 203.247.50.244
——dport 80 —j DNAT ——to 192.168.12.22:80

# iptables—save > firewall.sh
# iptables—resotre < firewall.sh

X 6. firewall-cmd AFS o
Table 6. Examples of firewall-cmd

# firewall-cmd ——state
# firewall-cmd ——zone=public ——list—services

# firewall-cmd ——permanent ——zone=public
——add—-port=8080-8081/tcp
# firewall-cmd ——permanent ——zone=public
——add-rich—rule="rule family="ipv4" ¥

source  address="192.168.0.4/24" service name="http"

accept”
# firewall-cmd ——zone=public ——add-service=https
# firewall-cmd ——add-service=ssh ——timeout 15m
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I 7. nftables®| £ £
Table 7. Main feature of nftables

feature comment

the nft command line tool compiles the
ruleset into the VM bytecode in netlink
format, then it pushes this into the kernel
via the nftables Netlink APl. When retrieving
the ruleset, the VM bytecode in netlink
format is decompiled back to its original
ruleset representation. So nft behaves both
as compiler and decompiler.

Network—specific
VM

Linear ruleset inspection doesn't scale up.
Using maps and concatenations, you can
structure your ruleset to reduce the number
of rule inspections to find the final action
on the packet to the bare minimum.

High performance
through maps and
concatenations

The intelligence is placed in userspace nft
command line tool, which is considerably
more complex than iptables in terms of

Smaller kernel codebase, however, in the midrun, this will

codebase potentially allow us to deliver new features
by upgrading the userspace command line
tool, with no need of kernel upgrades.
Unified and consistent syntax for every

Unified and support protocol family, contrary to xtables

consistent syntax | utilities, that are well-known to be full of

inconsistencies.
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Table 8. Examples of nftables

# nft list ruleset
# nft flush ruleset
# nft add rule inet firewall_table firewall_chain tcp dport 22

accept

3-4 22| £7 OIE{T0|A Y T3S BE 2
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[root@www posein]# nft -i
nft> add table inet firewall table

nft> list tables

table inet firewall table
nft>

O3 1. sk 25 AR of
Fig. 1. Examples of using interactive mode

IV. nftablese} iptablese| H|W £4

4-1H|3 240|717 U B

—

2 oM E 7)E glm2 W] 1ol H iptables<t
2] 71490 nftablesE AAIH 2 gjz3)7] 98t 3
A AA, e JYA, A, ARG 47HA] A TES
Ao EAg) o]y dk 24 Ve west 7)Y 4
< 7HEE A g, AA &9 #E0NA 9 V<4 el

3t Al dAEE AR o]dS HEehe Wl 54 o] Qlth

AT-2A 7} 7]9] ol7|"A o7t Hek
Stz Al2E 219 Z8Alo] vXE FekS

=
4-2 T2| Ol Y AR M 2 A

Helx] FHol A nftablest ©]719] v} stE o]
AAE 2BHA 2THE FAoz sfasle] &9 a84S
=9t} iptablesi IPv4 ¢} IPv6 5 54 7150 we} =9
S+ (iptables, ip6tables)& 22t Aasf|oF ) o1 nftables

nftablest= #e] ko] A s} o) $7el wpe} A 22
71e] A4 g3t el 47 ¢
olel§ FIF AP WAL o] nok A pels
of sk qlElxetol= el A A FFEAL nAsL
7

J
o%
1
o
ol
i
D
ig
ol
o,
ul

3.

E9. 4 AT2IE FAlo| &y of

Table 9. Example of writing a shell script
#!/usr/sbin/nft —f

# Flush the rule set
flush ruleset

table inet example_table {
chain example_chain {
# Chain for incoming packets that drops all packets that
# are not explicitly allowed by any rule in this chain
type filter hook input priority O; policy drop;

# Accept connections to port 22 (ssh)
tcp dport ssh accept

Table 10. Example of writing command format
#!/usr/sbin/nft —f

# Flush the rule set
flush ruleset

# Create a table
add table inet firewall_filter

# Create a chain for incoming packets drops all packets
add chain inet firewall_filter firewall_chain { type filter hook input
priority O ; policy drop }

# Add a rule that accepts connection to port 22 (ssh) & ftp
add rule inet firewall_filter firewall_chain tcp dport ssh accept
add rule inet firewall_filter firewall_chain tcp dport ftp accept

# Create a chain for outgoing packets drop
add chain inet firewall_filter output { type filter hook output
priority 0; }

# Add a rule that drop connection list

add rule inet firewall_fliter output ip daddr 203.242.226.20 drop
add rule inet firewall_fliter output ip daddr www.seowon.ac.kr
drop

4-3 722 2|A3t Y 15 H|0|E] A 28 24

nftables®] 7Fg 4141 75 T shie oW AE
(Anonymous Sets)¢} W(Maps)<S 83 112 24 3s}o|t},
iptablesoll A= Yt 2 Falsitiete i 471 o
& AF AT ool S iAo ® A of glom,
ol A AEA ST A AstE olojxlrh Wk
nftables™ tHr9] AAE sltte] AER /ol @ 13 W)
oA Azlgtomn ALl Fots gr|Aow &<t

EN. 4 HE ARE of
Table 11. Using anonymous sets in nftables

# nft add rule inet example_table example_chain tcp dport
{ 22, 80, 443 } accept

[root@www posein]# nft list table inet info_table
table inet info_table {
chain tcp_packets {

counter packets 7 bytes 625
}

chain udp_packets {
counter packets 3 bytes 304
}

chain incoming_traffic {
type filter hook input priority filter; policy accept;
ip protocol vmap { tcp : jump tcp_packets, udp : jump udp_packet

O3 2. 9" Y ALS of
Fig. 2. Examples of using anonymous map
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s ASE fA RS R Bk A SwelA w4
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Wola L AA7 EYE 42 gl o) 988t}

ol N

H 12. NAT ALZ of
Table 12. Using NAT in nftables

# nft add table ip nat

# nft add chain ip nat prerouting { type nat hook preroute
priority =100 ; }’

# nft add ip nat prerouting tcp dport 4513 redirect to :22

[root@www posein]# nft list meter ip firewall_filter firewall_meter
table ip firewall_filter {
meter firewall_meter {
type ipv4_addr
size 65535

flags dynamic
elements = { 192.168.56.124 ct count over 2 }
}

}
[root@www posein]#

18 3. ssh TE2] meter &2l of
Fig. 3. Examples of checking the meter of ssh connection

F 13. counter TH7H 5 ARSEH & 4A of
Table 13. Examples of rule creation with counter parameter

# nft add rule ip firewall_filter firewall_chain tcp dport 22 counter
accept

[root@www posein]# nft list ruleset
table ip firewall_filter {
chain firewall_chain {
type filter hook input priority filter; policy accept;
tcp dport 22 counter packets 49 bytes 6677 accept
}

[root@www posein]#
3™ 4. counter 0h7H #= ol of
Fig. 4. Checking examples of counter parameter
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