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[Abstract]

Since the Fourth Industrial Revolution, online shopping has grown rapidly, but losses from counterfeit products have also
accelerated, seriously undermining the overall reliability of online shopping. To solve this problem, several platforms have
introduced artificial intelligence—based fake-detection systems, but their effectiveness remains limited because of complex factors
such as poor data quality, limited scalability, and user distrust. Therefore, this study proposes a plan to design a user-participatory
shopping experience using artificial intelligence technology on an online shopping platform. Specifically, it aims to help users
minimize losses from fake products and have the right shopping experience through UX design factors such as genuine/fake
verification system, participatory review based on purchase authentication, and provision of genuine/fake authentication
information. This will complement the limitations of existing artificial intelligence—centered approaches and contribute to
enhancing the reliability and utilization rate of online shopping by enabling the recovery of trust and reduction of losses from fake
products through consumer participation.
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Table 1. Al-based counterfeit detection technologies in
Korean online shopping platforms

Platform Al-based counterfeit detection technology cases
coupang Coupang’s Abnormal Sales Detection System
— Anomaly Detection System + Price Fluctuation
Coupang Tracking
A= ) o
—'l“='01 "Counterfeit-Free Program" Monitoring
a\s/teczr(pe US| — implemented through a Mystery Shopper System
- Counterfeit Filtering System & Preemptive Blocking
qurket Service
G-market | \ystery Shopping & Product Authentication Service

“Translation was not feasible, as the logo includes Korean script.
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Table 2. Al-powered counterfeit detection in global
e-commerce platforms

Platform Al-based counterfeit detection technology cases
Al-Based Counterfeit Detection Systems
amazon |- Scans product listings to analyze images and
logos for counterfeit identification. Project Zero
Amazon - Amazon’s Al scans product pages to detect and

remove counterfeit items automatically.

3PM Shield Technology -
Program
- Utilized with the goal of filtering out harmful sellers

'Mystery  Shopper'

eb

. )
bay and maintaining customer trust.
, . Integration of Big Data and Artificial Intelligence
(ZA.l'baba - Analyzes user and seller behavior patterns to
Alibaba o
detect and resolve potential issues.
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Table 3. Analysis of UX case studies in domestic and
international online shopping platforms

Service Useful Usable Credible
Insufficient Excess Info & | Seller Info
Product Unclear Before Product
CRUpang Information Differentiation | Info
Coupang and Review
Analysis
Personalized Limited Brand | Brand vs.
N + P Recommendati | Info & Seller '
N | ons & Inefficient Information
avter pius Common Negative
store Filters Review
Analysis
Strategic Ul in | Complex Mix of Certified
(Gmarket |Listings (Cart | Filtering & Unofficial
G-market | Buttons & Interface Sellers
Sales Icons)
amazon | Verified Reyiews with Filteriﬂg &Selection by
Purchase History & Certification Marks
Amazon Visual Layout
eb Integrated Authenticity | Detailed Purchase Info
) Filters & Seller Info & Seller Reputation in
Ebay Reviews

“Translation was not feasible, as the logo includes Korean script.
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Table 4. Interviewee Information

SENTETE Platforms Involved in
participants | Age | Gender f Counterfeit Purchase
requency -
Incidents
U1 o8 | Female 4 Naveg Plus Store,
oupang
u2 26 Male 3 Naver Plus Store
Naver Plus Store,
us 87 Male 4 Coupang, G—-market
Naver Plus Store,
U4 43 | Female 3 Coupang, G—market
Us 32 | Female 3 Naver Plus Store,
Coupang
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Fig. 5. Customer purchase journey map on e-commerce
platforms
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Table 5. Al-based counterfeit detection technologies in
Korean online shopping platforms

Pain Point Solution

Limited or incomplete product | Access to counterfeit product
information sales pages is restricted

Difficulty in identification Artificial intelligence—powered

filters and authentic product labels

Enhanced review system and
community hub

indistinguishable

Stress of refund A fake detection system powered

by artificial intelligence technology
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Fig. 6. Access restriction for counterfeit product pages and
authenticity certification filter
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Fig. 8. Counterfeit detection system integrated with Al
technology
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Table 6. User review participant list

Online shopping .
L X Counterfeit
Participants | Age | Gender | platform for experience f
requency
of damage
U1 28 | Femnale Naver Plus Store, 4
Coupang
Naver Plus Store,
U2 43 | Female Coupang, G—market 3
UK} 37 | Male Coupang, G—market 3
U4 32 | Female Naver Plus Store, 3
Coupang
U5 26 | Male Naver Plus Store 3
Coupang, G—market,
ue 34 | Female Naver Plus Store 5
U7 35 | Femnale Naver Plus Store, 3
Coupang
U8 59 | Female Naver Plus Stlore, 4
Toss Shopping
U9 40 | Male Coupang 3
uto 31 | Female Coupang, 3
Toss Shopping
7. Task 2EX|

Table 7. Task questionnaire

Category Execution details

Task1 Please check the warning label on the Goryeo Eundan
Multivitamin product.

Task2 | Be sure to check the authenticity of the genuine Goryeo
Eundan Multivitamin products.

Task3 | Take a look at the buyer reviews.

Task4 | After purchasing the product, please verify the
authenticity of the item yourself.
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Table 8. Task result
Category

Task1

Task2

Task3

Task4

time on screen
9s
6.6s
10.7s
21.2

Usability Score
99
93
89
100
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