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[Abstract]

In industrial control systems, the complex interactions among sensors can lead to a single fault developing into cascading
anomalies. Therefore, anomaly detection techniques capable of identifying early warning signs at an early stage are essential. This
study used Secure Water Treatment (SWaT) dataset to compare the anomaly detection performance of a standard Recurrent Neural
Network Autoencoder (RNN-AE) with that of an RNN-AE augmented with an attention mechanism. We also analyzed how
accumulating reconstruction errors using three strategies (Max, Mean, and Top-3) affects anomaly score computation. In
experimental results, combining an Attention-based Gated Recurrent Unit (GRU) Autoencoder with the Max aggregation strategy
improved precision, recall, and F1-Score by 0.3134, 0.0305 and 0.1475, respectively, compared with the baseline, thereby reducing
dectection errors. These findings confirm that the proposed method can simultaneously enhance the sensitivity of anomaly

detection and practical operational stability of the system.
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* GRU(Gated Recurrent Unit)
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Table 1. Model performance comparison

Models Precision Recall F1-Score
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