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This study applies Differentially Private Approximate Personalized PageRank—a privacy-preserving technique for graph neural
networks—to a Bitcoin transaction network and empirically analyzes the tradeoff between model utility and privacy under different
privacy budgets (€). Model utility and privacy protection were evaluated using classification accuracy and the success rate of
attribute inference attacks, respectively. Experimental results show that as € decreases, model utility declines while security
remains robust, thus maintaining attack success rates of approximately 50% across the entire range. Notably, we identified an
optimal privacy parameter range of € = 7,000-8,000, where model utility is preserved at approximately 60% while attack success
rates are suppressed below 55%. These findings indicate that privacy can be preserved meaningfully in real-world financial

networks without severely compromising utility, thus providing practical guidelines for selecting effective privacy parameters.
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2-1 A5 m2}0|HA| (Differential Privacy)
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Table 1. Related works

Type Description Reference
Differential A glularanteel: that an analysis |sAnot y
Privacy S|gn|f|cant‘Iy mfluenced by any single [11]
individual's data.
A GNN is trained by identifying the top—k
DPAR most influential neighbors of each node [6]
via Differentially Private PageRank.
Anomal A Systematic Analysis of GNN
. Y Techniques for Evaluating their
(lllicit) Node g . [17]
) Usefulness in Financial Fraud
Detection )
Detection.
Model attacks, such as Membership
Inference (MIA) and Attribute Inference,
pose significant privacy threats. MIA
demonstrates the vulnerability of
black—box services using shadow
Model training, while Attribute Inference allows [18]
Attacks adversaries to deduce sensitive
attributes of data subjects through
model queries. Successful attacks risk
the exposure of valuable assets,
including sensitive personal data and
intellectual property.
A processed and extended version of
Research the Elliptic Bitcoin transaction dataset [10]
Dataset from 2008 to 2020, adapted for the
purposes of this study.
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Table 2. Column of the data set

Feature

Description

Individual | A regular or individual user.

Mining

An individual or entity that performs the creation and
validation of blocks.

Exchange

An online platform that facilitates the trading of
cryptocurrencies and fiat currencies.

Marketplace

A platform for buying and selling goods or services

using Bitcoin.
Gambling A pliatform offering gambllng serwlces such as
casinos, sports betting, and lotteries.
Bet An address associated with a specific bet, typically
issued by a gambling service.
A service that distributes small amounts of Bitcoin in
Faucet ) )
exchange for completing simple tasks.
A service that enhances anonymity by obfuscating
Mixer the trail of transactions, making them difficult to
trace.
Ponzi A fraudulent investment structure promising high
onzi
returns.
R An operator of malware that encrypts a victim's data
ansomware
and demands a ransom.
) A protocol that facilitates the transfer of value
Bridge

between Bitcoin and other blockchains.

Default Unlabeled or not applicable.

B 3. ohy ¢ MYy

Table 3. List of derived feature columns in the dataset

Feature

Description

avg_sent

Average amount per outgoing
transaction.

avg_received

Average amount per incoming
transaction.

Age

Time difference between the first and the
last transaction.

degree_age_ratio

Ratio of the node's age (activity period)
to its degree.

degree_in_age_ratio/
degree_out_age_ratio

Ratio of the node's age to its in—degree
and out—degree, respectively.

transactions_in/out_ag
e_ratio

Ratio of the node's age to the number of
incoming/outgoing transactions.

cluster_size_age_ratio/
cluster_num_edges_ag
e_ratio

Ratio of the node's age to its cluster's
size and number of internal edges.

proportion_nodes_in_c
c

Proportion of nodes in the main
connected component.

time_before_first_trans
action

Time difference between the first
incoming and the first outgoing
transaction.

degree_out_in_ratio

The ratio of out—degree to in—degree.

min/total/avg/max_sen
t_usd

Minimum, total, average, and maximum
sent amounts in USD.

min/total/avg/max_rec
eived_usd

Minimum, total, average, and maximum
received amounts in USD.

212 34
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E 6. MAZZ}
Table 6. Result of MIA
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Accuracy 0.5324
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