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[Abstract]

Eye-tracking technology tracks a user’s gaze in real time to identify the exact point being viewed on a screen. Recently,
accurate gaze tracking has become possible using only the RGB camera of smartphones, tablets, and PCs, without the need for
expensive dedicated equipment. However, in web-based environments, such technology is generally limited to websites that allow
source code modification or integration. While web crawling can partially address this limitation, it faces challenges due to
obfuscated DOM structures and dynamically changing content. To overcome these constraints, this study proposes an Al-based
eye-tracking method implemented through a Google Chrome extension. This approach enables real-time gaze data collection and
integration with the web page’s DOM without direct access to the site’s source code. Performance evaluation results demonstrate
that the proposed method stores and processes gaze data without degrading speed, and introduces a storage logic optimized for
the unique characteristics of gaze data.
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Table 1. Comparison of conventional gaze tracking approaches and the proposed method

Category

Conventional Gaze Tracking Approach

Proposed Method (Chrome Extension)

Application Scope modification

Limited to specific websites requiring source code

Applicable to a wide range of web services without
source code access

Real-time Interaction Restricted

Supported

Implementation

Requires development of a dedicated service

Integrated as a browser extension to existing services

Technical Limitations

changes, and access restrictions

Affected by obfuscated DOM structures, dynamic page

Mitigates these issues through browser—level integration
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Table 2. Chrome extension component configuration

SIBA|S 7|8HAIM £ 9(8t gl =l e x| BY TR0 ol

Component Filename Manifest Key

Function

Popup Ul handler popup.js, popup.html

action.default_popup

Provides user interface to trigger gaze tracking and control the
module

Background script background.js

background.service_worker

Runs as a service worker for event—driven tasks and manages
gaze module.

Content script content.js

content_scripts

Injected into web pages to collect DOM info and display
real-time gaze data.
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value

cross_origin_embedder_policy require—corp

cross_origin_opener_policy same—origin

host_permissions

“<all_urls>”, “https://console.seeso.io/*”

content_security_policy
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Table 4. HTTP header configuration for cross-origin security

header operation value
"Cross—-Origin~-Embedder—Policy" set require—corp
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Table 6. Communication methods in Chrome extensions

Method Description Use Case
Event notification
Asynchronous message
; and data transfer
exchange using
Message . between
; chrome.runtime.sendMessage,
Passing background,
chrome.tabs.sendMessage and
” popup, and
listeners. .
content scripts.
chrome.storage API allows data Persisting state in
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Storage API R . accessing it from
contexts; localStorage is
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isolated per context. :
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) Persistent two—way Real-time data
Long-lived o ) .
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chrome.runtime.connect and continuous gaze
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Popup.js » Background.js
Chrome scripting executeScript
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i -
Iframe .| Content.js
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Fig. 4. Communication architecture applied to the EyeTracker
Extension
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Table 7. Storage types and capacity limits in Chrome
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