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[Abstract]

This paper presents a blockchain-based electronic voting system fortified with biometric voter authentication. To mitigate
impersonation and hacking, the framework employs dual authentication combining on-device biometric verification with
decentralized identity (DID) credentials. This framework overcomes the limitations of centralized voting with a hybrid validation
architecture that integrates zero-knowledge proofs driven by Zero-Knowledge Succinct Non-Interactive Argument of Knowledge
(zk-SNARKS) with a proof of authority (PoA)-Practical Byzantine Fault Tolerance (PBFT) consensus scheme. Security robustness
is demonstrated through three representative attack simulations, whereas network throughput and latency are profiled across
varying node counts. In this study, we also evaluated the energy efficiency of consensus algorithms and the combined performance
of biometric authentication and zero-knowledge proofs. Simulation results confirmed that the proposed system delivers strong
security, network stability, and energy efficiency, as well as rapid authentication and verification, underscoring its potential to
address the shortcomings of traditional voting methods.
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Fig. 1. Blockchain-Based Electronic Voting System Process
Utilizing Biometric Authentication
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Table 1. System load testing plan

Parameter Test Range Description
Number of 100 ~ 1,000,000 Scalability tgst considering
Voters actual election scale
Number of Performance changes
3 ~100 depending on blockchain
Nodes o
network decentralization
Network Simulation of various
Round-Trip 50 ~ 500 ms network environments (LAN,
Time(RTT) WAN, mobile, etc.)
Packet Loss 0 ~ 5% Stability testing under
Rate ° unstable network conditions
Simplified ZKP, | Trade—off analysis between
Type of ZKP zk—SNARKs security and efficiency
Comparison of consensus
Consensus PoW, PoS, PoA, |algorithms in terms of
Algorithm PBFT, PoA+PBFT | performance, security, and
energy efficiency
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Second (TPS) : : : X 3. gX[AIZYH HE ALZ|YE EX] Ms
Table 3. Detection performance by tampering scenario in
R 1 000 10,000 100,000 ZKP
Votes
Number of Type of Number of . Average
Successful Votes 866 8,666 95,457 Tampering l\lAuthertof Successful De;e(inon Detection
Scenario EMPLS | Detections ate Time(sec)
Success Rate 86.6% 86.7% 95.5%
Energy \ﬁéilﬁsgg‘;zﬂt 10 10 100% | <0.0001
Consumption per [0.007026 0.006993 0.007793
Vote (Wh) Sforzgﬁjdre 10 10 100% | <0.0001
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(Based on 43
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Table 4. Performance comparison of blockchain consensus algorithms

) PoW PoS PoA PBFT
Consensus Algorithm (Bitcoin) (Ethereum) (Quorum) (Hyperle—dger) POA+PBFT
Transactions Per
Second (TPS) 7 250 1.000 3,000 1,000
BIogk Generation 600 30 3 ’ 30
Time (sec)
Finalization Time 3.600 600 15 5 98
(sec)
Energy Efficiency Very Low High Very High High Very High
DEEEe ©f High Middle Low Middle Middle
Decentralization
Security Very High High Low High Very High
dolE Mz A% AU oAE 10712 A=t 25 & ¥ 5. Tt o W2 Ms #st AN Ho|E
Ao} 100%2] BA&S B, A3 Qs 55 YA = Table 5. Detailed performance data according to
Al Qo)A 10078 A% BE7} AEEow 2bkso] the number of nodes
100%2] Aekge G v, e 80 e o)% Moot s 5 10 | 20 | s0
FE AR AYE|eelME 5004 T 4893d0] HA|H O] TPS 646.63 | 650.72 | 649.16 | 649.68 | 646.64
97.8%°] BAE&L UESA A, == 3+ 5718} A4, 18] Block
31 PBET &) #HAol| A Q3 w7 QA d o2 YES]F0) (Talener(atior)w 0.0000 | 0.0000 | 0.0000 | 0.0000 | 0.0000
Ime (sec
A BEE A 5 A Bk A B e d c
N N onsensus
/4;(40 Uxﬂv—# /\]'grﬂﬂ V“ioﬂ ‘ﬂi"éﬁ& 733’/]-0]14 5_5]’ Eﬂﬁ‘ e lze) 0.0000 0.0000 0.0000 0.0000 0.0000
2 EIAAE dAAS] HEY A FEM Y (network Block
partitioning) ©.2 Q18] RE w-Tr} &4} A £7)3)E ?l?r?gz(astézg] 0.0016 | 0.0016 | 0.0016 | 0.0016 | 0.0016
BEHE FAE] offthE HE a1 E o, 97.8%°] ¥ & Total
& A7 &9 M E Wl¢ =& 5o HeS AT Number of | 5000 5000 5000 5000 5000
& 3leg AT ol @ A BEAe SN A T Yotes
Number of
’JZ‘Q]— D]X]E Htﬂ uﬂﬂqzo] ]O]Ei ITLZ:EIAOE EJ’]—E‘i Successful 4750 4347 4858 4925 4944
WA AFwh Votes
S“ngteess 95.0% | 86.9% | 97.2% | 98.5% | 98.9 %
4-3 EEAQI Y EQT 45 2H &t
) E 6. UEYT x| w2 H& B3t M| Ho|E
AN MES A e 54 Ao, 2 A=FH2 7= Table 6. Performance variation by network latency
9] duE|FEF vuste] FAAE e Ades HoAFIoh Network Latency 50 100 200 500
H 4ol B F glel, AljkE SolHE|= WA (PoA + (ms)
PBFT)S TPS(Z9 g A4 ol Pow (Bitcoin) TPS 651.60 651.00 649.59 649.27
U PoS (Ethereum 2.0)Bt ¥€%3] $3514, PoA B'O%mFe'”(aS'ZS“O” 0.0015 | 0.0015 | 0.0016 | 0.0016
(QUOl”le)Q]' AR S Bith Packet Loss Rate 1% 1% 1% 1%
Al Al s S5t MIERIZL Bl e ——
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Table 7. Results of performance evaluation by consensus algorithm (simulation)

Consensus Algorithm PoW PoS PoA PBFT PoA+PBFT
TPS 3.37 17.62 70.33 650.28 650.21
FivElEeE P eps g 0.3005 0.0576 0.0144 0.0016 0.0016
Time (sec)
el i 527 o 5000 5000 5000 5000 5000
Votes
Numberef Siiscessit 4439 4674 4813 4355 4373
Votes
Success Rate 88.8 % 93.5 % 96.3 % 87.1 % 87.2 %
Btz LOrEmE e 0.448837 0.009463 0.004863 0.008805 0.007057
per Vote (Wh)
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Table 8. Performance evalutaion results of ZKP

Simplified zk—SNARKs zk—SNARKs
Type of ZKP ZKP (Mobile) (Desktop)
N (0002 0.3~0.6 0.05~0.2
Time (sec)
RECR Rl 00001 0.1~0.3 0.01~0.05
Time (sec)
Proof Size (Bytes) 32 150~250 150-250
) Mobile, .
Device Type Desktop Mobile Desktop
Security Strength Medium Very High Very High
Implementation . )
Complexity Low High High
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Conceptual Diagram of Zero-Knowledge Proof-Based Electronic
Voting Utilizing Biometric Authentication

Voter ZKP Generation Verifier
Biometric verification + Voting
data + Private key > J,
Biometric ZKP creation

Verification Resulits
« Biometric
authentication
successfully

Authentication
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Recognition +
DID-Based Identity

/I

(zk-SNARKs / Simplified ZKP)

Verification verified
Blockchain . No_dupllcate
/I voting detected
"I vote for Proof that a valid vote has = Voting content
5 " been cast by a valid voter. remains
Candicate A confidential

Key Characteristics: Uniqueness of biometric authentication +
Confidentiality of zero-knowledge proof
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Fig. 2. Conceptual diagram of zero-knowledge
proof-based electronic voting utillizing biometric
authentication
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Table 9. System performance metrics summary

Performance Metric | Measured Value Industry Standard

1640

Processing Time

Avg. processing per

vote 0.0016 sec Bitcoin: 600 sec/tx
Block generation time | <0.0001 sec Ethereum: 12 sec

Block finalization 0.0016 sec Bitcoin: 3,600 sec
Consensus time <0.0001 sec PBFT: 1-5 sec

Authentication & Security

Double voting

—_ O, N O,
detection 97.8-100% Target: >99%
gata tampering 100% Target: >99.9%

etection
Unauthorized block 100% Target: 100%

rejection rate

Biometric

authentication Assumed: 100%

Actual: 95-99%

Throughput & Scalability

TPS (Simplified ZKP) |650.21 Bitcoin: 7

TPS (zk—SNARKSs) 58.33 Ethereum: 15

100K volters 2.5 hour Target: <24 hours

processing

Energy Efficiency

Power per vote 0.007 Wh PoW: 0.449 Wh

40M election total 280 kWh PoW: 18 GWh
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Enhancing existing blockchain voting systems

] ) The validity of votes can be proven
Privacy ﬁ using ZKP while preserving ballot
L ) L secrecy. )
. ) ( Biometric-based two-factor
Security |—> authentication via smartphone.
|_zk-SNARKSs prevent vote duplication. )
( B [ The system achieves performance
Scalability |— |comparable to PoA and superior to PoW
L L and PoS. )
Technical [ Accessibility is enhanced by utilizing
Aspects — | mobile identification and smartphones.
(cepin: ) (" Feasibility and efficiency have been
Eff;:::i':i:l‘iland % demonstrated through performance
y | testing with over 100,000 participants.

\ J
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Fig. 3. Enhancing existing blockchain voting systems
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