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[Abstract]

Messenger conversation datum are stored in encrypted form on user devices and are used as important evidence in digital
forensics. In particular, to analyze KakaoTalk conversations, database files must be extracted and decrypted. According to previous
studies, KakaoTalk databases for Windows and macOS are protected by encryption techniques, such as AES and PBKDEF2.
Although decryption methods have been studied, public research on decryption of databases for iOS is insufficient. This paper
presents a method of decrypting KakaoTalk databases for iOS and explains the data backup process and decryption algorithm. In
addition, a test case was designed, and the accuracy of the algorithm was experimentally verified. The results of this study are

expected to contribute to the analysis of user behavior and case development in criminal investigations using iPhones.
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Table 3. Data backup path

0s Path
) /Users/(username)/AppData/Roaming/Apple
Windows Computer/MobileSync/Backup/
macOS ~/Library/Application Support/MobileSync/Backup/
¥ 72 TunesE AMSsHA @ WHE <QEHo]x~
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Table 4. Cli data backup tool path
(O]

Path

C:/Program Files (x86)/Common
Files/Apple/Mobile Device
Support/AppleMobileBackup.exe

Windows

/System/Library/PrivateFrameworks/MobileDevice. f
ramework/Versions/Current/AppleMobileDeviceHelp
er.app/Contents/Resources/AppleMobileBackup

macOS
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Argument Description
-b Perform a backup
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C:/Program Files (x86)/Common Files/
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Classification Detail
Model iphone 15 pro
Os jos 17.4.1
Kakaotalk 10.71
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Table 10. Analysis tools

Name Version
Python 3.11
DB browser for sqlite 3.12.2
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Name Path
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Message database y/PrivateDocuments/Message.sqlite
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/AppDomain—com.iwilab.KakaoTalk/Librar
y/Library/PrivateDocuments/chat/[ChatID]
/[Image FileName]

Multimedia file
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Input : key, iv, userld, encMessage —
Output : decMessage Column Description
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g il?/eyHH ::Eggg:g tt,)%t::rr;,y ZID Unique user id for each individual
4 : First < HMAC(key, userld + hardcode) ZCUSTOMNAME Custom name set by the owner
5 : Second < HMAC(key, userld + hardcode)
6 : DerivedKey — XOR(First + Second)[:32] ZNAME Custom name set by the owner
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9 : decrypted < decrypted[:—decryptd[-11]
T 129 92 g2l key, iviE ZHE Ho|HE o538} 3% 119 Talk Database®l X 25+ UserldE 18k

ah= dl £3] ARSItk st= A E vlolE miES key 9} iv
Z 3to] XOR 94k E3lo] AES H353l= =333t} 9 2
o]l 3l Base64 T]FZRELS Falahd 258l ® wAR|
gRlIgt = Qi) 49 Y F userlds 7S 3947t
Y Al ARBAPE R Joju = AR 7)) oA 53
ATk 3E 129] AR Gare]F AW the) Tk

180l M= Fo)1 AL&A} Dol “WO' #A42 167] F7}at
o] AFEAF IDE 16HI5E BHETh o)3 AES ¢as) 4
g5 EAoln, E5 A7)0 257] $18k Aoltt

2, 38X = 7] % 2713} Ay &35 ldletn, 719k 2=
713} ¥H = FEo] =AY EH Hlo|E vjdoltt. 4, 5304
+= First ¥ Second A4t HMAC g5 ARE-slo] 20
71 719} AREAL D] St=FH 7hS ke Aldll gk sljAl
ks Axkstar, o] AL F W Faste Firste Second %t
S dEtk 6, 739l E DerivedKeyS AXFICE First2}
Second @< XOR diket & ZA3E 32H[0|ER A|ghs}o]

=
=

N,y

¢

1 o

http://dx.doi.org/10.9728/dcs.2025.26.5.1363

daE|FE E 149 A

H 14. i0S 274t userid B7| ghH
Table 14. Method for finding iOS owner userid

Input : Talk.sqlite

Output : Userld, UserNickName

1 db < open(Talk.sqlite)

2 . db < EXECUTE(&SELECT ZID,
ZNICKNAME, COUNT (*) AS Count FROM
ZUSER GROUP BY ZID ORDER BY Count
DESC LIMIT 18&)

: db < FETCHALL()

4 : Userld < db[0][0]

5 : UserNickName < db[0][1]
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TEST Message 1
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] ¥ | fsoder TEST Message 8
025-03-02 20:14:39 sender 10 TEST Message 10

mail notice sender 12 TEST Message 12

1
2
3
4
sender 5 TEST Message 5
6
7
8
9

new mail was arrived sender 13 TEST Message 13
2-25-03-02 19:1819

sender 14 TEST Message 14
sender 15 TEST Message 15
sender 16 TEST Message 16
TR sender 17 TEST Message 17

sender 18 TEST Message 18

[sender 19 TEST Message 19

SE— l:l Deleted Message  Hidden Message
38 5. AR A% £78 0|83t =53}
o) e 22, 22%) 42 Us

Fig. 5. Decoded with a self-created tool
left) list of chat rooms, right) chat contents

2023-10-18
sender 1 test message 1 16:25:18
sender 2 test message 2 2023-10-18
16:27:59
2023-10-18
sender 3 test message 3 162816
sender 4 test message 4 2?23.1 0-18
16:28:30
2023-10-18
sender 5 test message 5 16:28:34

J8 6. 5ok MY e o5

Fig. 6. Partially decoded chat contents
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Fig. 7. Delete from all interlocutors
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Table 15. Change the database after deleting the message

{"feedType":14,"logld":[logld], "hidden":true, "byHost":false}

type clientMsgid readAt message
16386 €
16386 0 665751549 HWG|TXLUFXlezdkSUSMpdg==
16386 0 ©65751550 HWG|TXLUFXlezdk5USMpdg==
16386 0 665751550 HWG|TXLUFXlezdk5USMpdg==

16386 0 718382859 HWG|TXLUFXlezdk5USMpdg==
J8 8. =& it ATHOAIM A= HIAIX|
Fig. 8. Deleted message from all interlocutors
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type clientMsgld readAt message

12 0 697604644
20 0 697607144

38 9. 0| 7|7[ofl Mk MM = E2|X H|O|E{H| 0| A B
Fig. 9. Change the physical database after deleting only on
this device
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T 16. AH|E DA|X| 27 ghH
Table 16. Method for deleted message

Input : Message.sqlite, key, iv
Output : DeleteMessage

1 : db < open(Message.sqlite)

. db < EXECUTE(&SELECT userld, message
FROM Message WHERE type=16386&)

: rows < FETCHALL()

: for each row in rows

- userld < row[0], encMessage < row[1]

T userld < userld + &W0& * 16

. key < hardcoded byte array

I iv < hardcoded byte array

9 : First < HMAC(key, userld + hardcode)

10 : Second < HMAC(key, userld + hardcode)

11 : DerivedKey < XOR(First + Second)[:32]

12 : encoder < AES(DerivedKey, AES.MODE_CBC, iv)

13 : DeleteMessage < Base64.decode(encMessage)
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Table 18. Comparison of experimental results

Classification Proposed Magnet BelkaSoft X
Method Axiom Foreniscs
Decryption accuracy 99.9% 0.001% 0%
Processing speed
(sec/100,000 messages) 3.1 1,021 3,480
Deleted message 95% 0% 0%
recovery rate
Number of 100,000 193 0
decrypted messages

NCRYPTED}: /FY wOOhnaDNIW + WAt obSa1al 1 TE3Kh T spgbBcHl =

O3 10. &8 CIX|E =24 Belkasoft xo| 2Hed Zn}
Fig. 10. Result of commercial digital forensics Belkasoft x

Send... E Red... ; Message Sent... ': Message Read... ; Mess... E Message
008282 Te124 20Z3-02-09AM 11341 2023-02-09AM 11341 Sent Hello, This is test message!
208282 TR 2023-02-09AM 11552 2023-02-09AM 11552 Sent Send Test!
A4 2088 NB0-00AM 0353 2023-0209AM 30353 Received  Receive Test 1
T 1200280 0B0200AM 30338 2023-02-00AM 30358 Received  Receive Test2
WA 1208282 0B-0-09AM 0401 203-02-09AM30401 Received  Receive Test 3
38 11. &2 CXI" ZAA magnet axiome| ZHd Za

Fig. 11. Result of commercial digital forensics magent axiom
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Table 19. Comparision of experimental results (1,000 test

messages)
Classification Proposed Magnet BelkaSoft X
Method Axiom Foreniscs
Decryption accuracy 99.9% 89.2% 0%
Processing speed
(sec/100,000 0.031 929 2,176
messages)
Deleted message 95% 33% 0%
recovery rate
Number of 100,000 892 0
decrypted messages
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