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[Abstract]

Electricity demand is rapidly increasing with the advancement of modern civilization. Centralized power grids have several
limitations, such as large-scale blackouts, transmission losses, and difficulties in integrating renewable energy. To solve these
problems, microgrids have emerged, which complement the weaknesses of centralized power grids based on regional independence
and flexibility and enable efficient and stable power supply even in military power grids. The security of microgrids is particularly
important. Distributed energy systems are vulnerable to cyberattacks and data falsification, and if the confidentiality, integrity, and
availability of data in microgrids are not guaranteed, operational disruptions may occur. Private blockchains can solve these
problems. This paper proposes a method to manage power operations more efficiently and safely by combining the security
elements of private blockchains to strengthen the security of microgrids.
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Fig. 2. KEPCO Air Force microgrid, intelligent power grid
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3-2 2| Oto|32R|E A2 U Al

oe) Ualel A test Bel A mlolaw 1l 7%

LEfste] olvA] aaAd¥t HAS olaL Sirh

D) 92 vlo|a2 1= 34 Ak

Qe A} 2 AAA e 5] 91a) phol =z
P A2 AFH 0 Beiska glrk AR vho]R
e Zades A4 uALst U A A2 §
Fato], g BN E PO AP THY Yt
RS TEHSE O 2 T ek, o Sol, $7 A}
A AT o] F QL FRARE o] vho] A2 1 A
2918 Mol AR AUAs AAE A AREES =
o]ar JEH 10].

2) 74 vto]a 2 8= A& Al

52 A 7hs ovALY] STt} EA dEE
A& =o]7] S5l vlolazaglE A|lREE HFHoE
skal vk 1 32 #E Wl vwlolaRae=er
TYNDP(Trans-European Network for Energy) X~ =24
= A3 A Lolt), mlo]| R T = A|AELS ATfE X
e ARUE dolA sPHoR Sy dEgo=,
2H dyA] AdS &3] A9 Ul A8 o8 F5A
olelgt A A~ElE 53] 3 AT olvA] &84
3 H1E FFY AEAEE Fole dl 8% 93-S i

= AV e el

(SR B A

=2 1L - ==

de B2 AEs B oA Bt A4 s e 3

http://dx.doi.org/10.9728/dcs.2025.26.3.787

. . Project Type : Transmission, Storage

38 3. FE(TYNDP) Z2HE X|Z[11]
Fig. 3. Map of the TYNDP projects[11]
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Table 3. Interconnection between military organizational
system and blockchain[27]
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organ role Scope of authority

Establishment of security
policy and top
management

Top privileges — full
access and policy
changes

Ministry of
Defense

Middle authority —
enforce security
measures, enforce
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Supervision of
corps/division security
management

army
headquarters

Operations and security
management within the
region

Local authority —
situation monitoring and
respons

corps

Division On-site power grid and
/ communication network
brigade management

Field Operations
Authority — Operations
and Reporting

battalion/
company

Data Collection Rights —
Data Reporting
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reporting
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Table 4. Private blockchain security element[28],[29]
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Fig. 7. Prlvate blockchain linkage and security elements
by military hierarchy[30],[31]
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