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[Abstract]

With advancements in PC(Personal Coumputer) and IT(Information Technology) and an increase in data volume, the concept
of cloud computing has emerged. The advent of cloud computing has enabled access to and/or the utilization of the same data
regardless of time and location. Therefore, security checks have become crucial for preventing unauthorized access to public cloud
servers and protecting the personal information of cloud users. Naveed Khan et al. proposed a grid password—based user
authentication protocol that can prevent quantum attacks in a public cloud environment. However, the protocol exhibits various
vulnerabilities. Therefore, this study analyzed these vulnerabilities, revealing the susceptibility of the aforementioned proposed
protocol to offline password guessing attacks, lack of perfect forward secrecy, and DoS(Denial of Service) attacks and highlighting

its inefficiency and password design errors.
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2-1 Homomorphic Encryption

5842 (Homomorphic Encryption)& 13 13} #o]
T3} ool %3 (Homomorphic) AAR <l3] s

R
AR E ko] 7Fs e A gkE 7] &olt).

1. Message 3. Cipher Text

——-—{ Secret Key }-————{ Cipher Text (10) ‘
+

2. Encryption

+
——-—{ Secret Key }"---{ Cipher Text (15) ‘

25 Cipher Text (25)

4. Decryption to use Secret Key
ag 1. SEYS
Fig. 1. Homomorphic encryption
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ol ¥ HEah slolglis AEelA ke S 5
omE WAHNE Hshl REHANE {851 dlo]
BE 283 5 drk2],[13].

2-2 Lattice-Based Cryptography

Lattice-Based Cryptography (A#} 7|9t &%53h=
A ZHA] e Hol oA Ax)E Edsts a5l 7|E g
210 el gk dukzQl gol2 A o= ok Aat
NF P o Uy hEske) 229 EE AU, ol
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Table 1. Symbols and description S=e—xy=f(2) = fe e ()
Symbols Description 2n
U User AR DS Iy B MR Weks elaly] ¢
PCS | Cloudsever A SN 1(.) & AHle] Urer o] MW7) S5 A
1Dy, Identify of user At o), 5,5 ARt 5,9 AT TS, FeEheE A
PW,; Password of user ol {y,9} & #&3c}
Vs Vg The random numbers of cloud server
Y A random number of user Su = h(]DU IS) @
Xg Gaussian distribution S, = h(IDyll r,)B Sy (3)
a, 7, 0 Gaussian distribution samples B
: SN S AEE S 9] gk RE FL Tl User ©llZl
q Odd prime number = nly) ol=ix o] 7Fo A&E pY
: - PWyE 7] 1804 {r, S), 0,0} 9] #& AE3HH User =
7 nteger
PW, s Qe HaL g9E P A2 (r, S, 0,0)
S The secret key of the cloud server ~ _
o] 2 01831 (S, Sy 0.0 ) RS User 7 AR,
PKg The public key of the cloud server
I Concatenation S, = h(r Il ID)BR(PW, | ID,)® S, ()
r(.) Hash function

Sy = h(IDy Il PW, I S,)

BAS ASA 55 UASH AHEA 2191 A5 A
o= A g, 3-2 A8 913 2
3-1 83 52 23 ARgALS] 2191 AFAe 17 3, 4, 5% o] 14
W AREA SEIOIA Z42 AFE g vlsha B8
EREDS AGS] M AR BRS QG HE A ol gale] AR} 15S 13 33} Lol SR,

ol olelel 71w 29} Lk,

User Public Cloud Server
Select IDy, {IDy} ¥y & Z::“
B VP < Xp»
Su = h (IDy||S)

Sy =h (ID,||rs;) ® Sy
irs; S1. p.3} - Store { y, 0}

selects the password PW,

S; =h (r5||IDy) @ h (PW, || IDy) @ S,
S, = h (ID,|[PW,[|S)

Store {S,. S;, p, 9}

a8 2. MEX S5

Fig. 2. Login registration procedure

I9 25 BRY User = AT D, & 371 S29-= A
2 Ags wHa, N FESE AuE D2 A5
r EZ7E WEshE G E AR oldl, AMEEE ¢
3t F7) SEeE A vdy] S

L nlE=
=

gmod 2/ =1
AR,
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User Public Cloud Server
ID,* and PW* random number ry; € Z
Calculate Calculates
ST =hDPWSAS) o Tt
Check S,*? =S, M, = 3 (My)
random number ry € Zj;“" M, = (M,.M,)

M:rs. I'y +2p M; = h(M][M,||M;|[M,)

a8 3. ARBAL 2IE I (1)
Fig. 3. Login and authentication procedure (1)

User = 52014 A9 5,9 %% ol 83tel Aze
S99k A ¥, B Fekes Aulel A9 5,9 gl

HEE F A LREDS A% sk A o
b AR FRa,

S, = h(IDy, | PW, || S,)

5,7=5,
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S, 7} S, 9k dAshd ATE

= \:r]-&g]_k; L]-_/": 7y = g é

AHgatel obale] 4413} ol M
= Au e A%,

M=y, ry+2p

User

{M}
Calculates {M,, M;, M}
M, = (ry . PKy) -
M, = (M,'||[M;)

M2 = h(M]|M, ||M;]|M,)
Mg = h(IDy||[PWy) & S,
M; =(M,. 1)

Mg =9 (M)

M, = (M/]|Ms)

d8 4. ARBAHIE 1 (2)

St User 7} VUEZiIi
EAANA 4G pE
Arkste] F7l S8-5-

gl

o[ﬂ m

o

%k

®)

Public Cloud Server
random number rg, € Z;“"
Calculates

M,=rs rg+2.y

M, = (M.5)

M;=20 (Mz)

M, = (M,.M;)

M; = h(M||M1||M3|]M4)

Fig. 4. Login and authentication procedure (2)

S FE Al a2 4ok 2ol oy
7o ABABEAL User A S

q
%
. (M, My, M) O 3RS User ol

REEReS
o= ofelst o] AN o] F
A A5,

M, =7, srg+2ey )
M, = (M + S) (10)
M, = o(M,) (11)
M, = (M, « M) (12)
My = h(MI M || M| M,) (13)

User'= 87) S22 Al (M, My, M) 0 3k 5
A% vhe, ko= Al A7) PE9) ol BAelA 4

AR W 7 B o] My E AN M, B T

S TRl o] AT 5

User 2] 1|'d7] S, 5 Ak

E‘I"%y %7H %‘Q‘TE }\_1H101] {MIO’MS’MII} % %\‘ﬂﬂ'ﬁ".

M, = (ry « PK,) (14)
My = (M, || My) (15)
M7= n(MI M || M|l M,) (16)
Mg = h(IDy | PW,)® S, (7)
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M, = (M, « rp) (18)
My = o(M;) (19)
My = (M; | M) (20)
My =h(MIl M | My |l M, || M, (1)

I M, || M,)® IDy,

My, = h(IDy | Mg || My | M My (22)
I My || M, || My || My || M)

Sxu=hUDy |l My || M1 My | My || M, (29)
I My I My | My | M)

User Public Cloud Server
M = h(M]|M M [ M [ M3 My M) @ TDy Calculates
My = Dy MM IMI M [V [V [V /M M) M=)
Sxcw = B(IDy| Mol [MIIM| M| My | [ M |V [ M []Ms) M,'=M,. M)
IDy = h(M]|[Mg|IMy/[[M, | M|
{Mu, My, Mu} M.IMy) © Mg
M, =h(IDy.S)

M, = h(IDy M| Mol M M|
My/[[M][M;] M, |[Ms)

M,/?=M,

Sis = h(IDy, Mol [M[|M;|IM'[|

Skv = Sk
— M, [[M,][M;][M.|[Ms)

38 5. ARBAL 21E ZHY (3)
Fig. 5. Login and authentication procedure (3)

19 59F ol My, My, M, )&
A oo} o] AAltste] 7N F
& Adste] Sy o mlaste] Q1S AARE g

M, = (M« ry) (24)

My = (M, « M) (25)

IDy=h(M Mg | My | My || M, (26)
I M, || M,)&® M,

Mg = h(IDy, « S) (27)

M,y = h(UDy || My, | Ml Mg || My (28)

I M, | M | M, || M)

M7 = My, (29)

Sis = hUDy || My, | M| Mg | My (30)
I My, M M M, || M)

Sks = Sgu (31)
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4-1 Offline Password Guessing Attack

Public Cloud Server

User

Eve(Attacker)

@ S, = h(IDyll PWyl S,)

® S =h(Dy Il PW 1 S,)
S1=5
@ S; = h(IDyT | PW,o | S,)

O 6. T2l HAQE =5

Fig. 6. Offline password guessing attack
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d 230 webs P, E 9
= MHolM= User o] 55 ARE R8s
1Y), ol FAXT} I Fehe-=ol A7
% A2 AWk HeIA AP} HES 4
A Userl DS PW,9 34 558 % 9l
A S A28 TREZ A8 g AT <)
23k D, 9 PW,E ol&ste] BAE w(iD, || PW, | S,)
5 S, 9 WISl User 7k 94=& D, < PWy, kel 84
S A O, @A 555 1D, 9 PWy, whol S User <]
A3} AAGEA NGk HHE AR AT FARE
o714 S, 9 ghg ollgste] 29 ARE v AT 5 9
A Eedl 7M. AL AT spe we Dot
PW,E A3 BE ARE I5 5 A "k ALl
User 7} Q8 81= 1D, $FPW,, 2] 3-8 User 7} 712)8kaL 9
of 3= AuolnR 9 Aole] EAdst sz T Ak
2L o 5 ek o]el3 WS olg3tel FARK: RA v
9= QRS S A9-e] G WA e Fe Zolo] B
T ID, S PW, 5 ARSI S55D7] wlitel] 49-2] 571 )
G Ak wEpa] 2 A s S S ZRES A|2Fo
A] Offline Password Guessing Attackell F <Fsith= A<
sk 71,[13].
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4-2 Lack of Perfect Secrecy

- Value Known to the attacker
M, M, My, My, My, Mo, M,

- Value unknown to the attacker
4/1]-2 ) 11[1 . Jﬁ[g

- Calculate AM,, M, M,

@ M.= (M, « ry) — Encryption

2 Mg = a(M,;) - Decryption of M-

3 M, = (M, || My) - Encryption to use M. M

My = ((My o rp) 1 9(M, o 7))

= M + S — Encryption
= d(M,) =a(M « S) — Decryption of A,

(A1, « M) Encryption to use M,. M,
& ﬂ[l = (ﬂfj . ﬂ[SJ: (Alr e S) . ﬂfs
(M S)s0MsS)

Sipr=h{ID| ;‘lfm | Ml ;’l{S I My Il M,
I M, | ;‘113 I M, N M)

a8 7. ZEZAM dojd =

Fig. 7. Lack of perfect secrecy
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My M, M) ol 81t T2t} o) w153}

DA H=dll My = (M, || M) oA ofgiel o] %3
AT,

My =((M, » rp) 1 0(M, 7))

23

M,°] %k 5=g M« S2 xFo] 7Vsstal M, o] ¢k
Aol 7hs A aL Al 715 D58

My = (M, « My)= (M« S) « M,
=(M-+S) M- S)

(33)

ujeba] FAAE udy] Seof ks dat dvkarl 7Hy
ab4] 351,61,
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Lack of Perfect SecrecyS =5
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M= a0
My= (W + M) [enoypmon ] My = (M 1 1)

J8 8. T2EE9| QEIHM dojri= AS3E Y =53
Fig. 8. Encryption and decryption that occurs during the
authentication process of the protocol
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= 7L AA M9 ghs TRtk VI M3 SOl gk
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et =3 My E T8 fEiA M, Mol w28

)y o)A Bl Eagdd EAVE EAEREY, Mo s
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EaP NReR

olghz e AA Myl whE TRk 71 Myt el
e &8sk M o] shor dhEshs AT o), vl M
oM HE3lE AL M, 9] ghow A G skE @t
o] Iel X M, o] Fho= Fz B T olFoll Tl Mo 7
& daketr] flaiA sk Mol e HEslele e sd

=

Alz=Ele] Q1T ZRER HAxP) nlagdolde AMS &
Sk A Al 1% mREEe Bu okEerd <
RS ZlegEted] olggh Aibe] B A follE TREF]
Aol Ast 2 = Qv T o] EAs2].
4-4 DOS Attack

Attacker

IP Request Point

Bot Net Public Cloud Server
38 9. Dos 34
Fig. 9. Dos attack
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