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[Abstract]

This study proposes a blockchain-based method for sharing driving trajectory data to ensure transparency and reliability in
infrastructure-vehicle sharing systems. Implemented in an infrastructure guidance environment, vehicles communicate with the
infrastructure in real-time to optimize traffic flow. The system consists of four stages: sensor data collection and vehicle-roadside
unit (RSU) communication; generation and transmission of optimal driving trajectory information; approval and block creation; and
distribution of block data. The applicability of the system ranges from the design of the prototype in which the blockchain
network is configured to the approval of the data all the way to the consensus of the ledgers. As a result, transparency and
reliability of shared data between infrastructure and vehicles are secured through the application of blockchain technology in the
infra-guidance environment, Therefore, the proposed method is expected to contribute to building trust in road transportation
services by mutually sharing data that cannot be manipulated or tampered with in the event of a traffic accident.
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Table 1. Related works

Author Blockchain Objective Major finding
Ahmed et al. [13] V2X security solution Lightweight encryption, authentication, data integrity verification.
Eom et al. [14] X V2X security authentication Lightweight encryption, efficient authentication mechanisms
Chen et al. [15] X V2X fog computing Fog computing technology without exposing the personal information
Sun et al. [16] X V2X combined security mechanism | Attribute—based access control and proxy re—encryption technology,
Oham et al. [10] 0 Distributed ledger framework Insurance to prevent unauthorized access
Buzachis et al. [9] 0 Security verification blockchain Data in intersection for monitoring
Seo et al. [19] (0] Management system Recording of all data during driving parking
Kang et al. [20] (0] Driving record system Driver’s physical data to analyze accident
Biswas et al. [21] (0] Records of behavioral information Data sharing and process in autonomous driving
Singh et al. [22] O loT based autonomous driving Data dissemination in autonomous driving
Chen et al. [23] (0] Trust management Trust point to prevent malicious action of autonomous driving
Ayaz et al. [24] 0 V2X data sharing system Data sharing to prevent data tampering of autonomous driving
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