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[Abstract]

Fuzzing has emerged as a common technique for identifying vulnerabilities. Historically, fuzzing has evolved significantly based
on AFL predominantly for Unix-based systems. However, applying these research advancements to Windows applications presents
substantial challenges. The primary difference between the two systems lies in the creation of harness programs, which demands
significant effort from analysts and inevitably leads to false positives or false negatives. In this study, we propose WinEco, a
framework that automates the generation of harnesses based on time travel debugging in Windows. WinEco analyzes program
code flow, data flow, and dependencies to create harnesses optimized for fuzzing. To validate WinEco's effectiveness, harnesses

were generated for three Windows applications, and subsequent testing with WinAFL revealed a total of 10 unique bugs.
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Fig. 6. Example harness code for Bandizip
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Table 1. T3 results of harness created with WinEco

Program Input Target Binary Crash
HWP-bmp .bmp HncBmp10.flt 1000+
HWP-tiff tiff HncTiff10.flt 100+
HWP-wmf .wmf HncWmf10.flt 1000+
HWP-png .png HncPng10.fIt 1000+
Bandizip .Zip ark.x64.dll 4
Ezpdf-html .pdf PDF2HTML.dII 200+
Ezpdf-office .pdf PDF20fficeDlIl.dll 300+
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Table 3. Founded crash with wineco

Program Buggy File Bug Type
BandiZip ark_x64.dll heap—buffer—overflow
EzPdfViewer PDF2HTML.dII Null-pointer—dereference
EzPdfViewer PDF2HTML.dII Stack-buffer —overflow
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