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[Abstract]

Blockchain, with its tamper-proof and decentralized nature, ensures secure data storage. However, its direct application to cloud
data storage faces challenges. The small capacity of blocks cannot accomodate large-scale cloud data, and timestamps based on
on-chain retrievals are time-consuming. Cryptography technology is used to ensure the secure storage of cloud data by combining
blockchain technology and interplanetary file system. The combination of on-chain and off-chain storage methods can address the
data capacity and throughput issues. To enhance retrieval speed in cloud data audits, we added new fields to the block header and

improved the Merkle tree in the block body, ensuring transaction security and efficient data retrieval.
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Algorithm MBST range time query algorithm
input Unix timestamp T's and Te,
Merkle root Root

output  transaction list Llist, Merkle path Plist
1 node = get Value( root)
2 If T=node.Min Time and T < node.Max

Time then

3 Left Node = get Value( node.leftHash)
4 Right Node = get Value(node.rightHash )
5 Plist Add(node)
6 Replace node with left Node and right

Node, Recursively proceed for 2-5 steps
until the first leaf Node greater than or

equal to Ts is found leaf Node
7 If leaf Node.Cloud Time=Ts then

8 Next leaf Node = get
value(leafNode.nextleafHash)
9 while next leaf node.CloudTime <Te

10 Plist Add(leaf Node)
11 Llist Add(leaf Node.Data)
12 Next leaf Node = get

Value(nextleafNode.nextleafHash)
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Algorithm MBST single point time query algorithm
input Unix timestamp T, Merkle root Root
output transaction list Llist, Merkle path Plist
1 node = getValue(root);// getValue O
Represents getting data from a database
2 If T=node.Min Time and T < node.Max
Time then
Left Node = get Value( node.leftHash)
Right Node = get Value(node.rightHash )
Plist Add(node)
Replace node with left Node and right

O O = W

Node Recursively proceed for 2-5 steps
until they are leaf Nodes

If leaf Node.Cloud Time ==
Plist Add(leaf Node)
Llist.Add (leafNode.Data )
return Llist, Plist

T then
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4-2 HZ MH E2|(MTT, Merkle Dictionary Tree)
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Algorithm MTT single point time query algorithm

input Unix timestamp T, Merkle root Root
output Transaction list Llist, Merkle path Plist

1 node = get Value(root)

2 for key in node keys

3 If key not equal NULL and compare
Prefix(T,node. prefix, key) then

4 Plist.Add(root)

5: Next Node=get Value(key.Hash)

6: Replace node with next Node,
Recursively proceed in 2-5 steps until
the leaf Node leafNode

7 if leafNode.Cloud Time = T then

8: Plist.Add (leaf Node)

9: Llist.Add(leaf Node.Data)

10: return Llist,Plist

2) B8] A1z A2 OE]'J_LE]%"
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Algorithm MTT range time query algorithm
input Unix timestamp T's and Te, Merkle root
Root

output Transaction list Llist, Merkle path Plist

1 node = get Value(root)

2 for key in node keys

3 If key not equal NULL and compare
Prefix(T,node. prefix, key) then

4 Plist.Add(root)

5 Next Node=get Value(key.Hash)

6 Replace node with next Node
Recursively proceed in 2-5 steps, Until
the first leaf node leafNode greater than
or equal to Ts is found

7 if leaf Node.Cloud Time = T's then

8 Next LeafNode =
getValue(leafNode.nextLeafHash):

9 while next Leaf Node.Cloud Time <Te

10 Plist.Add (leaf Node)

11 Llist. Add(leaf Node.Data)

12 nextLeafNod=
getValue(nextLeafNode.nextLeafHash)

13 return Llist,Plist
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Algorithm  MBST and MTT data integrity

verification algorithm

input Merkle path Plist
output Verify the results Vres

1 root = Plist[0]
node = root
for index in range (1, Plist.length — 1)
res = verifyNodeHash(node, Plist
[index], MBST or MTT)
If res =False then
return Vres = False
node = Plist[index]
return Vres = True
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Fig. 8. Diagram of the BBT structure
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