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With the cloud market continuing to grow, digital forensics within cloud environments is drawing attention. However, digital
forensics in cloud settings differs significantly from traditional contexts due to challenges such as data dispersion, multi-tenancy,
and legal complexities related to data collection. This paper analyzes the differences between conventional digital forensics and
those practiced in cloud environments, focusing on the collection and analysis of artifacts. To facilitate this, a virtual environment
was established at the hypervisor level using a kernel-based virtual machine (KVM), collecting artifacts suitable for digital
forensics using the libvirt APL. These artifacts, containing extensive metadata and differing from traditional ones, were analyzed
using machine learning to enhance understanding of their characteristics and improve the efficiency of forensic investigations using
trained data.
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Algorithm 1 KVM Monitoring Algorithm
Require: QEMU Hypervisor connection established
Ensure: MonitoringDatabase updated

1: for each VM deployed on the clond do

2: find devices of VM;
3: get_ LAST POLL _value();
4

get_interfaces_stats();
get_CPU stats():

6 get_memory _stats();

7 get_blocks_stats(hda);

8: get_blocks_stats(vda):

9: store_data_VMResourceUtilization();
10: end for

I8 6. KVM ZHEZ ne|E
Fia. 6. KVM monitoring algorithm
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Table. 1. Category and description of features of KVM dataset
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Num Category Feature Description

1 Meta—data LAST_POLL Epoch timestamp

2 VMID The ID of the VM

3 UuID Unique identifier of the domain

4 DOM Domain name

5 Network Rxbytes Received bytes from the network

6 rxpackets Received packets from the network

7 rxerrors Number of received errors from the network

8 rxdrops Number of received packets dropped from the network

9 txbytes Transmitted bytes from the network

10 txpackets Transmitted packets from the network

11 txerrors Number of transmission errors from the network

12 txdrops Number of transmitted packets dropped from the network

13 Memory timecpu Time spent by vCPU threads executing guest code

14 timesys Time spent in kernel space

15 timeusr Time spent in userspace

16 state Running state

17 memmax Maximum memory in kilobytes

18 mem Memory used in kilobytes

19 cpus Number of virtual CPUs

20 cputime CPU time used in nanoseconds

21 memactual Current balloon value (in KiB)

22 Memswap_in The amount of data read from swap space (in KiB)

23 Memswap_out The amount of memory written out to swap space (in KiB)

24 Memmajor_fault The number of page faults where disk IO was required

25 Memminor_fault The number of other page faults

26 memunused The amount of memory left unused by the system (in KiB)

27 memavailable The amount of usable memory as seen by the domain (in KiB)
28 memusalbe The amount of memory that can be reclaimed by balloon without causing host swapping (in KiB)
29 Memlast_update The timestamp of the last update of statistics (in seconds)

30 Memdist_cache The amount of memory that can be reclaimed without additional I/O, typically disk caches (in KiB)
31 Memhugetlb_pgalloc  The number of successful huge page allocations initiated from within the domain
32 Memhugetlb_pgfail The number of failed huge page allocations initiated from within the domain
33 memrss Resident set size of the running domain’s process (in KiB)

34 Disk Vdard_req Number of read-requests on the vda block device

35 Vdard_bytes Number of read—bytes on the vda block device

36 Vdawr_regs Number of write requests on the vda block device

37 Vdawr_bytes Number of write requests on vda the block device

38 vdaerror Number of errors in the vda block device

39 Hdard_req Number of read requests on the hda block device

40 Hdard_bytes Number of read bytes on the had block device

41 Hdard_regs Number of write requests on the hda block device

42 Hdawr_bytes Number of write bytes on the hda block device

43 hdaerror Number of errors in the hda block device

http://dx.doi.org/10.9728/dcs.2024.25.5.1301 1306
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