o

i

CIX|E 2E =58 =2X|
; Journal of Digital Contents Society
Vol. 25, No. 5, pp. 1281-1290, May. 2024 M) Check for updates

IHO[HA| HS S f¢h A0LE AJE| HOtRE A

N
*
1
o
)
_O'k
El

Smart City Security Model for Privacy Protection
Si~Jung Kim'® - Do-Eun Cho** *

" Professor, Department of Liberal Arts, Cheongju University, Cheongju 363170, Korea
2t *Professor, Department of SW Liberal Arts, Mokwon University, Daejeon 35349, Korea

I

o=

SPHE AE ERES A0z AT Au] o AL A ket dlo]E] 54, 1, Bl 4 5] 7)) A gk 2
T} AJE) o] QPR A HI 2 8- S84 = ALE A Eefo] vl Al o] Wbo] ;g ofof Sk, ¥ =i e 2nhE AJE] 4 245
o 1% 20k 919 KT PHGIL AN AT 915 He 248 Bdeke] B3 AR Au] s
o T2 918 Bk Au) 2 TS A QkakglTh. 2nhE AE] Au| o] H TS AL AE EE
2 EUAE B A S8% B4 A% 715} FIDO WS A §ahoinh Ea AR A A0 g
el MAIE BB, A Tekoi Al /M S A gtel ALgAte] Hlole] H Aol E FoA Tefol Al 1
A2k 2.81e] 1eb4 & STRIDESHLINDDUN $1% 2.810] ¥-7 715 4 g-ohe] 2413 A} 528 1

shsiet.

[Abstract]

The services provided based on the smart city platform utilize various technologies for data collection, processing, management,
and storage. In order to safely utilize smart city services, the security of user privacy must be guaranteed. This paper analyzes
security threats to smart city components, identifies essential security elements for service provision, and proposes a security
service model to ensure effective user access to services and a robust response to privacy infringements. To efficiently authenticate
and manage users accessing smart city services, dynamic authentication techniques and FIDO methods, incorporating the concept
of zero trust security, were applied. Additionally, privacy was protected by encrypting and masking user identification information
and further strengthened by applying a differential privacy mechanism to control users' data access. An analysis of the security
of the proposed model, based on the classification criteria of the STRIDE and LINDDUN threat models, confirmed that it has

sufficient security measures in place.
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Fig. 1. Smart city framework components
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Table 1. Smart city security threat
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Configuration Security Threat Case
- Communication failure and service interruption due to DoS attacks
- Malicious code penetration over the network
e ) - loT Sensor,
- Malicious code transfer between devices through malicious programs .
) ) ) : ) . . Control Device,
Configuration Devices - Exposing encryption keys, improper use of passwords due to weak encryption :
. e ! N.W base Devices,
- Device usability corruption
: ; CCTV
- Personal information leak
- Personal information leakage due to counterfeiting of firmware
- Information eavesdropping and eavesdropping in the infrastructure \|7V/TFN|
- Accessing services with software installed by unauthorized users ’
e LTE/5G,
Infrastructure, Network - Data leakage by sniffing ZigBee
- Data interception in network g ’
: h NFC,
- Personal information leakage due to ID leakage
Platform
- Vulnerability to the security of the platform design itself
- Security threats to software's own vulnerabilities OpenAPI,
- Modulation of transmission and reception data, such as session hijacking, sniping, etc Public Service,
Platform Software : :
- Inadequate access control and physical control Web Public Data
- MITM(Man in the Middle) attack Service
- Vulnerability to network server access control
- Data loss flowing into smart cities
- Data loss through service data modulation & falsification Services linked
Smart City, - Vulnerability in access management to the platform,
Service - Loss of information due to service users OpenAPI base loT
- Infringement of user privacy Service
- Privacy infringement in sensor based big data integrated information system
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Table 2. User authentication methods
Classification Content Technology

Knowledge—based Authentication

- Siloed Identity : Creating and registering different information for each user's
access service as a basic authentication method for online services D,

- Federated Identity : Leverages integrated applicable information provided by IDP.
SAML(Security Assertion Markup Language) & SSO(Single Sign on)

Password, PIN

Ownership—based Authentication you have

- How to enhance user authentication based on the different types of information

- Complement the shortcomings of centralized processing and massive data
storage, and extend user authority over authentication

Security Card,
oTP,
User Key,
Mobile Device

Bio information—based Authentication
methods

- Provides authentication services based on user's own biometric information
improves security and convenience compared to traditional ID and Password

Biometric
Recognition
Information
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Fig. 3. Zero trust access process[16]
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Table 3. Security requirements by STRIDE classification

STRIDE Element Smart City Security Requirements

Implementation of robust authentication
systems to prevent identity forgery

Spoofing
identity(S)

Tempering with
data(T)

Application of encryption and integrity
verification systems to ensure data integrity

Establishment of log management and audit

Repudiation(R) trailing systems for action tracking

Information Encryption and access control systems for the
disclosure(l) protection of personal and sensitive data
: Deployment of defense mechanisms and
Denial of ) ) S
. strategies to ensure service continuity and
service(D) A
availability
. User rights management and adherence to the
Elevation of rinciple of least privilege to prevent
privilege(E) P P P 9 P

unauthorized privilege escalation
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Table 4. Security requirements by LINDDUN classification

LINDDUN Element Smart City Privacy Requirements

Implementation of anonymization and
data segregation to minimize linking of
user activities

Linkability(L)

Strong data protection and encryption to

Identifiability() prevent exposure of personal identifiers

Log management and audit systems for

Non-repudiation(N) tracking and verifying user actions

Security monitoring systems for detecting

Detectability(D) unauthorized access and data breaches

Disclosure of
information(D)

Managing data access rights to prevent
exposure of sensitive information

Enhancing privacy awareness through user

Unawareness(U) education and policy transparency
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