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[Abstract]

Data leaks cause severe losses, and recent increases in information-leak incidents emphasize the importance of data security.
Various security technologies can be used to prevent data leaks, such as access control, encryption, data masking, data loss
prevention, and database auditing. However, according to a 2020 report from IBM and the Ponemon Institute, 80% of the
surveyed companies experienced personal information breaches, with greater losses suffered by those who did not use any security
automation technologies. Domestic companies incur an average data loss of 3.8 billion won, with hacking technologies outpacing
security measures. In particular, security vulnerabilities between web-application and database servers pose a critical issue, as well
as the limitations of web firewalls. To solve this problem, this paper proposes an integrated security management system between
web-application and database servers. This system strengthens security using web transaction user identification and database audit

trails. The proposed system is expected to find significant applications in reducing data-leakage damages in various fields.
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