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[Abstract]

This study conducted a patent citation analysis using the Schumpeterian technological innovation theory to examine the
development trends and status of security technologies that prevent information leakage, which is a detrimental effect of digital
transformation. According to an analysis of patents filed in the United States of America between 1976 and 2023, among 16 fields
related to security technologies, the field of encryption technology offers high opportunities for technology creation and is
favorable to latecomers, making it a field with high innovation power. An increase in the number of citations has shown a
positive effect on shortening the life cycle of the technology. This study is significant as it was not limited to analyzing the
number of patents, but also determined the innovative strength of the security technology field and analyzed the factors that

influence innovative strength.
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Table 1. Technology keywords related to the digital
information security industry

Keyword

Encrypted communication
Data protection
Intrusion detection
Credentials
Key Management
Firewall
User identification
Certification
Access control
Encryption algorithm
Video encryption technology
Security policy
Virus detection
Network access control
Vulnerability analysis
Stand—-alone access control

Technologies related to
information security industry
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Table 2. Status of U.S. registered patents by year for
security-related technologies

76—

s=s3

ot

79 ‘80s '90s '00s 10s ‘20— Total
Encrypted 41 262 595 2014 927 3840
communication
Data protection 28 185 541 1550 3317 1562 7183
Intrusion 1 4 32 350 4399 2618 7404
detection
Credentials 36 133 137 363 633 247 1549
Key 6 27 75 698 1624 612 3042
Management
Firewall 1 35 265 657 2173 1080 4211
_User 1 2 25 82 281 146 537
identification
Certification 1 10 51 105 204 59 430
Access control 954 3479 9151 16518 32642 13177 75921
Encryption 3 37 243 378 539 199 1399
algorithm
Video
encreyption 1 21 134 307 566 243 1272
technology
Security policy 4 17 105 450 849 360 1785
Virus detection 0 0 32 307 1668 746 2753
Network O 0 5 21 128 94 248
access control
Vulnerability 3 511 979 3435 8693 3316 16667
analysis
Stand-alone 43 59 54 g1 39 216
access control
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Table 3. Indicators of technological innovation system by field of security-related technologies

opportunity cummulativeness  accessibility initialstock uncertainty
Encrypted communication 0.09821 0.24661 0.13333 0.00015 1.69005
Data protection 0.06132 0.35962 0.15324 0.00036 1.48950
Intrusion detection 0.22893 0.40559 0.10282 0.00002 2.52803
Credentials 0.06979 0.18182 0.13166 0.00015 1.17780
Key Management 0.07748 0.26789 0.12149 0.00005 1.39059
Firewall 0.06094 0.33939 0.14359 0.00015 1.65115
User identification 0.21781 0.11002 0.13449 0.00001 2.45187
Certification 0.14484 0.09239 0.19297 0.00003 1.76087
Access control 0.02003 0.50275 0.16006 0.00657 0.98138
Encryption algorithm 0.00647 0.13082 0.14479 0.00014 1.05376
Video encryption technology 0.09523 0.13620 0.18476 0.00008 1.65591
Security policy 0.05071 0.20555 0.14074 0.00006 1.20072
Virus detection 0.14980 0.34215 0.10926 0.00002 2.011083
Network access control 0.21369 0.20576 0.06781 0.000002 2.56790
Vulnerability analysis 0.03668 0.25291 0.13160 0.00059 1.25097
Stand—alone access control 0.19473 0.01724 0.08579 0.00002 1.51724
B 4. 2ot B J|so VSN X E
Table 4. Indicators of technological innovation system for security-related technologies
TCT Localization Originality Generality bS;sI:gr?g;s Appropriability
Encrypted communication 0.82 1.15 1.10 1.24 1.27 0.054
Data protection 0.82 1.10 0.94 0.97 0.89 0.080
Intrusion detection 0.70 1.50 1.1 1.36 1.45 0.079
Credentials 0.87 1.28 1.10 1.36 1.35 0.043
Key Management 0.72 1.40 0.88 1.05 1.09 0.047
Firewall 0.80 1.15 1.00 1.23 0.80 0.067
User identification 0.76 1.27 1.21 1.58 1.04 0.057
Certification 0.84 1.18 1.28 1.62 1.10 0.052
Access control 0.83 1.13 0.98 1.03 0.93 0.077
Encryption algorithm 0.98 1.17 0.89 0.92 2.19 0.092
Video encryption technology 0.83 1.05 1.03 1.13 0.59 0.055
Security policy 0.86 1.19 1.18 1.39 1.64 0.052
Virus detection 0.66 1.36 0.93 1.09 1.07 0.069
Network access control 0.73 1.49 0.83 1.22 1.68 0.038
Vulnerability analysis 0.73 1.15 1.03 1.12 1.05 0.062
Stand-alone access control 0.85 1.30 1.22 1.47 0.67 0.055
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Table 5. Patent factors af'fectlng the alcohol innovation

system
Model (1) (2) (8) (4) (5)
Independ- L -
ent TCT LOC?“Z&'[ Originality Generality Apprppn
” ion ability
variable
Dependent
variable
No. of  0.0047"** -0.00016" 0.0033"** 0.0049""" —0.00015™"
claims (24.9) (-1.8) (21.6) (20.4)  (-3.46)
f':‘)féigri -0.0072* 0.00047" —0.000078 —0.00066 0.0000011
citation (-16.1)  (1.79) (-0.14)  (-1.05)  (0.037)
No. of US 0.0017™"" 0.00076™" 0.0019""" 0.0012""" -0.0001"""
citation  (15.4) (10.2) (10.8) (5.8) (-8.64)
'\(‘)?heorf 0.00071"*" 0.00040™"* 0.00036™"* 0.00070""* 0.00001
citation (7.28) (6.73) (2.72) (4.55) (1.28)
No.of  0.19"" —0.11"" -0.17" -0.20""* 0.029""
assg. (19.0) (-—-23.9) (-23.4) (-17.8) (19.1)
No.of  0.027" -0.0037"* -0.0012 0.012"** 0.0048"""
invent. (23.00 (-6.17)  (-1.1) (5.8) (16.2)
0.0022°** 0.0011*** 0.0093"** 0.012"** -0.0001"
No.of CPC "0 7y (567)  (25.4) (1.9)  (-2.23)
Dummy for -0.019 0.021"** -0.10""* -0.16"" 0.026™"
#2 (-1.18) (2.71) (-=7.25)  (-5.9) (7.56)
Dummy for 0.31* -0.090""* -0.00018 0.21"*  0.013"
#3 (19.4)  (-11.9) (-0.013)  (6.67) (3.77)
Dummy for 0.15"" 0.063""" 0.060""* 0.19™" -0.0092"
#4 (6.19) (5.19) (2.97) (6.38)  (=2.27)
Dummy for 0.23"" -0.053""" -0.20""" -0.21""" —-0.0047
#5 (11.9) (-6.09) (-12.2) (-6.74) (-1.36)
Dummy for 0.031*  -0.011 -0.068"" 0.025 0.015™
#6 (1.69) (-1.29)  (-4.2) (0.8) (3.91)
Dummy for 0.13""" -0.064"*" 0.076™  0.30""  0.0018
#7 (3.43)  (-3.53) (2.1) (4.03) (0.23)
Dummy for —0.041 0.013 0.12"" 0.073  -0.0016
#8 (-1.0) (0.73) (3.64) (1.06)  (-0.22)
Dummy for 0.012  0.026™ -0.061""" -0.11""* 0.021""
#9 (0.89) (4.07) (-5.07)  (-4.61) (8.01)
Dummy for 0.036  0.14" -0.14"* -0.29"* 0.027"*
#10 (1.29) (9.69) (-5.95) (-7.82) (3.93)
Dummy for =0.080"** 0.019  -0.0024  0.017  -0.0014
#11 (-2.95)  (1.51) (-0.11)  (0.45)  (-0.26)
Dummy for 0.042° 0.070" 0.082"* 0.11"*  -0.0058
#12 (1.78) (5.95) (3.98) (2.74)  (-1.32)
Dummy for 0.25"* —0.11"" -0.14"" -0.069" 0.014"
#13 (12.4)  (-12.9) (-8.01) (-2.01)  (3.26)
Dummy for 0.27° -0.10"" -0.26""  0.064  -0.0094
#14 (5.15)  (-4.67) (-5.73) (0.66)  (-1.02)
Dummy for —0.012 -0.073"" -0.057""* -0.045" 0.0076™""
#15 (-0.81) (-10.5) (-4.39) (-1.82) (2.6)
Dummy for 0.18™  0.041 0.14™  0.20”  0.0012
#16 (3.58) (1.4) (2.74) (2.51) (0.11)
Comstant  0-77 0 0.89™"  1.087" 115" 0.021"
(45.7)  (110.7) (73.0) (44.1) (6.62)
Adi. 0.048 0.051 0.07 0.037 0.0088
R-squared
N 115732 115280 115732 88346 113874
F 213.66™" 164.09"" 198.90""" 112.45" 58.69""

Note: ™, ™, ™" is respectively significant at 10%, 5%, 1%

http://www.dcs.or.kr



CIXIE 28 = 5t5|=&X|(J. DCS) Vol. 25, No. 2, pp. 441-452, Feb. 2024

894 stand-alone < A7} 2 HE gl=t) a8a

7ol Ags sk R4S Eols 8902 Hiolg~
g7, dloly BE, A Alo] £o2 7P =9tk Ae)dol
U =2 7]E woks AR A, 894, stand-alone F
= Ao} oIk AAIshE vhelE 2 '], HYEA], A
Aol <=0 = VFERRiT

Heeo] AS- 7t 7leEo] 714 os AFste] A=
HePles BAA7]AL E8-57] witel] 54 Bkt AL
|sh= A9 itk 22y 39w AdE 1Y, 7]eEal
o] o= o wEA veh = Eoks dEst 4 2 o
33} gaglFolar 54 7] 53o] gk fok= vlo
2= g} glog] Bs 5o Holtal A 7 vt X

7

8 o] B ARl e Hok Ao Au)
7 23] Ael g gle] FuAe] o] ojele ok
2 5 gl wpolel s B, H Ale], HlolE] 1 Fol o]
EAo)giet,
v.Z B

oA Agl o) o] do] WA L
=R 9 Ao Helde

UEAA o, MABE &

—

T71719] AHgo] Z7heh
B2 QEY 24,

o Bezolt ANYBAE
248 whehlo st F7b49l WS
AN 2% 717114 Be1ES B
919 2kl W& ol J1YAAYL Bfahcv
Aok, el of2l uhg SlolA] UAY Ane] AR HES
A 5 Qi 51710l Hete] 714
31 of® 1 Fof ol 7]l
A7t ofw Folel A Z sk EAE BAgY, of
sfste] grsfeleletol AASRE &S AAA AdE ol

E
=

o Aot} 53], S3E olg 3 NEHNAAE Q85
o M85 AERANE ol 7)&e] 4
QAR EETIL HAMES Sk 710w A
BT o) Juke R |SHAANE SAste] 77
u S Alaaln tie] 7o) AEEA) et Sags]
AN L SRS GReRATks HolA] 71E Ash 3}
o7} it

WA SRS oleulo] 2 wiEe] Aas AnE ¥
A 5 Qs FulsaL, 2I)E 53E Rohly] 915
=5jol) vhat 7191 A4 WAL ol g o2 918 AHga)
) S8 oF 7709 123 Q8RR 1948 13}

WTiek Apelt e of deleE ulHeer 7|48
AR AL olgale] SAARE A ek vlman E

L

[

http://dx.doi.org/10.9728/dcs.2024.25.2.441

450

Atk 5, 7E = 7187 2o

o
L .
Lo
N9
| _iE
o
rlr
g
i
ox,
&N
:oé
9
e
&
N
i)
1o,
>
2
s
N

%) o] ohijzt B4 9 71l el ek B
wlolc). s12la SRl SN S % 5 s A
[e)
Z[:

>

5357} o ml=9] 5359 Qlgo] TS 7]
P75 A RRELL S A 7187} FEErhis A
YERAL et 715=0] HAA W83 o x|
Al 71317} Avhk=s Aloltk vAld AR Het Fope] e
ARHOR 7|5 FT7E B Fololn Ex4e] sh)
UEeRdT) il otsst FAl, dest daes e 53
ob= iAo = 7148 al0] w2 vehta glo) kAl
Aiatar Aol oA ow $Ud FopmA ekl

thit, FElEElRb 71 AAA] EA o] of| Heb s &
o7} ®ek Abgloll A Aol RS AGs FA= Feth
He7|ee thdeh Bl 0% wiofual AXES)
o) 2A] LERY] wjstolt), 1ejut Alojitefel A thge] 55
7} EQH I AL dest 7l oA 7]egle] AEHL
UE RS B o= Het 3o] X|&A 07 welslal
gholl whet Felglo] 7leEol AAskaL it
TG Bt 7|e 58 A ARSE 719 E A Be
%8 FEHAEHA FErthe AL T ohA] WEkhE, oE
o] oWl B3} JeBA Sz el
ATk G 7)E2 e FAY A4S
of yvehdth whebA 2 Aol A
71 718 vkt E AlgekA] AL e

s, -2l UXE AR Bel)E HololA E3) 7]
=50l of| 548 7HEA wElEERt 7= SRl AA 24
3t} AR gitl E Boby]e Hokol £5)9] EAJo]
DA 7= AAAE HEA7 =A% Ao Eegch o, §-
o] A% S A=l 7l ARdsE aE o] A
FORE FAIEIL
AES A eFdct 18
stal A= Rt %
2 =934 &= A
FIe tkAbelt) HlEo] Al BERl]ee theket
59 oA AT wiied 27t 4
o2 HP|E Fokg W= oHE F dvke
thet, o]l gk A4S “gste] tAY FRAR] oA Belr]<zol

to

o)
poS

it

o
u

il

o

o

o

(o3

rol



|:|;(|E4 XiE Eo|-7|

ek S Aarskar 719 dEe wxd 5 glon AE

7 itAlsh 8L ofd ook BAsok shAE el
B 5 gt A0E mEe Bok A4 B AT dort
ik
Zre| 2

o] =R 20239 T WG} FHATAT] A

A& ol =3 AT (NRF-2023S1A5B5A16077672).

[1] Hankyoreh. Technology Leak Damage Estimated at 26

Trillion Won... Supreme Prosecutor’s Office “Investigator
Arrest Available:
https://www.hani.co.kr/arti/society/society general/108945
2.html.

Ministry of Science and ICT, Survey for Information

for of Perpetrators” [Internet].

[2]
Security Industry in Korea: Year 2021, Korea Information
Security Industry Association, Seoul, December 2021.

[3] M. S. Kang, C. Y. Kim, D. M. Shin, J. S. Kim, and H. J.
Kim, Patent Trend Research Report on Global Knowledge
Information Security Industry, Korea Internet & Security
Agency, Seoul, KISA-WP-2014-0069, December 2014.

[4]J. H. Oh and K. S. Na, “Analysis of R&D Characteristics of
Information Security Technology in Korea Using Patent
Index,” Journal of Industrial Property, No. 62, pp. 251-281,
January 2020. https://doi.org/10.36669/ip.2020.62.6

[5] H.-K. Chae and J. Lee, “Research on Major Technology
Trends in the Field of Financial Security through Korea and

Foreign Patent Data Analysis,” Journal of Digital
Convergence, Vol. 18, No. 6, pp. 53-63, June 2020.
https://doi.org/10.14400/JDC.2020.18.6.053

[6] K. Lee and Y. Jung, “A Study on the Trends of Technology
Development Related to Smart Factory Security: Based on
Patent Analysis,” Korean Journal of Industrial Security,
Vol. 11, No. 3, pp. 49-71, December 2021.
https://doi.org/10.33388/kais.2021.11.3.049

[7]1 K. H. Lee and Y. H. Jung, “A Study on the Trend of
Technology Development Related to Smart Car Security:
Based on Patent Analysis,” Convergence Security Journal,
Vol. 22, No. 4, pp. 147-159, October 2022.
https://doi.org/10.33778/kcsa.2022.22.4.147

[8] C. Yu and Y. Jung, “A Study on the Trend of Technology
Development Related to Metaverse Security: Based on
Patent Analysis,” Korean Journal of Industrial Security,

451

ab-

M:0|=253 € ol88 gHE 2 7=

AMHHE BrZ

Vol. 12, No. 1, pp. 165-186, April 2022. https://doi.org/10.3
3388/kais.2022.12.1.165

[9] K. M. Potter and R. N. Hatton, “Data Mining of U.S.

Patents: Research Trends of Major Technology
Companies,” in Proceeding of the SAS Global Forum 2013,
San Francisco: CA, 100-2013, April-May 2013.

[10] J. Lee and C. Oh, “A Study on the Technological
Development Path of the Al Semiconductor Industry and
the Catch-Up Chance for Latecomers: Focusing on

Patent the View of the
Technological Life Cycle,” Innovation Studies, Vol. 17,
No. 3, pp. 113-133, August 2022. https://doi.org/10.46251
/INNOS.2022.8.17.3.113

[11] E.-A. Hong, J.-Y. Kim, and J.-H. Lee, “Trend and Prospect

of Data Anonymization Technology Using US Patent and

Technical Analysis  as

Technological Regime Analysis,” Journal of Digital
Contents Society, Vol. 23, No. 7, pp. 1297-1305, July 2022.
https://doi.org/10.9728/dcs.2022.23.7.1297

[12] D.-Y. Son, J.-H. Lee, and C. Oh, “A Study of the
Technological Development Direction and Economic

Al
Emphasis on an Analysis Using U.S. Patent Data,”
Journal of Digital Contents Society, Vol. 24, No. 7, pp.
1555-1565, July 2023. https://doi.org/10.9728/dcs.2023.24
7.1555

[13] J. Lee and K. Lee, “Is the Fourth Industrial Revolution a

Continuation of the Third Industrial Revolution or

Security of the Semiconductor Industry: With

Something New under the Sun? Analyzing Technological
Regimes Using US Patent Data,” Industrial and Corporate
Change, Vol. 30, No. 1, pp. 137-159, February 2021.
https://doi.org/10.1093/icc/dtaa059

[14] A. B. Jaffe,
“Geographic Localization of Knowledge Spillovers as
Evidenced by Patent Citations,” The Quarterly Journal of
Economics, Vol. 108, No. 3, pp. 577-598, August 1993.
https://doi.org/10.2307/2118401

[15] B. H. Hall, A. B. Jaffe, and M. Trajtenberg, The NBER
Patent Citation Data File:
Methodological Tools, National Bureau of Economic
Research, Cambridge: MA, NBER Working Paper No.
8498, October 2001.

[16] M. Trajtenberg, R. Henderson, and A. J. Jaffe, “University
versus Corporate Patents: A Window on the Basicness of

M. Trajtenberg, and R. J. Henderson,

Lessons, Insights and

Invention,” Economics of Innovation and New Technology,
Vol. 5, No. 1, pp. 19-50, 1997. https://doi.org/10.1080/104
38599700000006

[17] F. Narin and D. Olivastro, Technology Indicators Based on
Patents and Patent Citations, in Handbook of Quantitative

http://www.dcs.or.kr



CIXIE 28 = 5t5|=&X|(J. DCS) Vol. 25, No. 2, pp. 441-452, Feb. 2024

Studies of Science and Technology, Amsterdam,
Netherlands: Elsevier Science, ch. 15, pp. 465-507, 1988.

[18] M. Stolpe, “Determinants of Knowledge Diffusion as
Evidenced in Patent Data: The Case of Liquid Crystal
Display Technology,” Research Policy, Vol. 31, No. 7, pp.
1181-1198, September 2002. https://doi.org/10.1016/S004
8-7333(01)00192-5

[19] S. Breschi, F. Malerba, and L. Orsenigo, “Technological
Regimes and Schumpeterian Patterns of Innovation,” The
Economic Journal, Vol. 110, No. 463, pp. 388-410, April
2000. https://doi.org/10.1111/1468-0297.00530

[20] K.-H. Park and K. Lee, “Linking the Technological Regime
to the Technological Catch-Up: Analyzing Korea and
Taiwan Using the US Patent Data,” Industrial and
Corporate Change, Vol. 5, No, 4, pp. 715-753, August
2006. https://doi.org/10.1093/icc/dt1016

[21] A. B. Jaffe and M. Trajtenberg, Patents, Citations, &
Innovations: A Window on the Knowledge Economy,
Cambridge, MA: The MIT Press, 2002.

[22] J. O. Lanjouw and M. Schankerman, “Patent Quality and
Research  Productivity: Measuring with
Multiple Indicators,” The Economic Journal, Vol. 114, No.
495, pp. 441-465, April 2004. https://doi.org/10.1111/j.146
8-0297.2004.00216.x

[23] Y.-G. Lee, J.-D. Lee, and Y.-I. Song, “An Analysis of
Citation Counts of ETRI-Invented US Patents,” ETRI
Journal, Vol. 28, No. 4, pp. 541-544, August 2006.
https://doi.org/10.4218/etrij.06.0206.0019

[24] B.-W. Lin, C.-J. Chen, and H.-L. Wu, “Predicting Citations
to Biotechnology Patents Based on the Information from
the Patent Documents,” of
Technology Management, Vol. 40, No. 1-3, pp. 87-100,
May 2007. https://doi.org/10.1504/IJ7TM.2007.013528

[25] J-B. Yoo and Y.-M. Chung, “Analysis of Factors
Influencing Patent Citations,” Journal of the Korean

Innovation

International  Journal

Society for Information Management, Vol. 27, No. 1, pp.
103-118, March 2010. https://doi.org/10.3743/KOSIM.201
0.27.1.103

[26] K. Lee, Schumpeterian Analysis of Economic Catch-Up:
Knowledge, Path-Creation, and the Middle-Income Trap,
New York, NY: Cambridge University Press, 2013.

[27] K. Lee, J. Lee, and J. Lee, “Variety of National Innovation
Systems (NIS) and Alternative Pathways to Growth beyond
the Middle-Income Stage: Balanced, Imbalanced,
Catching-Up, and Trapped NIS,” World Development, Vol.
144, 105472, August 2021. https://doi.org/10.1016/j.world
dev.2021.105472

http://dx.doi.org/10.9728/dcs.2024.25.2.441

452

0|Z= (Jong-Ho Lee)

20069 : Al eAT st o skl
(AT AAH

20091 : University of Nebraska at
Omha o<l (B3 A4}

20184 : Al gdistal gy
(A #hAL
20183 ~2019: A et BEICTA T4 WA ATY
20193 ~20201: A2 dign digE Ay AdATd
2021 ~2023: Jstdigtal Wkl A YA A7
20233 ~& Al AR FAFS ATy
KPRk 7]& ¥, R&D, AAAE

Z-20}(Eun-Ah Hong)

a2 20069 : Al eA o st o skl
- (B AT AAH
-_— 20091 : University of Nebraska at
Omha o+l (BA3H A4}
2012~ Al skl vl AdATd
20006~ & A %ol <o sk 75 7oL A st
whAL 3
Ao 7§ dAaTS Veds] 5

. University of Illinois
(Aian Study *JAH

LR et /)97 g s

20174 ~20199: B HAangddhed Ay
2023d~d A AFdEgn Pt 2das



	디지털 정보 보안기술의 발전: 미국특허를 이용한 슘페테리안 기술혁신체제를 중심으로
	요약
	Abstract
	Ⅰ. 서론
	Ⅱ. 문헌분석
	Ⅲ. 자료 및 분석방법
	Ⅳ. 분석결과
	Ⅴ. 결론
	참고문헌


