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[Abstract]

Digital twin is a technology that replicates the real world in a virtual environment and is being developed along with recent
base technologies such as IoT, big data, cloud, and artificial intelligence technologies. Because digital twins can detect the real
world in real time and support optimal decision-making through simulation, they are being actively used by the private and
government sectors in manufacturing, urban management, and logistics. In this paper, we explore the concept and components of
digital twin technology, their applicability to the defense field, including weapon system development and manufacturing, training
and education, military logistics and supply, cyber operations, and decision-making support. We also explore policies and
development trends related to digital twin technology in the domestic and foreign defense field. In addition, cyber security,
explainable digital twin based on integrated information, and lightweight twin environment construction technology are presented

as technologies that need to be developed for digital twins to be effectively applied to the defense field.
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Table 1. Technology stage of Digital Twin

Stage Definition Characteristics

Replicating a physical object into a Digital

1 Mirroring Twin

Control through Digital Twin—based
physical object monitoring and
relationship analysis

2 Monitoring

Modelling and | Optimization of physical objects applying
Simulation Digital Twin simulation results

Reconstruct complex digital twin in which
optimized individual physical objects are
interconnected and optimize
interoperability of physical objects

4 Federation

Optimize physical objects by
autonomously recognizing and resolving
problems in individual and complex
Digital Twins

5 Autonomous
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Table 2. Required data integration for decision making

support
Level Source Data description
Keywords, topics, actors and events
News ) ) . S
Articles in mainstream publications
Culture/ Doctrine(Communisim) Intensity, zealots,
Census rebellious level, etc.
Social Keywords, topics, actors and events
Media Microblogs, Media, forums, etc.
PMESII
Utilities Critical Infrastructure maps and models
Police . '
Crime, riots, protests, etc.
report
Cyber Reports of services disruptions and
cyber—attacks
Missi Analysis of the tasks assigned, essential
ission ;
task, purpose of the operation, etc.
Tactical Terrain/ Observation and fields of fire, avenue of
actica Weather approach, key terrain, etc.
Troops/ Availalble troops or support, combat
Support support, friendly force, etc.
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Explanation Framework

Task
Recommendation,i
Decision or
v Action
Explainable | Explanation » Decision
Model Interface

* » The user

. makes a

XAl System Explanation decision

The system takes
input from the current
task and makes a
recommendation,
decision, or action

The system provides
an explanation to the
user that justifies its
recommendation,
decision, or action

based on the
explanation

33 5. 0| DARPA AMgJks 213X|s AT
Fig. 5. Architecture of DARPA’s XAl System
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