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[Abstract]

The emergence of connected vehicular technologies via vehicle-to-everything (V2X) communication has significantly enhanced
user convenience. However, these technologies are susceptible to critical security vulnerabilities. Notably, data transmitted via the
controller area network (CAN) bus, which was not designed with security in focus, is particularly susceptible to threats. The CAN
bus’s absence of standard security measures permits unauthorized devices to transmit malicious data. A distinctive approach using
a bi-directional Generative Pre-trained Transformer (GPT) has been introduced for anomaly detection in CAN identifier (ID)
sequences, demonstrating superior performance over conventional methods. This study delves into the real-time deployment of this
GPT-based detection system on the Jetson Nano board. By adjusting the moving window's stride, the system exhibited stable
operation, even on low-spec hardware such as Jetson Nano. This approach offers cost-effective solutions for embedded systems
and holds potential for broader vehicular communication protocols, thus ensuring reliable anomaly detection across various

vehicular environments.
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Fig. 1. Structure of CAN data frame
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Fig. 4. Block diagram of GPT network
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Table 1. Summary of neural network structures
LSTM Bi-LSTM GPT Bi-GPT
Direction Forward Forward Backward Forward Forward Backward
No. of Layers 12 6 6 12 6 6
Seq. len. 256
Dim. of embed 128
Dropout prob. 0.1
E 2. 34 x| 7|#Holl w2 FNR ¥ F-measure A5 H|W (FPR = 0.5%)
Table 2. Performance comparison of FNR and F-measure with stride length (FPR=0.5%)
LSTM Bi-LSTM GPT Bi-GPT
Stride(k) FNR F-measure FNR F-measure FNR F-measure FNR F-measure
1 2.59¢e-1 8.37e—1 1.57e—1 9.00e-1 3.75e-1 7.55e—1 6.28e-2 9.52e-1
32 2.66e—1 8.32e-1 1.60e—1 8.98e—1 3.72e—1 7.57e—1 6.37e-2 9.52e—1
128 2.75e—1 8.26e-1 1.56e—1 9.01e—-1 3.77e—1 7.54e—1 6.31e-2 9.52e-1
256 2.83e-1 8.21e—1 1.68e—1 8.93e—1 3.84e-1 7.48e—1 6.39e-2 9.54e—-1
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