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[Abstract]

Docker containers in Linux support file access through OverlayFS, which maps backing file systems to a virtual file system.
Processes running within these containers require appropriate permissions when accessing files in the backing file system. To
achieve this, OverlayFS overrides the mounter’s credentials during input/output (I/O) operations, allowing access to files in the
backing file system. However, this approach involves a significant overhead when I/O-intensive processes run in containers on
servers equipped with high-performance storage devices. To address this issue, this paper proposes a method to override and cache
the credentials only once when a process on a container starts a file operation, instead of repeating the override process for every
/O operation. We implement the proposed approach on Linux, and evaluate our method using multiple I/O benchmarks. The
performance evaluation results demonstrate that the proposed method achieves up to 23 times higher performance than the existing
approach.
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