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[Abstract]

As the spread of the Internet becomes more widespread owing to the development of technology, the risk of various new
cyber-attacks such as malicious URLs is rapidly increasing. The supervised learning-based malicious URL detection method mainly
used in existing research has limitations in detecting new malicious URLs. Therefore, the current study proposed detection method
based on unsupervised as well as supervised learning. An attempt was made to increase reliability and accuracy using
MobileBERT to tokenize URL strings and convert them into embedding vectors that take lexical features into account. The
embedding vector was dimensionally reduced using PCA and autoencoder and then inputted into XGBoost and LOF to evaluate
performance. In the case of supervised learning, higher performance was achieved when the dimension of the embedding vector
was reduced using PCA rather than an autoencoder, and malicious URLs could be detected with a high probability just by using
vectors embedded through mobileBert without dimensionality reduction. In the case of unsupervised learning, overall recall was

higher than precision, and increasing the number of samples of normal data improved detection performance.
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Fig. 1. Overall workflow for malicious URL detection method proposed in this study
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Table 1. Number of samples according to type of URL

Type of URL Number of URLs
Benign 428,103

Defacement 96,457
Phishing 94 111
Malware 32,520
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Table 2. Number of training, validation, and test samples
used for supervised learning-based malicious URL

detection

Number of Benign Samples 256,848

Training Data
Number of Malicious Samples 127,827
Number of Benign Samples 85,616

Validation Data
Number of Malicious Samples 42,609
Number of Benign Samples 85,616

Test Data
Number of Malicious Samples 42,609
H 3. HXZ g 7| &M URL B0 AFSE 23, 45,
HAE 42 &

Table 3. Number of training, validation, and test samples
used for unsupervised learning-based malicious
URL detection

Number of Type of Malicious URL
Data samples
Defacement | Phishing | Malware
. Benign 279,097 280,111 339,196
Training
Data Malicious 0 0 0
Validation Benign 53,675 53,877 65,239
Data Malicious 0 0 0
Test Benign 47,654 47,046 11,822
Data Malicious | 47,654 | 47,046 | 11,822
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Table 4. Experimental environment

oS Ubuntu 18.04.6 LTS
CPU Intel(R) Xeon(R) Gold 5120
GPU NVIDIA RTX A5000
RAM 264GB
Python 3.10.9
Scikit-Learn 1.2.1
Keras 2.11.0
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Table 5. Performance of supervised learning-based malicious URL detection

Test Data
Dig:gjicc:ir;a%lity Di%eecr:(s)ign Nug;ﬁgnof NI\LAJQquZ?cgqu)f Accuracy Precision Recall F1-Score
Samples Samples
50 85616 42609 0.922 0.916 0.862 0.887
PCA 100 85616 42609 0.937 0.935 0.887 0.909
150 85616 42609 0.942 0.940 0.893 0.915
200 85616 42609 0.945 0.944 0.900 0.920
50 85616 42609 0.908 0.899 0.842 0.867
Autoencoder
100 85616 42609 0.918 0.913 0.856 0.882
None 512 85616 42609 0.939 0.930 0.894 0.910
# 6. HIX|T oH5 J[EF 2 URL EA| ds got
Table 6. Performance of unsupervised learning-based malicious URL detection
Type‘ of Dimension of Training Para -
Maﬂ%ﬁus Laiient Viesior Number of Accuracy Precision Recall F1-Score AUC
Benign Samples
50 214690 0.609 0.586 0.742 0.655 0.609
279097 0.648 0.611 0.814 0.698 0.648
214690 0.617 0.594 0.743 0.660 0.617
Defacement 100
279097 0.663 0.620 0.842 0.714 0.663
128 214690 0.631 0.601 0.779 0.679 0.631
279097 0.660 0.618 0.839 0.712 0.660
50 215470 0.642 0.608 0.797 0.690 0.642
280111 0.655 0.615 0.827 0.705 0.655
o 215470 0.648 0.612 0.809 0.697 0.648
Phishing 100
280111 0.654 0.615 0.822 0.704 0.654
128 215470 0.658 0.617 0.830 0.708 0.658
280111 0.657 0.616 0.833 0.708 0.657
260920 0.689 0.635 0.892 0.742 0.689
>0 339196 0.683 0.631 0.884 0.736 0.683
Malwars 100 260920 0.691 0.636 0.894 0.743 0.691
339196 0.696 0.639 0.898 0.747 0.696
128 260920 0.718 0.651 0.937 0.769 0.718
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