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[Abstract]

Herein, we study an insider anomaly behavior detection method using time-series-based log data that records insider behavior.
We developed a long-short-term-memory-based denoised autoencoder model and extracted latent vectors containing useful sequence
information from the autoencoder. The performance of the insider anomaly detection method was further evaluated by inputting
the extracted latent vectors to anomaly detection algorithms—Local Outlier Factor and Isolation Forest. By verifying the
effectiveness of the model using various performance evaluation indicators, via the coding vector (dimension: 5), it was confirmed
that the shorter the sequence length, the higher the recall, and using the coding vector (dimension: 7), the higher the recall
regardless of the sequence length. Furthermore, while keeping the number of abnormal behavior samples constant, it was
confirmed that the precision decreased as the number of normal behavior samples increased.
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Fig. 1. Overall workflow for insider anomaly behavior
detection method proposed in this study
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Table 1. Scenarios of malicious behavior performed by
insiders in experimental dataset

Scenario Contents

User who did not previously use
removable drives or work after hours
begins logging in after hours, using a
removable drive, and uploading data to
wikileaks.org. Leaves the organization
shortly thereafter.

User begins surfing job websites and
soliciting employment from a
competitor. Before leaving the
company, they use a thumb drive (at
markedly higher rates than their previous
activity) to steal data.

System administrator becomes
disgruntled. Downloads a keylogger and
uses a thumb drive to transfer it to his
supervisor's machine. The next day, he
uses the collected keylogs to log in as
his supervisor and send out an alarming
mass email, causing panic in the
organization. He leaves the organization
immediately.

Scenario 1

Scenario 2

Scenario 3

F 2. LA 27t 7|58 Y
Table 2. Files recording insider behavior
File Insider Behavior
logon.csv logon, logoff
http.csv access a web page
email.csv send a email
file.csv copy a file
device.csv connect, disconnect

E 3. AIZA Zolof w2 Fat 3 d[E el ME i
Table 3. Number of normal and abnormal behavior
samples according to sequence length

Sequence Number of. Number of
Length Normal Behavior At_)normal
Samples Behavior Samples
20 1,637,682 330
30 1,091,604 212
40 818,610 155
E 4. MEo| ASE AIRA Zolof 2 =3, A, HAE

I:I%—'l 7HT
Table 4. Number of training, validation, and test
samples according to sequence length used in
the experiment

Sequence Training Validation Test
Length Samples Samples Samples

20 40,806 4,535 704

30 34,847 3,872 624

40 31,731 3,526 544

dolel AAE g8 unA B9 sAw A,
logon.csv, http.csv, email.csv, file.csv, device.csv 3}
o] gloJEE A3t AR SAUE HESIT) o] % dlo]
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Fig. 2. Proposed LSTM-DAE Model
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Table 5. Experimental environment

0s Ubuntu 18.04.6 LTS
CPU Intel(R) Xeon(R) Gold 5120
GPU NVIDIA RTX A5000
RAM 264GB
Python 3.10.9
Scikit-Learn 1.2.1
Keras 2.11.0
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Table 6. Performance of insider anomaly behavior detection with variation of sequence

el U2 JH==o| Hatol| w2 LFAL of 4t

behavior samples when the coding vector dimension is 5

9l EX M5 ot

length and number of normal

Test Data
Sigﬂg?r? e T\Lé,?g% 2|f NL;{IZ:)”? ;|° ! Accuracy Precision Recall F1-Score
Behavior Behavior
Samples Samples
88 88 0.8693 0.8095 0.9659 0.8808
20 88 176 0.8636 0.7167 0.9773 0.8269
88 264 0.8239 0.5890 0.9773 0.7350
. 78 78 0.9103 0.8721 0.9615 0.9146
LOCFE";C?(;’:"GF 30 78 156 0.8718 0.7400 0.9487 0.8315
78 234 0.8654 0.6607 0.9487 0.7789
68 68 0.8603 0.8356 0.8971 0.8652
40 68 136 0.8088 0.6465 0.9412 0.7665
68 204 0.8125 0.5739 0.9706 0.7213
88 88 0.8977 0.8365 0.9886 0.9062
20 88 176 0.8826 0.7568 0.9545 0.8442
88 264 0.8494 0.6277 0.9773 0.7644
78 78 0.8526 0.7835 0.9744 0.8686
'slfc':;is"t” 30 78 156 0.8718 0.7308 0.9744 0.8352
78 234 0.8846 0.6944 0.9615 0.8065
68 68 0.8309 0.7922 0.8971 0.8414
40 68 136 0.8824 0.7500 0.9706 0.8462
68 204 0.8787 0.6882 0.9412 0.7950

F 7. &X #HElo| xtyol 7 mf AIRA Zo|, Fit

el HE Tl Hajol| WE LFAL of &t

el Xl s gt

Table 7. Performance of insider anomaly behavior detection with variation of sequence length and number of normal
behavior samples when the coding vector dimension is 7

Test Data
Number of Number of
Sﬁgﬁg?ﬁ e Abnormal Normal Accuracy Precision Recall F1-Score
Behavior Behavior
Samples Samples

88 88 0.8295 0.7636 0.9545 0.8485

20 88 176 0.8447 0.6911 0.9659 0.8057

88 264 0.8466 0.6250 0.9659 0.7589

78 78 0.8718 0.8085 0.9744 0.8837

Local Qutlier 30 78 156 0.8675 0.7282 0.9615 0.8287

Factor

78 234 0.8365 0.6098 0.9615 0.7463

68 68 0.8971 0.8553 0.9559 0.9028

40 68 136 0.8676 0.7356 0.9412 0.8258

68 204 0.8603 0.6500 0.9559 0.7738

88 88 0.8920 0.8286 0.9886 0.9016

20 88 176 0.8409 0.6825 0.9773 0.8037

88 264 0.8182 0.5800 0.9886 0.7311

78 78 0.8590 0.7857 0.9872 0.8750

Isolation
30 78 156 0.8675 0.7196 0.9872 0.8324
Forest —

78 234 0.8718 0.6638 0.9872 0.7938

68 68 0.8529 0.7857 0.9706 0.8684

40 68 136 0.8480 0.6907 0.9853 0.8121

68 204 0.8382 0.6091 0.9853 0.7528

1933 http://www.dcs.or.kr
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Fig. 3. Highest recall according to sequence length when
the coding vector dimension is 5
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