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[Abstract]

As the Non Fungible Token(NFT) market expands, several cases of NFT vulnerabilities are appearing. In the case of NFT, only
the smart contract is stored on the blockchain, and the actual media data are stored externally. This prevents integrity, an
important feature of blockchain, from being applied to external media data. InterPlanetary File System(IPFS) is used as an external
storage, but there are cases where there is no appropriate file or the wrong file is loaded when loading data. There is room for
an attacker to tamper with the media data address indicated by the issued NFT. Therefore, we propose a method that uses a hash
algorithm to ensure integrity and detect file forgery. The integrity of the hash value is guaranteed by storing media data
information in a smart contract using a hash algorithm. Integrity is re-checked when the user retrieves data. This method makes

it possible to verify the integrity and authenticity of media data in a cost-effective way.
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NFT sales volume hits record high in Q2 - DappRadar

Quarterly non-fungible token sales volumes across multiple blockehains, in U.S.dollars
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Table 1. Measuring overhead based on capacity [4]
NFT data

General Data

Copies of files such as .mp3
or .jpg are identical to the
original

NFTs are digitally unique, and
no two identical NFTs can exist.

Ownership records are stored
on servers managed by the
institution and certified by the
institution

All NFTs must have an owner,
which is a public record and can
be easily verified by anyone

Creators depend on the
Content creators can sell their infrastructure and distribution
work anywhere and have access | of the platform they use, and
to a global marketplace. have terms of use and
geographic restrictions.
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