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In machine learning, federated learning is used to improve performance and provide greater privacy to users by utilizing
distributed personal datasets across multiple clients while sharing only updates to a learning model rather than any local data.
However, federated learning is vulnerable to malicious clients who can negatively affect the learning process through attacks such
as data addiction, because existing methods assume that all learning clients provide useful data and always make a positive
contribution to improving the learning model. In this study, we propose a trust score-based federated learning (TSFL) algorithm
that calculates a reliability score for clients in federated learning to provide a defense against data addiction attacks by selecting
participating clients accordingly. The results of an experimental evaluation of the proposed algorithm and a comparison with
existing methods such as FedAVG and BlockFLow confirmed that the proposed algorithm achieved up to 7% better performance

in data addiction attacks on a federated learning system.
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