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[Abstract]

Cloud computing has evolved into an edge cloud environment due owing to the increased use of the Internet of Things (IoT).
As a result, lightweight authenticationlightweight of authentication methods between IoT devices, decentralization, and potential
security threats by malicious users have emerged as seriousimportant problems. This paper proposes a lightweight distributed
mutual authentication method based on a blockchain suitable for edge clouds. The proposed mutual authentication process
guarantees anonymity using users' virtual IDs, safety against replay and MITM attacks using random numbers and timestamps, and
as well as complete forward secrecy. Additionally, an electronic signature allowed for non-repudiation.In addition, it was possible
to Non-repudiation with an electronic signature. The proposed authentication method is a lightweight distributed mutual
authentication method that utilizes the ECCECC encryption algorithm-based ECDH algorithm and ECDSA algorithm to distribute
the calculation concentrated on authentication servers to IoT devices to minimize the calculation process of the central central
authentication server. As a result of algorithm complexity calculation, it was shown that the key generation time of the same size
of the ECDH algorithm was less than that of ECC and RSA.
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Table 4. Computation comparison of different scheme
Initialization phase Registration Phase Authentication Phase
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