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[Abstract]

In this paper, dimensionality reduction and oversampling methods are compared for efficient network anomaly detection,
analyzing the effects of oversampling and dimensionality reduction on various classification algorithms. Oversampling was
evaluated using classification performance evaluation indicators, and the dimensionality reduction effect was evaluated using the
processing speed per unit sample as an indicator. As a result of the experiments, the models benefiting the most from
dimensionality reduction were KNN and SVM displaying a significant reduction in processing time. However, when dimensionality
was reduced to two dimensions, processing time increased. When oversampling was applied, it was confirmed that the recall and
F1 scores of the minority classes U2R and R2L increased overall, confirming that oversampling had a significant effect on the

detection of a minority class attack.
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Table 1. Hyperparameters for each model
Model Hyperparameter Value
kernel rbf
SVM gamma 1
C 10
n_estimators 100
max_depth 12
RF min_samples_leaf 8
min_samples_split 20
n_jobs -1
XGBoost - -
KNN n_neighbors 3
dense 300, 100, 5
activation Relu
dropout rate 0.2
DNN activation softmax
loss categorical_crossentropy
optimizer nadam
epochs 30
units 64, 128, 256, 128, 64
activation Relu
dropout rate 0.5
CNN activation softmax
loss categorical_crossentropy
optimizer nadam
epochs 30
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Table 2. Prediction time(sec) of models

Model None PCA(30) | PCA(15) | PCA(7) | PCA(2)
SVM 0.917 0.429 0.345 0.169 0.870
RF 0.011 0.005 0.013 0.006 0.005
KNN 1.979 1.547 0.172 0.048 0.031
XGB 0.016 0.018 0.024 0.017 0.016
DNN 0.237 0.060 0.045 0.119 0.062
CNN 0.107 0.059 0.122 0.131 0.088
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Table 3. Confusion matrix before/after oversampling - SVM

SWM SVM + SMOTE
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6. 24 MET dF =5 &FH - XGBoost
Table 6. Confusion matrix before/after oversampling -
XGBoost

precision| recall |f1—score|precision| recall |f1-score

Normal| 0.60 0.99 0.75 0.60 0.99 0.75

XGBoost XGBoost + SMOTE

precision| recall |f1-score|precision| recall |f1-score

Dos 0.99 0.71 0.83 0.99 0.71 0.83

Normal| 0.67 0.97 0.79 0.71 0.93 0.80

Probe | 0.92 0.43 0.58 0.90 0.43 0.59

Dos 0.96 0.83 0.89 0.91 0.81 0.86

U2R 0.90 0.01 0.03 0.91 0.01 0.03

Probe | 0.85 0.60 0.71 0.83 0.76 0.79

R2L 0.00 0.00 0.00 0.04 0.02 0.03

U2R 0.99 0.10 0.19 0.90 0.07 0.12

H 4. 24 M2 %= =25 & - KNN

Table 4. Confusion matrix before/after oversampling - KNN

R2L 0.09 0.03 0.06 0.06 0.19 0.09

KNN KNN + SMOTE

E 7. 28 423 dF 25 ¥ - DNN
Table 7. Confusion Matrix Before/After Oversampling -
DNN

precision| recall |f1—score|precision| recall |f1—score

Normal| 0.67 0.97 0.79 0.71 0.94 0.81

DNN DNN + SMOTE

precision| recall |f1—score|precision| recall |f1-score

Dos 0.96 0.81 0.88 0.94 0.71 0.81

Normal| 0.67 0.97 0.80 0.69 0.97 0.81

Probe | 0.85 0.75 0.80 0.60 0.71 0.65

Dos 0.97 0.83 0.89 0.97 0.83 0.89

U2R 0.96 0.03 0.06 0.89 0.33 0.48

Probe | 0.88 0.75 0.81 0.83 0.68 0.75

R2L 0.36 0.11 0.17 0.27 0.28 0.27

U2R 1.00 0.00 0.00 0.72 0.06 0.11

E 5. 98 423 NF 25 ¥ - RF

Table 5. Confusion matrix before/after oversampling - RF

R2L 0.00 0.00 0.00 0.09 0.18 0.12

RF RF + SMOTE

precision| recall |f1—score|precision| recall |f1-score

Normal| 0.62 0.97 0.76 0.71 0.93 0.80

Dos 0.95 0.72 0.82 0.91 0.81 0.86

Probe | 0.87 0.62 0.72 0.83 0.76 0.79

U2R 0.00 0.00 0.00 0.83 0.07 0.12

R2L 0.00 0.00 0.00 0.06 0.19 0.09

[ |

& = U2R¥} R2LE] 5ol tha 7 e A &1g
)

8 24 MEE HE: =5 dE - CNN
Table 8. Confusion matrix before/after oversampling - CNN
CNN CNN + SMOTE

precision| recall |fl—score|precision| recall |f1—score

Normal| 0.65 0.96 0.77 0.68 0.93 0.78

Dos 0.97 0.82 0.78 0.97 0.78 0.87

Probe | 0.75 0.48 0.59 0.62 0.50 0.56

U2R 0.98 0.13 0.24 0.87 0.17 0.29

R2L 0.00 0.00 0.00 0.05 0.17 0.08

mpAEto 2 F 88 CNN ZHle] on] MEy A5 5% 3
28 b #olt) R2L A¥w AFE, Fl 57 2%
0 oA, @1 A& o]F 242} 0.05, 0.17, 0.08% 7t

ofr

AAEHE /g5 o] Folzith

GBoost7} t}& &7 of
3 e AER o]F9o] Aeo] Ao w wol Folxlrh
MED A $7F 243 Ao
HolAu oW MEY 5 ATo] y Yol AE Ko
o} Eg] 7)4ke] RF$} XGBoost7F SMOTES] 24 %<1 o
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