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[Abstract]

With the development of technology, the penetration rate of IoT devices is increasing, and IoT is used in many parts of daily
life. Accordingly, various data stored inside the IoT device may be used as evidence in the event of a crime. However, IoT
devices have a wide variety of functions and types, so continuous research is needed to acquire data. Therefore, in this paper,
ext4, JFFS2, and UBIFS, which are filesystems produced based on Linux, were selected and analyzed at the filesystem stage. By
analyzing the metadata of each filesystem, the storage structure was identified, and the possibility of file recovery according to
each structure was analyzed. Through this study, the characteristics of the platform used in the Linux-based environment and the
characteristics of the data stored on each platform are explained, and the storage structure of the data is identified to contribute
to improving the security of devices and platforms. It also allows it to be applied to other devices through the devised filesystem

forensic analysis method.
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3-1 Android Automotive (ext4)
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3-2 Linux (JFFS2/UBIFS)
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+s_first_data_block :5_log_block_size + s blocks_per_group +s_inodes_per_group
+s_magic 1 - s_wid
05 00 BCREENGANOE PR....m.€u..\Nj.

80 75

00 00 02 02 00
00 80 00 00 FO 00 89 1F
00 FF FF SSEEH 01 00 01 00
00 00 00 00 00 00 00 01 00
00 00 01 00 00 3C 00
B9 7D 8E E9 7F 6F 48 A5
00 00 00 00 ) 2
0 2F €D 65 64
F 38 39 37 €4 38 €5
38 61 35 2D €2 30 €5
€64 32 €6 38 €1 00 00

a8 1. Ex49l 4#HES MEH0H
Fig. 1. Ext4 superblock metadata
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Superblock®] #4] % inode table?] 42 A7l
= group descriptor?] #4&  ZETE Group
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+bg_block_bitmap_lo + bg_inode_bitmap_lo +bg_inode_table_lo

(000001000 0S5 00 00 25 ¢ 00 7B 59 7E 1D
000001010 61 02 O 00 00 SA 0B CB 54 62 1D 59 58
000001020 00 00 0 00 00 00 00 00 00 00 0O 00 0O
(000001¢ 00 00 O 00 00 39 D7 BB S0 00 00 00 00
00000 06 00 00 24 00 6F 6B FO 1F ...
000001050 00 00 0 00 00 00 6E 6F 00 FO 1F CB 28
000001060 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
000001070 00 00 00 00 00 00 00 00 4C 40 00 00 00 00 00 00

a8 2. Ext4e| OF C|A3EE HEKO[E
Fig. 2. Ext4 group descriptor metadata

Inode table®Z ©]%% 2], inodeE°] &A1 eleh 5= 9l
o). Ext4 gfdA]281S 1H~10W2] inode”?} o]7] o k=] o]
o 29 inode: root HHEZ] AHE 89 inodet: A
gl AR A= ek 23 3 29 inode® root
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o] X, timestamp & 7141 R} dlo|E7}F THAUL
= extents FEE A7Fstal dvk T inode”t EH H|o]
Bl 79 extentst ] Uil EAIsH= dlojE] F2E
AB7F 27 directory entry?] F4AE AR} ST
inode”’} < dlo]E]Y 7§ extentst 3 do]E7} A%
T B2 45 At 18 39 inode: root HEED
ARE A2 R extents directory entryS YERITH

:i_mode +i_uid s isizalo 1 :i_timestamp
:i_dtime : extent magic number Il : number of extent : max number of extent
: depth of extent I - first block number : extent length 1 : data block upper offset
 data block lower offset

000425100 F9 ES CORZUN00N00 DUNECHZANESRSDRISNSINeY UAc.....D.!c.s—a

000425110 00 E8 03 2E 00 10 00 00 .& .e

000425120 oA 0o

000425130

000425140

000425150

000425160

000425170

000425180

000425190

0004251A0

000425180

0004251C0 00 00 0 00

0004251D0 00 00 00 00 00 00 00

0004251E0 72 3A 73 79 73 74 €5 €1 ject_r:system da

0004251F0 €F 74 SF 66 €9 6C €5 3A 73 30 00 cta_root_file:sO.

a8 3. = ciE2|| ofo|z=
Fig. 3. Root directory inode
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Atk SE Hlo]E Q] inode HEE Q1 A, oA BAS 73
3} group descriptor® THA] o]%Esle], BA15 wkalg &
Al 13 Al inodeE 3H& 4 Uk

+inode number srec_len < name len
[0 file_type * name

002415000 02 00 00 0O OC 00 01 02
002415010 0C 00 02 02 2E 2E 00 00
002415020 6C 6F 73 74 2B €6 6F 75
002415030 14 0S| Bl 62 €F €F 7
002415040 01 FE 03 00 0C 00 04 02
002415050 14 00 OB 02 61 70 70 2D

O3 4. C3E2| AER|
Fig. 4. Directory entry
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A& gRlste] 3 inodeZ o5& 4= AT} 18 59 inode
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9] F47} g dlelelE 71elit). wEbA extentse] #k
S &3l test_image.jpg®] HloJE|7} AE o] Q1S5S &
glom AAR o]% Alo] 18 63} 7] test image.jpg
Ao dlolEE g1t = Qlrt. dld dolHe I 71
&3l F=o| 7Fs3it

to g

o0 00 oc 68 8%

oc 01 2E OE F

2E 1] EF DC
i 20 €7 A TO

BF 01 48 1 BF

0o oo &0

01 0 OR F 0§

00 00 12

Q0 00 o0
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5B [ 1} 0o o0
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S 34 3D 7F 00 BE BC 75 1D &2
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jog CIHMEZ| AIER|(&)/ olo|==(51)
Fig. 5. Test image.jpg directory entry(top)/ node(bottom)
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00 FF D8 00 00 05 04 04 03 0E «§UCL

04 05 0% 06 0D 02 08 07 07 10 0B ...

oD 10 14 13 10 12 17 19 14 ceiscrrvsnmannnss
12 1A S e i
26 1L 5'% ¢, ! §0.C
oF .3
0
0 0 ¥R
5 3 £eon
L Ui = - ESLL il cossebeMaianns

80012080 1 FF CA 1F o0 5 01 01 01 01 01 01 B

38 6. test image.jpg i C|o[E
Fig. 6. test image.jpg file data

4-2 Linux (JFFS2 / UBIFS)

Linux 2] #4S 93l 2ol A== 28 A
717] A3=<1 DCU(Data Central Unit)E tiAo® AT+
z1gygc}. DCUE LinuxE AH&-31 JFFS2 9 UBIFSE
18 gEjH oz ALggit), s S| ~BlEL] 418 94
)M dlelEle] o|n|=|7} PR EHr] wiitel], on|#| F5E
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a3 Agld B4 AL AEd $4E 58 root Al
of Ftste] gRlgk A3t 3709 MTDE 1% = AUt
MTD9] F&5 93l ssh AHE W &, 717] JolA ssh&

e
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3l dde AEshs WEolY sep WElE S MTD

Hz2 Ayt MTDE 43 A3 22t 79, JFFS?,
UBIFS7} &A1) 9145 gQlglor, JFFS2 4 UBIFSS]
1218 W3t

1) JFFS2

JFFS2+ '0x1985" gk miAdHE =& Wl Slof] 7FA],
ARBHA] SH= e OxFFE A9A gtk JFFS2: ol
F79 nodez A Ak I7 72 testd.txt L



dirent nodeE YERAT}E Dirent node? node type
‘0xE001’e]™ node®] M X, U, FA4AIZE Sl o
3 ARt AdEo] glor Y ==9] inode numberZ
AME E3] AX)5H= inode s 2HS 4 Tk

2 magic number : node type + node.fen I - porent inode
version  Inode number B : mctime. name size
0lAS5040 €A 4D 6A DC 85 31 00 00 B 1D D& 82 42 jMiU....al. U,B
orassoso [INNNNDENNN o7 00 00 00 o6 o0 oo oo NN ............ c.ib
01A95060 09 08 00 00 2S =D 3D M9°6S 73 74 «.81.ak¥m=test
01A95070 S NEFETE 85 19 02 EO 6A 00 00 00 3.txti¥i...a3...
a7 7. 'test3.txt' Tplo| EPOIE“E =
Fig. 7. 'test3.txt' file's dirent node
13 8L test3.txt L 2] inodeE YEMILE Inodedl= 3}
o] EAetA] Fov R dirent nodeE =3 v 2 Zu
5 89 % inode numberd] HRE F3) T dolE <
inodeE 2rS 4= ) TS JFFS2+ 25291 tlolH J)r‘ﬂe

S8l vlolHE dFaiA Agsh, ARSEE o4F daEs
zlib, rubin, rtime, LZO & ¥+ 71X|7} A&-Ht). wEbA] do] 1

o] FEL A inode] WA 5 EISIe) eI &
Q1 F, A BuelHE AHEEI] St A ok e,

£ magic number 10 : inods mumber

+ compressed size

* node type

sversion
+ decompressed size

: file mode
T : compress type

J.LA"SJTJ 33 2E 74 78 74 EF FF F. 02 E
80 10 23 1A D8 co
0 00 00 00 00 57 01
ESEESNCENER 00 00 0

JlAErSUBJ
01A950C0

B8 00 00 00 9C FA 27 TA €A FA

W;
E V.or08.c 8. >

01R950D0 Q.5B. €.tq. i3
01A950EC [ FF FF 85 19 02 EO 44 00 00 00 1D FB F7 v.¥¥....aD .a-
O 8. 'test3.txt' Te| ofo|E

Fig. 8. 'test3.txt' file's inode

2) UBIFS

UBIFSE UBI Volumes 3 2F&3t7] wiiZel, MTD
deviced] dlo|ElE 53 7% UBIL VolumedlA UBIFS
FIe F=aloF g} UBIES o|v]X] 52 Github2] ubi
readerE 53l 7Fs3lt) slEd Aol Linux S04
ubi reader v0.8.02 A}&-al UBIFS o|u|X|S =3}t

UBIFSE node HHIZ HoHE WSPJ# ad 9=
superblock nodeE H.ojFt} UBIFSS| BE nodes2 &

o '0x06101831'S magic number® zr=t}. Superblock
UBIFS®] LEB =17], LEB 7H¢} 28 71%-42 4
BE ¢k 4 9lom, LEB A7 dlolH= HEtdo]E 24 A
o] 8.3k Frrt Ak

QU ]_‘:_

+ magie number “sqnum length [0 : node type
+leb_size : leb count
00000000 F2 Bl 56 C¢ 0 o0 o0 00 1eesO2VE usrrans
0 0010 00 10 DU B0 Bl 00 00 00 00 00 00 0O 00 OO0 01 00 Leoenssvsssnsnas
00000020 00 08 00 00 GO F0 02 E7 J 0
00000030 00 00 80 00 00 00 00 00 05 O
00000040 01 00 00 00 01 00 00 00 08 O
04 00 00 00 01 00 00 0O 00 O
00 00 00 00 00 00 00 00 Q0 C
64 SF 49 €9 AC 2B 87 3C 04

. UBIFS & i':
Flg. 9. UBIFS superblock node
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loT ZH Zofl Xl == t=20|= & 2|54 7|8k mfdA|A

B =4

T AA ] LEBol&
Master node?] *+Z=

master node”} EAgc} 19 102
e, 319 node: superblock
nodeg} Tr}\}_ol.}” 7] x4 Sl x%y;_ﬂ. x{x]—_ﬂo] otq A]_Q_7].
T 999 77], AFS-E LEBY] 9} 2ol sl EFell o
st AR Eo] A}t Master nodedll= root?] index
node®] 91x|ell gk AHE AFstar Jonz g HuE
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