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[Abstract]

As quantum computers become a reality, concerns about the security of existing public key cryptography relying on
mathematical difficulties such as factorization and discrete logarithms are rising. For this reasons, NIST aims to announce
international standardization algorithms for KEM and DS. In this paper, we analyze the applicability of the most widely used TLS
protocol to apply post-quantum cryptography to various systems. We propose benchmarking results for performance comparison
and handshake time for various post-quautum algorithms in Macbook equipped with Apple hip. As a result, It was found that the
lattice-based cryptography was the best candidate in KEM and DS algorithms. In this study, Crystals-Kyber and Crystals-Dilithium
algorithms were selected based on the performance results. In the future, we intend to provide a secure wireless communication
environment by focusing on research on applying post-quantum encryption to various security protocols such as IPSec, SSH, and
Kerberos.
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E 1. SAUMets 7l E E3[2]
Table 1. Characteristics of each base of post—quatum

cryptography
baseql ) Algorithm Advantages Disadvantages
classification
NTRU. It is fast and
has good
) Saber, - Parameter
Lattice compatibility T
Crystals— . setting is tricky.
on various
Kyber
platforms.
Classic Encryption The key size is
Code ; .
McEliece speed is fast. | large.
Hash SPINCS+ Security has The . signature
been proved size is large.
It provides o
Multvariable Rainbow fast proce— The key size is
) large.
ssing speed.
Isogeny SIKE The key size | The qalculahon
is small. speed is slow.
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F 2. NIST PQC Round 1 ¥T2|& RE[4]
Table 2. Selected NIST PQC Round 1 Algorithms

cIasBs?f?sgtion A Sizlr?ellttilre Sum
Lattice 5 23 28
Code 3 17 20
Hash 3 3
Multivariable 8 10
Isogeny 0 1 1
Etc 2 5 7

Sum 21 48 69
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Table 3. NIST Final Round Algorithms and Alternative
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Table 6. experimental environment

oS MAC OS M1
CPU M1
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