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[Abstract]

Recently, as the number of users of mobile payment increases, cases of money theft based on mobile payment are also
increasing. Currently, the anormal transaction detection system is optimized for general transactions, so it is insufficient to apply
to mobile transactions. In this paper, we propose a mobile abnormal transaction detection system using machine learning
techniques. In addition, since mobile payment can be used without space restrictions, location information analysis using this is
proposed. The evaluation indicators were Accuracy, Recall, Precision, and F1 Score, which showed high performance with 0.99,
0.91, 0.95, and 0.93, respectively. And to evaluate the predictive power of the diagnostic method, AUC (area under the ROC
curve) was used, and the result was 0.98. As a result of performing machine learning by the method proposed in this paper, all
performance indicators showed a high detection rate of 0.93 or higher, and the reliability of anormal transaction detection was
improved by using the location information of mobile devices.
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Fig. 1. Proposed second authentication function abnormal
transaction detection system.
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Table 1. The PaySim dataset feature used to build the
model

Label Name

Description
Maps a unit of time in the real world. In this case
1 step is 1 hour of time.
Transaction type
-1, 2 : CASH_IN, CASH_OUT
(Transactions without sellers)
-3 : DEBIT
(Transaction that pay by debit card)
— 4 1 PAYMENT
(Transaction that pays the seller)
— 5 TRANSFER
(Remittance)
Amount of the transaction in local currency
— the amount of transactions
— most fraudulent transactions are small

step

type

amount

oldbalanceOrg Initial balance before the transaction

newbalanceOrig | Customer's balance after the transaction

|dentifies a fraudulent transaction (1) and non

isFraud fraudulent (0)
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step type
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Fig. 2. An example of fraudulent transaction occurrence
data in PaySim dataset.
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Accuracy | Recall | Precision | F1 Score| AUC
1-Tran 0.99 0.84 0.90 0.87 0.97
2-Tran 0.99 0.91 0.95 0.93 0.98
3-Tran 0.99 0.90 0.94 0.92 0.97
4-Tran 0.99 0.89 0.94 0.91 0.97
5-Tran 0.99 0.88 0.92 0.90 0.97
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Fig. 6. a AUC-ROC result based on 2-Tran.
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