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[Abstract]

A trusted execution environment (TEE) is a technology that isolates sensitive data and code from untrusted environments to
provide resistance to external tampering and ensure safe execution. However, the existing trusted execution environment
technologies lack support for functions such as mitigation of physical attacks on external memory in a lightweight embedded
environment, protection of memory isolation rules for safely isolating real-time tasks, and multiple trusted domains. In this paper,
based on Ibex, a low-power RISC-V-based open-source processor implementation that has been widely researched in recent years,
we present a trusted execution environment structure that can safely isolate and execute multiple trusted domains at the same time.
Our structure can ensure confidentiality and integrity of data and code efficiently through on-chip hardware cipher accelerator and

has high resistance to advanced software and physical attacks.
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