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[Abstract]

These days, the use of machine learning models for network attack detection has been increasing. Especially anomaly detection
models that distinguish normal and abnormal are the mainstream, but binary classification and multiclass classification models
have some limitations; when a model needs to classify various attacks, the model's size can be huge, or the model will be
complex. That causes the time complexity of the model to increase. Since association rule analysis figure out hidden patterns in
data, we extract the criteria for classifying network attacks using the result of association rule analysis. Therefore, in this study,
we analyze various network attacks based on association rules, and based on the analysis results, we propose a model that
provides ranking of attacks close to the input data. The proposed method showed a high detection rate according to the

experimental results.
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H 1. NSL-KDD Hlo[HAl 29f
Table 1. Summary of NSL-KDD dataset

Class E;is[taiz? Dataset
Train Test Subtotal
Normal - 67,343 9,711 77,054
DoS 11 45,927 7,460 53,387
Probe 6 11,656 2,421 14,077
R2L 15 995 2,885 3,880
U2R 7 52 67 119
Total 39 125,973 22,544 148,517
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Table 2. Examples of extracted association rules analysis when the attack label is neptune

No. LHS RHS Support | Confidence Lift
7 {protocol_type_tcp} {neptune} 1 1 1
228 {num_failed_logins_0,num_access._files_0} {neptune} 1 1 1
346043 {count,dst,host,count,wrong,fragment,o,root,sheII,O,su,attempted,o,num,ac {neptune} 1 ] ]
cess._files_0,protocol_type_tcp}
{dst_host_srv_count,wrong_fragment_0,num_failed_logins_0,root_shell_0,su_atte
781581 mpted_0,num_outbound_cmds_0,is_guest_login_0,protocol_type_tcp} {neptune} 1 ! !
{dst_host_count,urgent_0,su_attempted_0,num_shells_0,num_access._files_0,lan
1485337 d_0,num_outbound_cmds_0,is_host_login_0,protocol_type_tcp} {neptune} ! ! !
{count,srv_count,dst_host_count,urgent_0,num_failed_logins_0,root_shell_0,nu
2433088 m_shells_0,num_outbound_cmds_0,is_host_login_0,is_guest_login_0} {neptune} 1 ! !
{count,srv_count,dst_host_srv_count,wrong_fragment_0,num_failed_logins_0,ro
3490670 | ot_shell_0,su_attempted_0,num_file_creations_0,land_0,num_outbound_cmds_0 | {neptune} 1 1 1
,protocol_type_tcp}
{srv_count,wrong_fragment_0,urgent_0,num_file_creations_0,num_shells_0,num
3491084 | _access_files_0,land_0,num_outbound_cmds_0,is_host_login_0,is_guest_login_0 | {neptune} 1 1 1
,protocol_type_tcp}
{dst_host_count,dst_host_srv_count,wrong_fragment_0,num_failed_logins_0,nu
3491165 | m_shells_0,num_access_files_0,land_0,num_outbound_cmds_0,is_host_login_0, | {neptune} 1 1 1
is_guest_login_0,protocol_type_tcp}
{count,dst_host_count,dst_host_srv_count,root_shell_0,num_file_creations_0,nu
3494100 | m_shells_0,num_access_files_0,land_0,num_outbound_cmds_0,is_host_login_0, | {neptune} 1 1 1
is_guest_login_0}
{srv_count,dst_host_count,dst_host_srv_count,wrong_fragment_0,urgent_0,num
3498443 | _failed_logins_0,root_shell_0,su_attempted_0,num_file_creations_0,num_shells_ | {neptune} 1 1 1
0,num_access._files_0}
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A Z(support), A& =(confidence), ¥ E=(ift) = TAF

A A4S FEl 7 e A 5ol feature s FETL ol LHSS} RHSE 22} 3-27g0l| A 2] X9} Yol th-8-3ic},
E 3. FZ& feature HlE
Table 3. Frequency by each extracted feature
Features Count Features Count Features Count Features Count
count 21 land_0 22 num_shells_0 19 service_imap4 1
dst_bytes 8 land_1 1 num_shells_1 1 service_private 1
dst_host_count 23 logged_in_0 7 protocol_type_icmp 2 service_telnet 3
dst_host_s;a;;ee_src_port 1 logged_in_1 5 protocol_type_tcp 14 src_bytes 10
dst_host_same_srv_rate 4 num_access_files_0 18 protocol_type_udp 1 srv_count 21
dst_host_srv_count 23 num_access_files_1 1 rerror_rate 1 srv_rerror_rate 1
duration 2 num_failed_logins_0 20 root_shell_0 17 srv_serror_rate 1
flag_S0 1 num_failed_logins_1 1 root_shell_1 2 su_attempted_0 22
flag_SF 12 num_file_creations_0 14 same_srv_rate 12 urgent_0 21
hot 2 num_file_creations_2 1 service_ecr_i 1 wrong_fragment_0 21
is_guest_login_0 19 num_outbound_cmds_0 23 service_ftp_data 1
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Attack label Count Attack label Count Attack label Count Attack label Count
normal 20 smurf 22 loadmodule 15 phf 24
back 21 nmap 17 rootkit 14 warezmaster 24
land 20 satan 13 buffer 18 warezclient 18
pod 20 portsweep 14 multihop 14 ftp 15
teardrop 20 ipsweep 13 imap 19 spy 19
neptune 17 perl 25 guess_passwd 26

-

HA 28 72HE 5 AAEYG AFE D 47

158 ZEPsle] 9 e FHES A
ﬂv} 3 201] w2, JEw € rEe 7H 17 o] LHS
9] feature”} 17§5-€] 3498443 7242 11709] feature
7} e 797t vkt Al EAgit

=1
o

=
T

g (L

=y

f
iy

i
L]

Hon, 7

233] sk f1olA

O

w=e)3 A%

A0 3t 3ty Eo feature 52
=Tk % 136 feature oA 46 featureE°]
feature 52 34 wg} A 13]o4 FHuj
, train ]o]E] Al A
SAsE 54 label2 2370|2 2 23ﬂ 73k featuret™=

=3}s)

o H T

7z} 2AH A 37 AzlolM LHSY feature 7§57) BE TN ¢ Aot
0l Ag-e) FAES 2 FHeh, A Be 49 & 23 feature 5 FAL FEIE W Qo] 2 4P
o] feature S E@'é}ﬂi A gk teFet fels 1 E HAZ AT 139 533 5ol feature®] -9+ 3l
At} &7 label©] neptune?] -5l &A1& 712 ¢] H SANMT 54T featurec] LR $AS EAsbehe o] &
feature = 117H JARE BE gPES Rkl W 5o oehs g 4 Qlrk
feature®] == 17717} EJE‘r.
E 5. Attack labelO| neptune! t 24 Zxn} of
Table 5. Example of analysis result when the attack label is neptune
Attack label f(ANnB) A, i  otio LS Rank
neptune 17 0.708 1.000 0.854 1
nmap 17 0.708 1.000 0.854 2
imap 17 0.708 0.895 0.802 3
portsweep 14 0.583 1.000 0.792 4
land 17 0.708 0.850 0.779 5
teardrop 17 0.708 0.850 0.779 6
warezclient 16 0.667 0.889 0.778 7
satan 13 0.542 1.000 0.771 8
ipsweep 13 0.542 1.000 0.771 9
guess_passwd 19 0.792 0.731 0.761 10
back 17 0.708 0.810 0.759 11
warezmaster 18 0.750 0.750 0.750 12
smurf 17 0.708 0.773 0.741 13
normal 16 0.667 0.800 0.733 14
pod 16 0.667 0.800 0.733 15
loadmodule 13 0.542 0.867 0.704 16
multihop 12 0.500 0.857 0.679 17
rootkit 12 0.500 0.857 0.679 18
buffer_overflow 21 0.875 0.457 0.666 19
ftp_write 21 0.875 0.457 0.666 20
phf 15 0.625 0.625 0.625 21
spy 13 0.542 0.684 0.613 22
perl 14 0.583 0.560 0.572 23
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Table 6. Analysis result by attack label

Attack label total count top5 count top10 count topb ratio top10 ratio
neptune 4657 4657 4657 1.000 1.000
normal 9711 9635 9699 0.992 0.999
guess_passwd 1231 468 473 0.380 0.384
smurf 665 665 665 1.000 1.000
satan 735 0 453 0.000 0.616
buffer_overflow 20 0 0 0.000 0.000
back 359 359 359 1.000 1.000
warezmaster 944 452 926 0.479 0.981
pod 41 41 41 1.000 1.000
nmap 73 73 73 1.000 1.000
ipsweep 141 0 0 0.000 0.000
portsweep 157 150 157 0.955 1.000
multihop 18 1 5 0.056 0.278
loadmodule 2 2 2 1.000 1.000
teardrop 12 12 12 1.000 1.000
rootkit 13 1 2 0.077 0.154
perl 2 2 2 1.000 1.000
land 7 7 7 1.000 1.000
ftp_write 3 0 0 0.000 0.000
imap 1 1 1 1.000 1.000
phf 2 1 1 0.500 0.500
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Table 7. Comparison of accuracy with different models

Model Accuracy

Proposed Method 87.01%

BAT[5] 82.56%

BAT-MCI[5] 84.25%
BLSTM(Bidirectional LSTM)[5] 79.40%
Jag[21] 81.05%

Naive Bayes[21] 74.40%

Naive Bayes Tree[21] 75.40%
Random forest[21] 74.00%
MLP(multi-layer perceptron)[21] 78.10%
CNN(Convolutional Neural Networks)[18] 80.00%
DNN(Deep Neural Network)—4[18] 82.74%
SVM(Support Vector Machine)[15] 71.31%
DBN(Deep Belief Network)[15] 71.91%
LSTM(Long Short—term memory)[15] 73.18%
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