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[Abstract]

Cryptographic algorithms have been adopted in the IoT environment for data protection. However, crypto-algorithms can be
vulnerable to side-channel analysis (SCA) attacks, which require countermeasures for safe communication. The vulnerability to
SCA means that the confidential data processed by the microcontroller may be leaked through side channel information. To
alleviate this problem, microcontroller can be designed with dummy instruction insertion. Furthermore, in this paper, we describe
the analysis result of dummy instruction insertion in ARIA encryption on RISC-V against SCA attacks by using ibex, a type of
RISC-V, for dummy instruction insertion. To analyze its effect, we modified the frequency of dummy instruction insertions and
performed a Test Vector Leakage Assessment (TVLA) on 10,000 waveforms.
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Table 1. The setting for interval of dummy instruction

insertion

Dummy Instruction
Insertion Setting
(Dummy_instr_mask)

Interval

000 Between real instruction 0~4
001 Between real instruction 0~8
011 Between real instruction 0~16

111 Between real instruction 0~32
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Table 2. The performance and vulnerable points along

with the settings of dummy instruction insertion

Dummy Instruction

Insertion Setting Cycles Vulnerability Points
(Dummy_instr_mask)

Not Applied 7,524 37,118
000

(Between real instrucction 0~4) 141,678 14

001

(Between real instrucction 0~8) 78,738 16

011

(Between real instrucction 0~16) 53,489 |7

111

(Between real instrucction 0~32) 42,563 |14

RISC-V H{0] 3240{ A9 7|Ht ARIAOH CHSH H1H Y 24

No Dummy Instruction Insertion Dummy Instruction Insertion 0~32 Durnmy Instruction Insertion 0~16

Dummy Instruction Insertion 0~8

J8 6. Co] HHEo| Hel d¥ol| whe TVLA 2ot
Fig. 6. The result of TVLA along with dummy instruction
insertion
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