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[Abstract]

Current road traffic faces many problems such as parking, environment, and safety. To solve this problem, a smart
transportation means is proposed, and the Internet of Vehicle (IoV), an important system for realizing this, is a vehicle capable
of Internet communication and can be connected to external devices such as networks, mobile devices, and other vehicles. The
main task of these IoV research is to develop secure authentication and communication methods. Accordingly, Vasudev et al.
designed a lightweight mutual authentication protocol that allows users to securely authenticate to a server using a secret key. In
this paper, we analyzed the protocol of Vasudev et al. and found several security weakness, offline ID, PW guessing attack, replay

attack, user impersonation of insider, lack of perfect forward secrecy, and bit mismatch.
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Table 1. Symbols used in protocol
Notation Description
UID, Identification Number of the " host
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CID Identification Number of TA
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I Concatenation operation
D XOR operation
D 558 ABA oV F4 Al o] Fold 4 ook

@ TA, RA, VS& A= E& 7fA o]t
® AFR/AF AR 25

=S B3

oF1-
51

Abgit v

Ok1-
TS

3230 =

ol A e um, ofe] A4 B9=
H}E xhﬁv_oﬂ ol-oﬂs];_ 7]] =]

A,

_\|L
N
=
}9
o
>
OP
IR

)
o ;;
N
X

o
o
N
-

N

N,
N
fu
:é
N
]

2

=

(o
e
o & Z o >

z.
2L

fl

e
G

.)b

A, 99 5 Ao

(A)7}oehst & 59

Az ) (4

X
k)

et o>

4 30
yo K

DS

4?(4

=
o
=

http://www.dcs.or.kr



C|X ™ 2El X &t5[=&X|(J. DCS) Vol. 23, No. 8, pp. 1509-1517, Aug. 2022

@ (4)& WAE Aole] B 914348 & &
2 A= Aola) ZEA =R 9Ps 5= 9l
@ (A)= 2vlErk=g 4 5 ok Wdd stehvles
2 svbEsbs md G908 @ 5 ook B4R g

o)

A7 eSS ArkeRe dol AFEE % It

@ (A)= 04 242 3 5 k. o)A (4)= A=
AR oz BNFTII W F AF| Aojo]A] H@e]

[e) .
(A)= 3 Wl & 7)o ghuke 223 5= Q). 3 A

lEEe 9 5 ok
olge] ke F58 5 gk,
3-35580)

HE T,
RAE 52E AHgAe] AR st A1Fs) Al &
Sebl B S-S AR 2ohEAte g wgah, ol %)
4o et ol 12) 20l hehic,

2 AR VSelAl gR
o =
Ql

D AFA} [ $AA | F2EE AFA ofolr] g} djage
< UID;, PW, > % @4 #% RU. s+ 3 Aejaict.
H 7} eH9 284 DS} ALgAle] sa9=s
HUID, = h(UID||RU;),

HPW, =h(PW|RU,) & Ailsta 2t A<

ol RA= A3 Het AdS el A5H 7] o

woll Holefe] v g} a4 nAge - vk
Vehicle (V) Registration Authority (RA)

o Input: U1D;, PW,
e Generate Random Number: RU;
HUID; = h(UID;||RU;)
HPW; = h(PW,||RU;)
{HUID;, HPW;}

Secure channel

o Secret key: K
Ay = h(HUID;||K,)
By = Ay & h(HUTD;||HPW;)
o Smart Card (SC) ={A1, B}
{sc}
Secure channel
oZ; =UID; ® PW; @ RU;
oSC —{Ay, By, Zi}

a8 2. S5
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_______________

User

1. Adversary copies user message

2. Adversary sends it directly to VS

3. VS doesn't check whether timestamp is updated
4. Adversary can successfully login to VS

s}
& 34
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Fig. 5. Replay Attack in Vaudev's Scheme
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4-4 Insider Attack - User Impersonation
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Fig. 6. Insider Attack in Vasudev's Scheme

X Z; = UID;®PW;@® RU;

(M
| uiD | # | PW | # | RU |

@
| uID

1. To operate the XOR; UID, PW, RU must be the same
size and it's impossible.

2. If size of three parameters same, RU can be easily
guessed because it's too short.
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