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[Abstract]

Today's network environment is rapidly developing into an environment in which general users can easily access necessary
information and receive services. However, this network dependency creates related security issues. Various problems exist in
network-based security incidents. Among them, ARP is very vulnerable to security because MAC addresses are exchanged
between hosts without an authentication procedure. Since these vulnerabilities were discovered, the number of damage cases has
been steadily increasing until recently, and related research is being actively conducted. However, existing research techniques only
respond to a single attack technique using an automated tool, and can expose vulnerabilities to complex ARP spoofing attack
techniques. In this paper, we propose a model to detect and block ARP spoofing attacks based on analyzed signature information
by analyzing attack patterns according to various ARP spoofing attack types after showing the attack process for complex ARP
spoofing attack techniques and how to defend them.
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Fig. 2. Communication process after ARP spoofing
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Fig. 3. Packet sniffing after ARP spoofing attack
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Fig. 4. ARP response packet analysis of Arpspoof tool
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Fig. 5. ARP response packet analysis of Ethercap tool
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Table 1. Broadcast ARP request packet information

Category

Value

Destination Address

FF-FF-FF-FF—FF—FF

Source Address

FO-2F-74-84-B1-31

Type 08 06 (ARP)
Hardware Type 00 01 (Ethernet)
Protocol Type 08 00(IP)

OoP 00 01 (Request)
Source MAC Address FO-2F-74-84-B1-31
Sender IP 203.255.3.90
Destination MAC Address 00 00 00 00 00 00
Destination IP 203.255.3.24

E 2. FYHAE ARP 28 mi7l HE
Table 2. Unicast ARP request packet information

Category

Value

Destination Address

00-0C-29-41-FD-BA

Source Address

FO-2F-74-84-B1-31

Type 08 06 (ARP)
Hardware Type 00 01 (Ethernet)
Protocol Type 08 00(IP)

OP 00 01 (Request)
Source MAC Address FO-2F-74-84-B1-31
Sender IP 203.255.3.90
Destination MAC Address 00 00 00 00 00 00
Destination IP 203.255.3.24

E 3. RUINAE ARP SH 7! HE
Table 3. Unicast ARP reply packet information

Category

Value

Destination Address

FO—2F-74-84-B1-31

Source Address

00-0C-29-41-FD-BA

Type 08 06 (ARP)

Hardware Type 00 01 (Ethernet)
Protocol Type 08 00(IP)

OP 00 02(Reply)

Source MAC Address 00-0C—29-41-FD-BA
Sender IP 203.255.3.24
Destination MAC Address FO-2F-74-84-B1-31
Destination IP 203.255.3.90

E 4. BERSI|AE ARP 2E 17 ME
Table 4. Broadcast ARP reply packet information

Category

Value

Destination Address

FF-FF-FF-FF-FF—FF

Source Address

00-0C-29-41-FD-BA

Type 08 06 (ARP)

Hardware Type 00 01 (Ethernet)
Protocol Type 08 00(IP)

OoP 00 02 (Reply)

Source MAC Address 00-0C-29-41-FD-BA
Sender IP 203.255.3.24
Destination MAC Address FO-2F-74-84-B1-31
Destination IP 203.255.3.90
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Table 5. ARP packet with different address values of

Ethernet header and ARP header

Category Value

Destination Address FF-FF-FF-FF-FF-FF

Source Address FO-2F-74-84-B1-31

Type 08 06 (ARP)

Hardware Type 00 01 (Ethernet)

Protocol Type 08 00(IP)

OoP 00 01 (Request)

Source MAC Address 10-05-01-4D-86-01

Sender IP 2083.255.3.90

Destination MAC Address 00 00 00 00 00 00

Destination IP 203.255.3.24
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Fig. 8. Proposal model operation process

| Abnormal ARP |
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; MAC : 00-00-0C-9F-FO-02
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Fal/24

Fa0/1 <ufrch
Fa0/10 ryn/0

FaD{

_‘b’]
Attacker

IP:202.255.2.01
MAC: 10-05-01-4D-B56-01

8 9. AEzold HEYA 74
Fig. 9. Simulation network diagram

»
PC

IP:203.2553 90

MAGC : FO-2F-74-84-B1-31

Server
IP-203.255.3 24
MAC - 00-0C-29-41-FD-BA

1491

ARP B2 AlZU|A HEol| 7|98 AT B Eix| 2 Aet 2
Interface: 203.255.3.90 -— Oxa
Internet Address Physical Address Type
20325531 DO 00-0c-9f- fO 03 dynamic
—Ze- -c dynamic
203.255.3 00 de-fb- Bd d4-43 dynamic
203.255.3.12 1c-B9-Ta-73-eb—cd dynamic
203,255.3.16 94-c6-91-3d-db—b7 dynam!c
203,255 3 .22 a0-bi—c3d-ab-57-fa dynam!c
D 00-0c-29-41-fdba dynam!c
RSP a- dynamic
203.255.3.41 00-03-2e-24-06-c0 dynamic
203,255,358 1c-B9-7a-97-49-8e dynamic
-eF-§9- - dynamic
2083, 10-05-01-4d-86-01 dynamic
203,£55.3.592 Bd-e5-99-18-51-2] dynamlc

T8 10. ARP A% B2 M ThAL PCO| ARP FHA| Blo|Z
Fig. 10. ARP cache table of target PC before ARP
spoofing attack

Interface: 203.255.3.90 — Oxa

Internet Address Physical Address Type
e 10-05-01-4¢d-86-01 dynamic
e d —)3-2e-24-06-¢ dynamic
2032550358 1c-B9-Ta-37-43-6e dynamic
203,2558.3,%2 B4-e5-H3-16-5f-21 dynamic
[203.255.3.91 10-05-01-4d-86-01] dyvnamic
203.255.3.592 B4-e5-99-16-5f-21 dynamic
a8 11. 7H0|EQ0|S A2 ARP ATZ 22 F ERl PCO|

ARP FHA| 0|2
ARP cache table of target PC after ARP spoofing
attack on gateway

Fig. 11.

Intertace: 203,255,3.90 —— Uxa

Internet Address Physical Address Type
203.255.3.1 00-00-0c-9f-f0-03 dynamic
203,255,318 94-c6-91-3d-dbb¥ dvnamic
203,255,3.22 50-b7-c3-ab-57-fa dynamic
00,3, “01-4d-66-01]  dynamic
203.2585.3.27 00-dB-61-Ba-67-35 dynamic
203,255.3. 41 00-03-2e-24-06-c0 dvnamic
203,255 3. 58 1¢—69-7a-97-49-6= dvnamic
203.255.3.72 G4-e5-99-16-5f-2 dynamic
1 10-05-01-4d-86-01] dynamic
203.255.3.92 B4-e5-99-16-5f-2 dynamic

38 12. MHE HAeZ ARP AFE 34 = EFI PC2| ARP
7HAl Elol2

Fig. 12. ARP cache table of target PC after ARP spoofing
attack on server

[nterface: 203.255.3.90 —
Internet Address thglcal Address Type
P04 955 § 11 OD=00=Oc=0 =f0=03 dynamic
209,255.3.2 -~ e=2 4-0h-cl dynam|c
203.255.3.3 O00-de-fb-84-d4-43 dvnamic
208.255.8.12 le—69-Ta-73-wb-cd dynamic
203,255,316 §4-cE-91-3d-db—b7 dynamic
gq 205.3.27 A0-h7-c3-ab-H7-fa el |
Boi 358 550 00-0c—20-41-fdta]  dynamic
209,755,327 00-d8-61-Ba-B7-35  dvnamic
203, ”55 3,41 O0-03-2e~24-06-c0 dynamic
703 259 3 58 le=B9-Ta-97-49-6e dynamic
203,255 3,72 4-e5-99-15-Af-2" cynarmic
|?LJ=| o5 ,=1, 3 —nﬁ m—ad— Fi- nh clynam | ¢
EET P =H5=T6=5¢=21 ehyramic
:LE' 13 Ot& EHMOE ARP *“% 24 % El PCel ARP
Al EIoIE

Fig. 13. ARP cache table of target PC after ARP spoofing
attack on both targets
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Fig. 14. Packet analysis table
ﬁ' u;”?;rp é;l;e' f;e.}m;'" T e [se.m w0 tipestaii Tu garp

.255.3.138

| \ ARP “eqlwst | 84 |
i | ARP Request | 0:DE: | + 203.255.3.226
| ARP Request | €0:DE: FF:FF | 203.255.3.3 | 203.255.3.117
| ARP Request | 60: FF | 263.25.3.3 | 203 .229

96 | 203.255.3.60 203 5
FF:FF | 203.285.3.3
FF:FF | 203.285.3.3 203.255.3, 246
FF:FF | 263.285.3.3 203.255.3.11

|
|
|
|
|
| 203.255.3.176
|
|
FF:FF | 203.255.3.3 | 203.255.3.253
3
|
|
|
|
|
|
|

1

2

3

4

5 | ARP Request | Fé4:
6 | ARP Request | 00:DE:
7 | ARP Request | €0:DE:
8 | ARP Request | €0:DE:
9 | ARP Request | €0:DE:
16 | ARP Request | €6:DE:
11 | ARP Request | @0:DE:
| 12 | ARP Request | €0:
13 | ARP Request | @0:
14 | ARP Request | €6:DE:
15 | ARP Request | F4:4D:
16 | ARP Request | 60
|| 17 | ARP Request | 68
18 | ARP Request
19 | ARP Request
28 | ARP Request
|| 21| ARP Request
22 | ARP Request
23 | ARP Request
24 | ARP Request
|| 25| ARP Request
|| 26 | ARP Request
{27 | ARP Request
|| 28 | ARP Request
|| 29 | ARP Request

203.255.3.13
203.255.3.249
283.255.3.31
FF | 263.285.3.3 203.255.3.174
FF | 203.255.3.3
:60:00 | 203.255.3.60
FF:FF | 263.255.3.3
| 203.255.3.3
203.255.3.3 203. 235 3,239
203.255.3.41 203.255.3.1
263.255.3.3 293.255.3.38
203.255.3.3 203 2
203.255.3.3 203.255.3.220
203.255.3.3 203.255.3.23¢
263.255.3.3 263.255.3.39
203.255.3.3 203.255.3.187
263.255.3.3 203.255.3.145
203. 203.255.3.237
263. 203.255.3.167
203.255.3.3 203.255.3.81
30 | ARP Request 263.255.3.3 203.255.3.76
31 ARP Request 203.255.3.3 203.255.3.211
ARD Reauest | 80:DF:FR:84:DA:43 | FZ.FF.FE.FE.FF.FF | 263 755 3.3 203,255 3,173

:LE' 15. ARP 7! =& by
Fig. 15. ARP packet collection process

203.255.3.58
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| ddx | arp_type | send_mac | recv_mac | send_ip | recv_ip | timestanp | is qu\p \
o e 4= == e e A n R
| 860 | ARP Request \ 19:05:01:4D:86:01 203.255.3.1 | 263.295.3.90 | 23:43:33.769 | N \
B +- B e S S -+

28 16. FUAAE wAle] ARP 2 T3
Fig. 16. ARP request packet in unicast method

*: e rrrrzeszedeacecoand
\ ddx \ arp type \ send mac cv_nac \ send ip \ racv_ip | tinestanp \ 1s garp |
Fex ¥ Srwe s saiema S e i +
\ 992 \ ARP Reply \ 10 \ 203,255.3.1 \ .255.3.90 | 05:38:39.718 \ N |

.............................. R

j—:l 17. I:IEE;’HAE tll-AIo| ARP Ol:l— uH?I
Fig. 17. ARP reply packet in broadcast method
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10:05:01:4D:86:01% ARP 3lt]e] &% F5:3ke] A}
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1

Sender IP addre
Target MAC addr
Target IP add

a7 18. YAl ARP 2F 7l
Fig. 18. Normal ARP request packets

ution Protocol (request)
re type: Ethernet (1
1

Sender addr gatron_4d:86:01 (10:05:01:4d:86:01)
Sender 2 1
Target MAC a : 0:00 (00:00:00:00:00:00)

a8 19. 0||3‘|L1I MA a1k ARP MAC %ol 2

23 57!
Fig. 19. ARP request packet whose Ethernet MAC and
ARP value do not match
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idx \ ulp type \ send_mac | recv mac \ send_ip
i I S S, .

"
I

- -+

2124 \ ARP FepLy \ 10:05:01:4D:86:01 | FG:2F:74:84:B1:31 \ 203.255.3.1 \ 203.255.3.90 \ 08:38:26.546 ||
b 0: |

|

|

|

[

4

\ tlm“s(awp 2

2239 | ARP Feply | 10:05 74:84:B1:31 | 203.255.3.1 | 203.255.3.99 ||08:38:36.545
2347 | ARP Feply | 10 74:84:81:31 | 263.255.3.1 | 203.255.3.96 ||08:38:46.542
2442 | ARP Reply | 10 74:84:B1:31 | 203.255.3.1 | 203.255.3.90 ||08:38:56.564
2558 | ARP Feply | 10 74:84:81:31 | 203.235.3.1 | 203.255.3.98 ||08:
:74:84:B1:31 \ ’032‘531\2032553‘)0\

:06.595

2643 \ AP Feply \ 10:

J.:I 20 10_,_ 7}710; H|-Ex4oi |E| ARP sct g3l

Fig. 20. ARP response packet received repeatedly at
10-second intervals

203.255.3.90 | [08:42:02.856
203.255.3.90 | (08:42:04.853
203.255.3.90 | 08:42:06.863
203.255.3.90 | (08:42:08.873
203.255.3.90 | 08:42:10.880
203.255.3.90 | [08:42:12.887
203.255.3.90 | (08:42:14.892
203.255.3.90 | (08:42:16.896
203.255.3.90 | (08:42:18.900
297,285 300 | lbacazsa0s0ny

= 21 2x 7}716; H}EX—iéi IQ ARP <:’r:.l- “HA'
Fig. 21. ARP response packet received repeatedly a
2-second intervals

| 2672 | ARP Reply | 10:05:01:4D:86:01 |
| 2685 | ARP Reply | 16: os 01:4D: 86 01 |
| 2717 | ARP Reply | :

| 2739 | ARP Reply |
| 2758 | ARP Reply |
| 2777 | ARP Reply |
| 2793 | ARP Reply |
| 2816 | ARP Reply |
| 2835 | ARP Reply | 10:05
| 205 | seepenly:| de:

| 203.255.3.1
| 203.255.3.1
| 203.255.3.1
| 203.255.3.1
| 203.255.3.1
| 203.255.3.1
:31 | 203.255.3.1
| 203.255.3.1
| 203.255.3.1
| 203.255.3.1
=

e

+- B e e AR +
\ arp type \ send_mac | recv mac \ send 1p re(viip \ tlmest«np is garp |
| aRP Request \ 10: 263.255.3.96 \
|
3 |
6|
|
4

ARP Request | 10:€ AOI,OD‘BG.OI | Fo:2 ,74,3“31.31 | 203 ‘55 3 1| 263.255.3.9€ |
ARP PEQLIESY | 18:65:01:4D:86:01 | FO: ¢F 74:84:81:31 | 203, 455 3.1 | 263.255.3.96 |
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..... o R iR Eee

\
-+ +
| |
[N |
[ I
| |
[ I
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j_E.I 20 X /\|7L ot H}Exiog J\A|5|l_ ARP A uHal
Fig. 22. ARP request packet received repeatedly for a
certain period of time

Mac Rddress Table

Vlan Mac Rddress Type Ports
1 0000 0eSf £003 DYMAEMTC Fald/ 24
1 0002941 _fdbha DYHAMTC FaQ/ 2
[ 1 1005.014d_S&0L1 DYMAMTC Fad/s1l0
1 £0z£.7424 b131 DYMAMTC Fad/1
T8 23. ARl A{X|9] MAC F4 HO|Z2
Fig. 23. MAC address table of normal switch
Mac Address Tabkle
Vlian Mac Address Type Ports
a3 0000 . de8E £003 DYNREMTC Fal/24
1 000c 2941 _ £dba D¥HBMTC FaOys2
E0ZE£.7484 b131 D¥YNEMTIC Faorsl

b
8 24. 34X} AL = MAC 4 HIOIE
Fig. 24. Switch MAC address table after blocking attackers
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Table 6. Comparative evaluation table
Static ARP | Proposed

Proposed

Method Ergttr?ggl Table Signiture
Attack Method Method Method
ARP Request Packet Attack of
Unicast Method X X O
ARP Reply Packet Attack of O O O

Broadcast Method

Attack that MAC addresses of
Ethernet and ARP Headers| X X O
are Different

ARP Request Packet
Received Repeatedly During a | X X O
Certain Amount of Time

ARP Reply Packet Received
Repeatedly During a Certain | O O O
Amount of Time
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