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[Abstract]

Today, companies are making great efforts to protect important internal data, but recently, there have been continuous data
leakage incidents within the company. In particular, insiders with malicious purposes are emerging as the most serious threat to
security because they have information and authority over the company's system. In this paper, we intend to conduct a study on
a machine learning model for detecting signs of data leakage by insiders. We experiment with LSTM Autoencoder combining
LSTM algorithms and Autoencoders that are easy to process time-series and sequence data by remembering long-time information,
and we propose a model that improves detection rate by adding penalties according to insider rank and five personality

characteristic factors.
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1) Long Short Term Memory(LSTM)
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Fig. 1. LSTM Structure
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Table 2. Structure of Dataset Files
V. ’é"ﬂ I;I _E_A_-! File Primary Field Content
logon.csv activity Logon / Logoff
4-1 g@ Dataset -jﬁ7H Accessed url and page
http.csv url / content
content
= 7R 7| @& giske] AT E o] dx|Uojy At file.csv filename / content nsgzztggvﬁ:afc;l:rs
%= CERT WIFAF 1 Al elA = Alold Bt A4 E 3l . Ny .
_ _ device.csv activity Connect / Disconnect
Aske Adala Al AECAE 20015E 1)) = o
- . to / from Who sent which email
HO]—l?—, %E?J:E-l?‘, U]j—:lL B]%%‘é’%y 0&1:]&—7]3&’ Xéi7]‘?d', E1'_]_ email.csv attachments to whom
A, A RS A FEste] UEAL 1ol sl psychometric.csv | O/C/E/A/N Big five ?Qrsqnality
A7ek3 $le 10003 ool Uit 913 Al s ek — ble o 7 ee's
PR B = N N LDAP functional unit / Insider’s department,
7l 2 s DA HESI UlFEA ARS o, 1A department / team | position information
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DatasetE A|3-8tal v}l #A Insider Threat Test
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Table 1. Malicious Behavior Scenarios for Dataset

St Ol-o|

— T

Scenario Contents

An insider who has not previously used a
removable drive or worked overtime works
overtime or uploads data to the website
(wikileaks.org) using a removable drive.

Scenario 1

After hiring, insiders attempt to use more
mobile drives to their competitors than ever
before, surf the turnover—related websites,
and leak data.

Scenario 2

A system administrator who is dissatisfied
with  the organization downloads the
keylogger and stores it on his supervisor's
computer. It causes confusion by sending a
large amount of mail by stealing the
account of the boss collected through the
keylogger.

Scenario 3

An insider logs in to another employee's
computer, finds files of interest, and sends
them to him/her via mail.

Scenario 4

A fired insider uploads files to dropbox, etc.

Scenario 5 ;
for personal gain.
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38 3. Insider Threat Test Datasete| Z=&&
Fig. 3. Organization chart of Insider Threat Test Dataset
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Table 3. Replace behavioral information data

Replacement number Behavior information(Activity)
0 Logon : Logon to a PC
1 Http : The act of accessing a Web page
2 Email : The act of exchanging Email
3 File : Copying files to removable storage
media
Connect : Connecting removable storage
4 |
media to PC
Disconnect : Disconnecting removable
5 :
storage media from PC
6 Logoff : Logoff to a PC

Haled REle) ZQloll A WhEA]l ARk s dolH,
2l Aol AGAR GES T HAo)7] it wg- 5
Qsfty, BZAXS A ¢AM Insider Threat Test
Datasets WA HAS 3 doly
o A3sk dolH & WAty A A2 Insider Threat
Test Dataset W] SR FEH] Q= 271 S U|F-
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Fig. 4. LSTM Autoencoder Learning Process
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Table 4. Performance assessment as threshold changes

0.7 0.8 0.9 1.0 1.1

Accuracy 0.981 0.983 0.987 0.989 0.989

Precision 0.412 0.485 0.527 0.593 0.638

Sensitivity 0.791 0.791 0.817 0.936 0.842

Specificity 0.997 0.998 0.998 0.998 0.999

F21(1)2 Autoencoder®] Encoderell aldsbH, ¢1& H)
olf] x& ol-&ste] wAX yakE =28k @k Decoderell
gt A0 vk didste] HF &4 oy xS
=93t ez 9 oy xoF &9 HolE xX'& &

54(3)% ol F gre] 2L v JeE vaste] gopdas
Ocll 7P7he 47F 9 aL vhachd ohe Aol weh 2 5
7F Z= .

S BEl uEAEY 4 dF d9E shue
LSTM Autoencoder& & 4 It} I th o2 A5 dlo]
EQl AA A HES Sall D loss % Aol AA
(Threshold)& Blazsle] AAIZL Bt loss gho] A HloE]
FE AR gk o2 A AR dolH f=
AFE AAshedl 7P S8 gho]7] witel] Aol It
2 ks 3] S8l ahs wAs b W A9s skela A
= Table 4.9} 2t} 2 Ago] waled 2o A5371E
e AT 37 AR T A9 S E8ete] ksl 4
St (Accuracy)i= A dlo]Ejo)A] o= Hlo]El7} “UP‘% Eas
SAE sk ARE A5 FF AT T A = A4S
oF o539k G AN T AA A 957 vES eIt
A (Precision)= Hlo|E f&o] Wg dolglal ]%f'z}
o ol AA| vlolE] frEo] WAlgh do) vlE-S ek ¥l
Z=(Sensitivity) = 2A] HlolE f=0] LS E Fof| Hlo]
B fFo] At 5% HES ‘/]rE]r‘T”_E]r Eolx
(Specificity)= A 4% G571 o1FX EE tlolg] fZo|
WAE U2 o =3 ]88 YERILE Table 4.5 2 AAIZE
o] 0.9914 1.0e2 W& v F3== 0.001 57} ALE=
0.066 57}, 4%+ 0.119 571, 5ol%s= Ashr) glslon
AAIZEe] 1.0914 1.12 e v Femi W} gle, A2
= 0.045 7k WA= 0.094 z.& Eo]x= 0.001 37}

R AL & 5 Q9 HolH & AFE gx l% o QloiA]
= AA glole] fEo] RSk & Fol| dloly] fEo] Bt
T cﬁ]éﬁ}c o] 52317 witel] YAE 1.00=2

S W 7S 22 45ES UEMIE 2S & 5 A3tk
%"\1 AFE B dopll dARLS 1.00= 7%k LSTM
Autoencoder B2 o]835le] UiFAle] tloe] & TS &
A5151& o Table 5.9F 3+& A7} LERETE The day when
the signs of leakage occurredi= UIF-ARl &J8] HlolH f% %
7} et S oqujEh B tofE] f=E0] T AR
Ao| o e} el AA AlLE]7] wite] W ol YERdt)
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Fig. 6. LSTM Autoencoder Data Leak Detection

E 5. LSTM Autoencoder EHX| Zz}
Table 5. LSTM Autoencoder Detection Results

St S2 | 83 | S84 | S5 | Sum

The day when the signs

68 | 207 | 20 0 0 295
of leakage occurred

Detected 68 183 15 0 0 266
Undetected 0 24 5 0 0 29
Detection rate(%) 100 | 88 75 - - 88
Precision rate(%) 72 68 54 - - 65
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Fig. 7. LSTM Autoencoder Data Leak Detection with
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Table 6. LSTM Autoencoder Detection Results with
Penalty

St S2 | S3 | S4 | S5 | Sum

The day when the signs

68 | 207 | 20 0 0 295
of leakage occurred

Detected 68 198 17 0 0 283
Undetected 0 9 3 0 0 12
Detection rate(%) 100 | 96 85 - - 94
Precision rate(%) 58 | 48 42 - - 49
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