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[Abstract]

With the development of the Internet and virtual currency, ransomware attacks that exploit it are actively proceeding. The
attacker requests a large amount of money after the ransomware attack, regardless of individual, corporate, or public institution,
and sells the stolen victim's important information on the dark web. Several commercial solutions are being released to defend
against these attacks, but in some cases, they cannot be introduced due to limited application scope or high cost. In order to
overcome this limitation, it is necessary to introduce an open source-based security solution that is distributed free of charge and
can modify the code if necessary. This study intends to propose the use of GRR (Google Rapid Response) among open
source-based EDR solutions. Therefore, after analyzing the DarkSide ransomware code and attack tactics, we tested which
functions of GRR can be used to detect when a virtual attack using this technique is applied. Afterwards, based on the

experimental results, we would like to suggest the optimal use method for responding to ransomware.
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E 1. DarkSide 2HM%of md
Table. 1. DarkSide Ransomware File Attribute Information

S 3=

Category Description

File Name idfoodsf.exe

0839AABE5SFD63B16844A27B3C586C02A044D
119010A1A40EE4035501 C34EAEOD

Hash Info
(SHA-256)

Create Date | 20201223 17:01:07 UTC

Pack Unknown
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Belg] e A} ghe® 319 LoadLibray APIE &3P
Kernel325 ¥k & 15712] A]2~El glo|ve]g|7} 5]
ConvertString_4@16D5((int)vi, v2); // kernel32

= LoadLibraryA(vl);
Clean_4@13DA(v1, *((_DWORD *)vi - 1));

= &v1[*((_DWORD *)vi - 1)];
LoadAPI 491.-.c3( » (FARPROC *)8wcsicmp_410CD6, v4);

=T Yva;

1 o4= 43
ConvertString_4016D5((int)v4, ); advapi32

LoadLibraryA(
Clean_4@13DA( *=( (_DWORD *)
= Bva[=((_DWORD *)va - 1)];
LoadAPI_4@1AC3(v6, (FARPRO Y8&wcsicmp_41eCDs,
(CDwoRs

W75
+= 4;
ConvertString_4@16D5((int)v7,

g 1. A[AE 2lo|2e] 5 &
Fig. 1. Call System Library
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3 = / 255;
gL | % 2553
if ( J 255 }
i
s = a2 length / 255; LY Share
do
i
LOBYTE(v2) = XOR_Decoder 4@17AA(v2, 255);
+= 255;
3 H
while [ w5 };
¥
if  wd ) f/ Reminder

LOBYTE(v3) = XOR_Decoder_4817AA{vZ, wv4);
I 2. 2N Sost g5

Fig. 2. String decryption function
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GetTokenInformation 418E52(v6, 3, &v5, 4, &vi);
= RtlallocateHeap 418D056(dword 418A9E, 8, }s
1;

resu = GetTokenInformation_41@E52(vs, 3, Ly 1s Buva);
if { result )}

+ 4;

i
while ( X3
5 £ = AdjustTokenPrivileges 418ESA(

:I 3. A3t BA sto|
Fig. 3. Confirm permission change

s B, W5, B, B, 8);
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ension_4@1AEC(&unk_4@BBBE);// SOFTWARE\Micr
82 (exseeeeee2, » @, 257, & ) )

xtension 4B1A'C(Eu'\‘< _40B852);
 ( IRegQueryvalueE e, 8

= wideCharToMultiByte 41@E1E(@, @, &v11, -1,
- E18((int)&vi2, v4, 8);
= ((int)vs, 18, 1);
- ((int)ve, 16, 1);
= CRC32_4@1E18((int)v7, 16, 1); CRC Hash
= 46;
sub_4@151D(v3, 4, +1); Set extension(l b ng HW ID

O3 4. A2H D Hetnty
Fig. 4. System ID conversion process
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if ( F_Debug_41892C ) // System Language Check

ConvertString 4@1605((int)8unk 48B29E, a2 length);
sub_4B3E63(F_Debug_41@892C, (int)&unk 48B28A, (int)&unk 48B29E, @, ©);
Clean_4813DA(Bunk_ 488298, a2 length);

}

res = Get_LangID 404819();

if o result )

/ Check System Language

if ( F_Debug 41892C )
{
ConvertString 481605( (1 )&unk 4BB2CE, dword 4@B2CA);

sub 4BBECB(F Debug 41892C, (int)RBunk 488204, (int)8unk 4@B2CE, @, 8);
sult = Clean_4813DA(8unk 4982(. dword_48B2CA);

a8 5. AIAE olof Slel
Fig. 5. Check System Language
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do
1
3 = GetDriveTypel 418BDCE(v1);
5F [ ud s || w6 ) I
{
e_CoreProcess, 4?5531( ( J&vE)
+=2
while ( v2 );
}

:,_E_I 6. E2lo|{ =tol gl mlel ots st
Fig. 6. Check driver and encrypt files
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Table. 2. Experimental environment information

Server Client
VMWare : 15.1.0
OS : Ubuntu 18.04
Memory : 2GB VMWare : 15.1.0
Processors : 2 OS : Windows7 SP1
HDD : 20GB Memory : 2GB
MySQL : 5.7.37 Processors : 2
fleetspeak : No HDD : 40GB
GRR_server_3.4.5.1.deb GRR_3.4.5.1_amd64.exe
IP:192.168.79.132
Port : 8000
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State Path Flow Name Creation Time Last Active Creator
& FFACBSCI4B3372EB  Netstat 2022-04-10 142055 UTC  2022-04-10 14:21°00 UTC  admin

Flow Information Requests

Download As:|  CSV {zipped) v || Downioat
17 entries || “Fiter

Value

Family INET

Type SOCK_STREAM

N ip 192168 79.128

Pevioal Local address Pat 13

State LISTEN

Pid 4

Process name Sysiem

NetwarkConnectian
2022.04-10 14:21.00 UTC

gl 12 Netstat Flow &3 &

Fig. 12. Netstat Flow Result
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Fiow nformation  Request Resuts = Log AP

Dowrload As: | CSV (zinped) v | Downfoad

Files referenced I 1his collection can be downiaaded as an archive: | Generate 2P, | ~ |

NOTE: generated archive will contain symlinks
Unsure whetner your archive utiity supperts them?
Just unpack the archive befare browsing its conlents

7 entries | Fitter
Value
Afi4path R
Shineds
Rl Sl = Pathitype REGISTRY
Path options CASE_LITERAL
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Fig. 13. Wallpaper Registry Flow Result
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@ 95B30C6D125FES21  Interrogate 2022-04-10 14:18:08 UTC  2022-04-10 14:19:05 UTC  GRRCron

Affdpath affd:IC fd913f65eh1a52a3ffslos/C:/Users/John/De
S mode NI
Stino 844424930218148
Stdev 2554477823
Stiink 1
St uid 0
St gid 0
5 Stsize 18626387
Eaioa Rl Statime 20220410 151939 UTC
St mtime 2022-04-10 14:15:46 UTC
Stclime 2022-04-10 15:19:38 UTC
St flags osx
Stflagsfinug =~ ce----mmmmmeeiieoo-
Pathtype 0s
Pathspes Path IC:UsersiJahn/Deskiop/Test.info
Path options CASE_LITERAL
Payload.type FileFinderResult
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Fig. 14. Checking file attribute information using FileFinder
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Fig. 15. FileFinder Flow Result after Ransomware infection
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