i CIX| 2 261 2 5t5] = 2X|
:; Journal of Digital Contents Society
"' Vol. 23, No. 4, pp. 743-751, Apr. 2022 M) Check for updates

EE4210i|A Schnorr CIAZA{HO| AL 2Tt0]| 2tst HL

A Study on the Prospects of Using Schnorr Digital Signature in

Blockchain
Jangho Na' - Hye-Y oung Kim**

"Master's Course, Department of Games, Graduate School, Hongik University, Korea
ZProfessor, Department of Game Software, School of Games, Hongik University, Korea

—

2 o

L =32 Schnorr HAEA o] 7]Eo)] ARE-HE ECDSAS] A 2 w2 tiet tAld o] & 4= =] 7L Aol #3h
Arolt). o= AA BESAIRJ gAEAMTE 7] 9] ARE deks steteal Schnorr YA AA 7L 3 —"“F CDSA% 2
7¥Fsdo] A 11 7Fe S A ST Schnorr Tl A AT ] *H—L 7hs 3ol el Bobd, E&73, 7k, AEA, Hl
=, theAs #elA 712 B5AQ] YA EA ] ECDSART $& S88 7ML vkl 24 3kqleh o 18] o
Aelol A txedrm o2 ECDSAZ A &5 1 10@ Schnorr7} ECDSAE $+413] tha g Ak A ahar 9JA] &
sA|RE -2 Schnorr HAEA O] 97448 ol BS5AR1A el tjAd A o2 ECDSAE thAE 7etar 2ot

U

= =

_lHll o ol

A

p=n
=

[Abstract]

This paper is a study on the prospect of whether the Schnorr digital signature can be a new future alternative digital signature
of ECDSA that was previously used. We identified the current use of blockchain digital signature technology at home and abroad
and analyzed the possibility of whether the Schnorr digital signature system is likely to replace ECDSA in the future. It was
analyzed that the usability of Schnorr digital signatures has better efficiency than the existing blockchain digital signature ECDSA
in terms of security, efficiency, malleability, linearity, batch verification, and multi-signature. ECDSA is still preferred as a digital
signature in most blockchain, and it is not expected that Schnorr will completely replace ECDSA. However, we believe that the
excellence of Schnorr digital signatures will replace ECDSA with future digital signatures in blockchain.
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2-2 SHA-256 sHAl&t
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2-6 ECDSA (Elliptic Curve Digital Signature Algorithm) [2]
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Table 1. Parameters for ECDSA secp256k1 Curve[7]

Value

Parameter

FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF

P FFFFFFFF FFFFFFFF FFFFFFFF FFFFFC2F
a 0
b 7

79BE667E FODCBBAC 55A06295 CE870B07
G 029BFCDB 2DCE28D9 59F2815B 16F81798

483ADA77 26A3C465 5DA4FBFC OE1108A8
FD17B448 A6855419 9C47D08F FB10D4B8

FFFFFFFF FFFFFFFF FFFFFFFF FRFFFFFE
BAAEDCE6 AF48A03B BFD25E8C D0364141

h 01
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Table 2. Status of Digital Signature Technology in Blockchain Cryptocurrency

Cryptocurrency | Publish | Hash Elliptic Curve Digital Signature | Special Feature
Bitcoin was invented as a first cryptocurrency by Satoshi
Bitcoin 2008 SHA256 secp256k1 ECDSA Nakamoto. They also adopt ECDSA for cryptographic
algorithm with secp256k1 and SHA-256.
Ethereum is the world's largest digital asset, and the
Ethereum 2015 SHA256 | secp256k1 ECDSA introduction of smart contract functions opened the second
generation of blockchain.
Cardano Unlike Ethereum using secp256k1, Cardano(ADA) uses an
(ADA) 2017 | SHAS12 | Curve28519 | Ed25519 edwards curve called Ed25519.
Independently from the Ethereum blockchain, it formed its
Tron 2017 SHA256 secp256ki ECDSA own network. Tron uses a separate Tron Virtual Machine
instead of EVM.
Crypto.com 2018 SHA256 secp256K1 ECDSA It operated its own AP! and used Cronos Mainnet separately to
chain make it compatible with the Ethereum network.
Polkadot 5020 Blake2b S125519 Schnorr Polkadotlls an |nt¢r—chaln prOJQQt that connects different
blockchains and using Schnorr Digital Signature.
Solana has high performance and security using Berkeley
Solana 2020 SHA256 secp256k1 ECDSA Package Filter(BPF), a Virtual Machine created by the Linux
kernel community.
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Table 3. Parameters for Schnorr BN Curve[17]

Parameter | Value
0x30644e72e131a029b85045b68181585d97816a9

P 16871ca8d3c208c16d87cfd47

a 0

b 3

G1 (1, 2)
115597320329863871079910040213922857839

a2 5812861821192530917403151452391805634,
408236787586343368133220340314543556831
851327593401208105741076214120093531

n 0x30644e72e131a029b85045b68181585d2833e84
87909709143e1f593f0000001

h 01

Schnorr Signing €38]&S AWsAY. O3 28 Hd
At =2 wAA9 g UII7DE 7RIk k AlSellA 7)1

719} WA RS Keccak-256 3iA1SHER ajA)3kalal qollA
A2 QS B A RS S8k U7 (x, y) FHE 2
NS Y=t} Schnorr A& Eol| K3 32 bytes AT

e=hash (kG QI M) & F3taL s =k—eq 7} H==
gl A gho g I, s, e EE ek
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e vlaste] Zow Adeetal = s dck A5

A ofEle) 2] (3-5)3 2 A o0& o] Foitt

Algorithm 1 Schnorr Signing Algorithm

1: function SCHNORR-SIGN(m, q)

2 M < hash(m)

3: k 4 int(hash(bytes32(q) || M))(mod n)
1

K + kG

: Q +— qCG

3 if yr # 1 then

T ke n—k

8: end if
9 ¢ int(hash(bytes32(k()) || Q || M)
10: s 4k —eqlmod n],‘l(mm‘ 1)
11: return (), byfes32(s), bytes32(e))

12: end function

J@ 2. Schnomr MW Z12[&[18, 19]
Fig. 2. Schnorr Signing Algorithm[18, 19]
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sG+e@Q=(k—eq) G+eqG 3)

=kG—eQ+e@ (4)

=kG =K (5)

Algorithimn 2 Schnorr Veritication Algorithm

1: function SCHNORR-VERIFY (m, (), s, ¢}

2: if () = oo or not curve(()) then

4 return False

4 end if

i M ¢ hash{m)

fi: kG« 507+ e)

7. if e = int(hash(bytes32(k@)) || Q || M))
then return True

5 else

0: return False
10: end if
11: end function
33 3. Schnorr A& L12|E[18, 19]
Fig. 3. Schnorr Verification Algorithm[18, 19]
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Algorithm 3 Schnorr Adaptor Signature

1: function SCHNORE-ADAPTOR(m, q)

y, M « hash(m)

3: k 4+ int{hash(bytes32(qg) || M))(mod n)
! K + ki

i {Q + gls

fi: T + 10, &t « random

7 if ypy; # 1 then

8: ki—n—F t4+=n—1

9 end if

10: e« int(hash(bytes32(K + T)) || @ || M)
11: 5 4+ (k — eg(mod n))(mod n)

12: return (), hytes(s'). bytes(T), bytes(K + 1))

13: end function
a3 4. Schnorr O{RHE MY 2112[EF[18, 19]
Fig. 4. Schnorr Adaptor Signature Algorithm[18, 19]
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K= sG+ hash(bytes (K QIM)Q <1 A% A8 (K,
s)7F frastthe 2ls gelgnk wabA 5 4] fad A9
(K, 50), (K, 8,)S 972 (13-14)0014] &Helsh= 3L o}
e} 218, 191.

= g

K, + K, = 5,G+ hash(bytes (K,

+5,G+ hash (bytes (Kl

MeQylirg)Q,
Meulian)Q,  (13)

= (80 + sl)GJr hash(bytes(KO)HQOHMO)QO
+ hash (bytes (K, Q,1M,) @, (14)
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