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[Abstract]

With the rapid increase of telemedicine services due to the development of wearables and mobile networks, interest in a system
that efficiently and safely manages a patient's E-Health Redord (EHR) has increased. However, due to the characteristics of
medical information, centralization was not suitable, so research on a blockchain-based medical information storage and sharing
system began. Shamshad et al. proposed a blockchain-based medical information storage and sharing scheme that uses a
consortium and a private. In this paper, as a result of analyzing the schemes of Shamshad et al., it was found that there are
vulnerabilities in offline password guessing attack, insider attack, complete forward secrecy not satisfied, user login restriction by

attacker is possible, and bit number mismatch in operation process.
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Table 1. Common used notations.

Notations Elucidations
SM; System manager of infrastructure
sr Secret key of system
Upi Patient of the system
Dy Specific user’s identity
Byi User’s Bio—metric impression
CRP(Cy,Ry) Challenge response pairs
U Data_user of t_he system
u (Acting as third—party)
toi Validity period for user
D Onboard memory device of each data
user
MS Medical server
EYE adv The adversary
SID SM’s identity
Gen(), Rep() Fuzzy extractor algorithms
Prigi, PUDpi Private and public key pairs of Upi
PW,i User’s Password
BNy Block number of user
PUF, Physically uncloneable functions
h() One-way digest function of hashing
[ Concatenation operator
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U, SM,
Select 7D,;, PW,,
Generate arbitrary number 72,4
Imprints B,
GEN(B]”) = (51,1’751”‘)
KeyG’en(Bpi )— (pripi, pubpi)
MPW,, = PW, @"pu@ﬁpi,
S, = sig(pri,;, ID, | Rev In, ©0,,)
(Secure Channel) {ID,,, MPW,,, S 1, BB, pub,; pri,; } .
|4
Ver (pubpi7 S0 IDPI.JU%vmnpi1 @ﬁm) =71
S, ;= sig(sr, ID,;, SID]lpub || Rev,; = 0)
Broadcasts /D,;, pub,;, SID;, pub,;, Rev,;, S,;, S, ; t0

blockchain network

Generate new block BN,
w, =h(sr|SID,) V,._ ;= h(ID, It _,
U

pi—i = Voio ;O MPW,,
Select DID,and Generate C,,

llw;)

<=(D,®MPW,,)®(n, DB,;)

, (Secure Channel) {DID,;, U, ,, <.t ,C., BN}
\
Extracts &, = PUF,.(C,)
a= (D, IIPW )& (n, llpri it _ |BN,. @B,
Wi i = Ui im0
stores{ DID,., W, . <, a, B, }inMD,,
(Secure Channel) {%,,} \
7
Keeps {ID,;, < pri,;, pub,; >, (C;,,;,Rp].),} against D[Dm- in
database using s7
a8 1. S5
Fig. 1. User registration process
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Generates random number : n;

j
Computes : SK= h([Dpl"S]Dj"n LzH”j”Rpl)

new r (7)
D, = ([DpianiZ)@(njHD] pi )
D, =D, |Sm)sKiv, )
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Extracts: R, = PUF, (C,)
(n|DIDY ") = h(ID, |In,,, ) DA
SK=h(ID,|SID/n,,n |R,.)

pi " pi
D, =h(ID,|SID|SKIV,,;_.)

®)

® (n,||DID, ")  MD,; SHlo] B3kl 155 At
A7) SKE 5S40l o] &3t

Updates (n||DIDy;*)in his MD,,
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Imprints B,
Rep(B,,, 8,) =5,

(nilloriy it IBN,;) = (ID, |[PW,. ) ®a®p,
MPW,, = PW, @n,, &6,

pi pi

Verifies: <=7(ID,, ®MPW,,)®(n,,, ®3,;)

pi

Upi— = Wi j®ny
Vi = Uy S MPW,,

Generates random number 72,,;o
D, = (n,,llt, )@ (UD,,)
D, =h(ID, ln, IV, _IIBN, It )

pi2 pi—j pi''pi—j

{DID,, Dy, Dy}

A 4

Retrieves{ 1D, , (C;, R ;) } against DID, using s1

(nlit,; ;) =D, ®ID,,

pi!'pi—j
Checks ¢,, —j and BN

Computes: V,,_,=h(ID, [t _ llw;)

pr ] pipi—
Verifies D, = ?h (D, In, IV, IBN, [It,. )

pi2ll "pi—j pi—j
Select DID,;*" and updates in its database

Generate random number 72 ;

SK=h(ID |ISID, |In, ,lIn | R,

pi pi'"pi2

J
)
D, = (1D, I, ;)& (n | DID<")
)

pi

= h(ID, |SID)ISKIV,

pi pi—j

{D-'i'/ DS’ C;n}

A

Extracts: R, = PUF, .(CA)
(n\DID;<) = h(ID, lIn,,;, ) ® D,
SK=h(ID |SID]In,,lIn IR, ;)
D, = Ph(]D ||SID||SKHV;” ])
SK=h(IDQ.1Q,lr)
Updates (n,|DID;;")in his MD,,

ag 2. 23°1/215 2py
Fig. 2. Authentication and key agreement process
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MPW =PW, &n,, BB,
(]D @Pw @nml@ﬂm)@(np“@ﬁm)
<=1ID, BPW,

pi

PW, [D B <

i

(10)

o714 D ARTNN BEAI) 7|55 uEe] &
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= T M T a]'
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4-2 No Perfect Forward Secrecy

Perfect Forward Secrecy’} S5E s AL T2 EF 9]
Sa% nkaHY] T SR mEEolE o] AT E ol
o QU= Aotk ey B A7) of| A= WEkA] 2= long-term
7] & PRI R#te] ez H Avkal 7 & wf Perfect Forward

Secrecy & %Z“?S}Z] 33} wheba] 322171 mlElel] long-term
7] & sl RS dobilltar 714 shd sl AR&AFek Au] A

ofellM AR B AA7IE AL 4= dvk 173 2

of A A7) At IS BofE.

F23}

1. Adversary got DID,;, D1, D2, D4, D5 in previous public channel
2. Adversary knew the long-term key R

3. Adversary got ID,; , SID; from BlockChain

= (Mg N ty;) =D1 DID,,;

= (n; I DIDZ™) = (IDg; || nyin) @ D4

= SK = h(ID,; || SID; | nyp 11 Il Ryp)

T8 3. No Perfect Forward Secrecy in Shamshad’s Scheme
Fig. 3. No Perfect Forward Secrecy in Shamshad’'s Scheme
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Witk ol Ldobdll n,, 9 nS AHESI] SK = A(ID,: | SID; |
iz [my JR)E B3 A7 5 A4kt 4= 9ltk long-term key RS
5ol A PUF g5 &8l A% o] A8 2] DBl #1745
AL o] FupA] ko m g WA o= 7] o] 7] WiiZol RE &AL
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4-3 Insider Attack -Password Exposure
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1. Adversary get MPW,;, (nml &} ,B’pi) from Registration Phase
2 MPW = PWP,- @ npil @ ﬁpi
:PWpi = MPW@ npil @ Bpi

T8 4. Insider Attack in Shamshad’s Scheme
Fig. 4. Insider Attack —1 in Shamshad’s Scheme

A WHAR] T AR S5 AREALl A A
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Sk Atk o] 24 T ol A e A BRE 7EA| AL WA
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4-4 Insider Attack - User Impersonation
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Aslok @k, el & TR E SN URATE AL AE 7}
ato] Q5o 4 s, AN71E AR 5 glek 1Y oA
S U B €3 AR Q15 2 A A A

o531 8

1. Insider Adversary Knows t;, Id, Vi;, BN, DID,
2. And choose random Number n;

3. Insider can get R, from Database

= D1 = (mizll tyi-) @ IDy;

=D2 = h(IDp; || Mpiz | Vpiej | BNy Il tpi—j)

4 ‘ U (Adversary) ‘ {DID,,, D1, D2}| : ‘
E; ‘ U (Adversary) ‘ P | ° ‘
{D4, D5, C,}

5. Then Adversary calculates (njll DIDS™) = (IDy; 1| nyiz) @ D4
6. So Adversary can calculate SK = h(IDp; | SID; | npiz | 1 | Ryi)

8 5. Insider Attack in Shamshad’s Scheme
Fig. 5. Insider Attack — 2 in Shamshad’s Scheme

AA YHAR] FARE o] 55 —% Bl b5, IDyi, Vi
Bupi, DID,E & = Ut} O8]al 27191 840 B3 D2 D,

= (2 [ tpi—)) & (IDy) ©13L myi= AR A 0 & A==
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InpiolVyi— i Brpill ti— )5 AR 27191 82 {DID, Dy, Do}
B S5 (D, D5 G} S AR U322 (1 [/ DID i ) =
(UDyi [ny2) @ DyZ 53N 0y S Lol NaL SK = h(ID,: | SID; [nyiz |/
n | Ry) B B3 ARA7E ARt 4= ik dd o 2 F AR}
AN AREAE 71gste] 28lel 483 9l
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4-5 Login Interruption
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Fig. 6. Login Interruption in Shamshad’s Scheme
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4-6 Bit Mismatch
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