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[Abstract]

Digital signage, rapidly increased due to Covid-19, can be divided into three generations: the first generation that simply
provides information, the second generation that controls the display in real time, connected to a network, and the third generation
that applied situational awareness technology. There are many issues about security of the 2nd and 3rd generation digital signage
as the systems, displays, and operating systems are applied in complex and diverse way in order to interact with customers. To
shows the necessity for security of digital signage contents, this study conducts smartphone security experiments in which a cyber
attack tampers with the contents stored in digital signage systems.
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Fig. 1. Menu board using digital signage
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Table 4. Smartphone used for additional experiments

Galaxy S Galaxy Note 10.1
AP Exynos 3 Exynos 4
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0S Android 2.1 Android 4.1
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