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[Abstraci]

In Internet of Things (IoT) environments with fewer available resources, reducing the cost of hardware implementing block
ciphers is important. Minimizing the number of operations required to implement block ciphers can save time or space costs. In
general, modern block ciphers consist of linear and nonlinear layers. In particular, since linear layers using matrices are
implemented as relatively expensive XOR (eXclusivOR) operations over other operations, reducing them is a great advantage in
terms of hardware implementation. In this paper, we reduce the number of proposed XOR operations for the linear layer and key
schedule of NIST standard lightweight cipher candidate Pyjamask by 7.81% and 9.44%, respectively, using matrix optimization
algorithms. This is the result of a 5.16% improvement in Pyjamask's existing efficiency.
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