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[Abstract]

Today, the network environment is rapidly evolving into an environment where end users can easily access the information they
need and then receive services. However, this dependence on the network is also causing related security issues. There are various
problems with network-based security incidents, among which ARP-based attack techniques have steadily increased the number of
damage cases since the vulnerability was discovered. ARP Poising is an attack that repeatedly sends abnormal ARP response
packets to the target system and then exploits them to change ARP cache table information. Then, attempt an illegal access to
the target system and then make a sniffing attack. This paper proposes a technique that can substantially demonstrate its attack
process against ARP Poising and then defend it. To this end, we analyze ARP poising attack patterns and detect and block ARP

poising attacks based on the data that analyzed the error range for the response time of the corresponding signal.
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Fig. 1. Communication process before ARP Spoofing
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Fig. 2. Communication process after ARP Spoofing
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Table 1. Abbreviations and their meaning of the proposed

model
Abbreviations Meaning
SP_MAC Starting Point
TP_MAC Temporary Point
RSP_MAC Re-receiving Starting Point
oT Occurrence Time
RT Reach Time
RT_Avg Divide Full Reach Time
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Interface: 203.255.3.90 —— Oxa
Internet Address Physical Address Type

203.255.3, 00-00-0c-9f-f0-03 dynamic
203.255.3.3 00-de-fh—84-d4-43 dynamic
203.2585.3.4 00-3a-9c+a-ed-c3 dynamic
203,255,341 da-08-40-11-19-Fc dynamic
203,255,351 Bc-89-ah-2d-6f-8a dynamic
203,2585.3.72 00-e0-91-54-4c-ad dynamic
203,255.3.91 00-0c-29-35-38-66 dynamic
203.255.3.115 34-9f-Thb-ab—-4dc—hd dynamic
203.255.3.116 24-dh—fe-Te-37-he dynamic
203,255,353, 140 2o—f0-5d-d4-63-10 dynamic
203,255.3.142 30-cd-a7-27-92-0b dynamic
203,255,353, 180 e0-d5-5e-14-95-14 dynamic
203.255.3.223 84-25-19-b1-ca—67 dynamic
203.2585.3,232 72-3c-56-fe-E6-ad dynamic
203,255.3,240 10-05-01-4d-86-01 dynamic
203,255,353, 24 e8-03-9a-fb—ha-26 dynamic
203,255.3.250 ff=ff—ff-ff-ff-ff static

T8 6. ARP ZO0|=d 32 9| BRIl PCOl ARP JHAl HIOIE
Fig. 6. ARP cache table of the target PC before ARP
poisoning attack

Interface: 203.255.3.90 —— Oxa
Internet Address Physical Address Twpe

203.255.3 .1 10-05-01-44-86-01 dynamic
203.255.9.3 00-de—fb-84-d4-43 dynamic
203.255.3.4 00-3a-9c-ba-e9-c3 dynamic
203,255,301 da—08-40-11-19-6¢ dvnamic
203.255.3.91 8c—89-a5-2d-6f-A8a dvnamic
203.255.3.72 00-e0-91-594-4c-ad dynamic
203.285.3.91 00-0c-29-3a—38-66 dynamic
203.255.3.115 34-9f-Thb-ab—dc—bd dynamic
203.255.3.116 2A-Ab—fe-Te—37-k2 dvnamic
203.2585.5.140 2c—f0-hd-dd-63-10 dvnamic
203.255.3.142 30-cd-ai-27-92-0b dynamic
203,2585.3.180 el-dh-he-14-95-14 dynamic
203.255.3.223 84-25-19-b1-ca-f7 dvnamic
203.255.3.232 12-3c-h6-fe—66-ad dvnamic
203.2585.5.240 10-05-01-4d4-86-01 dynamic
203.255.3.241 ed-03-9a-6b—ta-26 dvnamic
203,255.3.265 ff-ff-ff-ff-ff-ff static

J8 7. 70|EQ0IE M= ARP Z0|=Yd 34 $9| B
PC2| ARP 7HAl OIS

Fig. 7. ARP cache table of the target PC after ARP
poisoning attack aiming at the gateway

Interface: 203.255.3.90 — Oxa
Internet Address Physical Address Twpe
1

203.255.3. 00-00-0c-9f-f0-03 dvnamic
203.255.3.3 00-de~fb-84-d4-43 dynamic
203.255.3.4 00-3a-9c-ba-e9-c3 dvnamic
203.255.3. 01 da—08-40-11-19-6c dynamic
203.255.3.591 8c-89-a5-2d-6f-8a dynamic
203.255.3.72 10-05-01-4d4-86-(01 dvnamic
203.255.3.7 00-0c-289-3a—38-66 dvnamic
203.255.3.115 34-9f-Th—ab—4c—h4d dvnamic
203.255.3.116 24-db—fe-Te—37-b2 dvnamic
203.2585.53.140 2c—f0-hd-dd-63-10 dvnamic
203.255.3.142 30~cd-ai-27-92-Cb dynamic
203,2585.3.180 el-d5-5e-14-95-14 dvnamic
203,2585.3.223 84-25-19-kb1-ca-G7 dynamic
203.255.3.232 72-3c-h6-fe—f6-ad dynamic
203.255.3.240 10-05-01-4d4-86-01 dvnamic
203.255.3.241 ed-03-9a-6b—ta-26 dvnamic
203.255.3.255 fi—ff—ff-ff-ff-ff static

J8 8. MH{E CiA2Z ARP ZO|=d 3Z #o| EFI PCe
ARP 7§A| E0|=

Fig. 8. ARP cache table of the target PC after ARP
poisoning attack aiming at the server

[junhoflocalhost ~]§ arp

Address HWtype HWaddress

class.gnu.ac.kr ether 72:3c:56:fe:66:ad
203.255,3.180 ether el:d5:5e:14:95:14
203.255.3.239 ether 00:e0:4c:36:05:37
203,285,3.3 ether 00:de:fb:84:d4:43
203.255.3.54 ether 52:11:d8:cf:64:c3
203.255.3.238 ether 90:9f:33:e3:55:81
gateway ether 00:00:0c:95:£0:03
203.255.3.90 ether 00:d8:61:9b:c9:48

T8 9. ARP ZO0|=d =2 To| M PCel ARP 7HAl HIOIS
Fig. 9. ARP cache table of the server PC before ARP
poisoning attack

[junhoflocalhost ~]1§ arp

Address HWtype HWaddress

203.255.3.240 ether 10:05:01:4d:86:01
class.gnu.ac.kr ether 72:3c:56:fes66ad
203.255.3.180 ether e0:d5:5e:14:95:14
203.255.3.239 ether 00:e0:4c:36:05:37
203.255.3.3 ether 00:de:fb:B84:d4:43
203.255.3.54 ether 52:11:dB:cf:64:c3
203.255.3.238 ether 90:9£:33:e3:55:81
gateway ether 00:00:0c:9£:£0:03
203.255.3.90 ether 10:05:01:4d:86:01

38 10. ARP ZO|=d 34 F2o| M| PCel ARP 7iA| EloIE
Fig. 10. ARP cache table of the server PC after ARP
poisoning attack

M Wireshark - Follow TCP Stream (tcp.stream &q 15) - OG5 = o %

220 (vsFTPd 3.8.2)

AUTH TLS

530 Please login with USER and PASS
AUTH SSL

530 Please login with USER and PASS
USER junho

331 Please specify the password
PASS 1234

238 Login successful.

SYST

215 UNIX Type: L8

FEAT

211-Features:

EPRT

EPSV

MDTH

PASV

REST STREAM

s1ZE

TVES

UTF8

211 End
OPTS UTF8 ON

280 Always in UTF8 mode.

PWD

257 /hume/]unhu

TYPE

200 Sujtchjng to Binary mode.

PORT 203,255,3,90,200,79

200 PORT command successful. Consider using PASV.
LIST

150 Here comes the directory listing.
226 Directory send OK.

ackar 655 11 chant pia(e). 14 samaroils). 22 fum(s). Cich fo esiact
Enfire conversation (563 bytes) v Show data as | ASCI v Stream [15/2]

Find: | | [Find Hext |

Filler Out This Stream Print Save as Back 23 ==

J8 1. ARP Z0|=d 34 7 HIl 24d
Fig. 11. Packet sniffing after ARP poisoning attack

9ot 2 ] T4 S AT F HFls 21 s dvt
15 113} o] AHell 4345817 91l 219) s ﬂfﬁﬁo}‘ﬁ
© AREAL] “ID : junho’ 9k PW : 1234 - <= QA ¥ a1, 34}
o] FA 0= lsle] RIL wEE = EAIH S ARIE ‘”E}
Asshe E5 AR8SH HH B PCE] ARP ZHA] H|olE W

= 918 BRI ES B 9128 Hglo] WA oR WAl

o= "

http://www.dcs.or.kr



Al Fet oluf F)Ze] WA AlZHOccurrence Time)S 715311 n
Ay 7] o] TAY AFtel| A nt1HA] Fzle] A AIZ7EA] €] =
o A7{Reach Time)2 AXISE 2912 % 29} % 39 &334t

E 2. arpspoof 2| Occurrence TimeS 0|&%t Reach Time
Table 2. Reach time using occurrence time of arpspoof

Packet(n) | Occurrence Time (s) E}eighn-gn:))
1 0.000000000 2.000416934
2 2.000416934 2.000846321
3 4.001263255 2.000559104
4 6.001822359 2.000802231
5 8.002624590 2.003224704
6 10.005849294 2.000976339
7 12.006825633 2.000606895
8 14.007432528 2.000708889
9 16.008141417 2.002572033
10 18.010713450

E 3. ettercap &2 Occurrence Time= 0|&3F Reach Time
Table 3. Reach time using occurrence time of ettercap

Packet(n) | Occurrence Time (s) l(qneighnTn:))
1 6.926065585 10.022124698
2 16.948190283 10.022267166
3 26.970457449 10.021834334
4 36.992291783 10.021194835
5 47.013486618 10.022567550
6 57.036054168 10.021828897
7 67.057883065 10.022275389
8 77.080158454 10.021616664
9 87.101775118 10.021023638
10 97.122798756
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Table 4. Average according to the number of arrival times and conversion of arrival time by average of arpspoof

Reach Time (s) RT_Avg(1~2) [2.000941098]1[100%]

RT_Avg(1~5) [2.000732483]

RT_Avg(1~9) [2.000678332][100%]

2.000416934 99.98926871409%

99.96237576752%

99.96135053717%

2.000846321 100.01073128591%

99.98383256681 %

99.98280711639%

2.000559104

99.96948011198%

99.96845480877%

2.000802231

99.98162935553%

99.98060392771%

2.003224704

100.10268219816%

100.10165552881%

2.000976339
2.000606895
2.000708889
2.002572033

99.98930414941%

99.97084293737%

99.97593960388%

100.06904139047%
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Table 5. Average according to the number of arrival times and conversion of arrival time by average of ettercap

RT_Avg(1~2)

Reach Time (8) | 115 092195932][100%]

RT_Avg(1~5)
[10.02199771661[100%]

RT_Avg(1~9)
[10.02185924122222][100%]

10.022124698 99.9992892376 %

100.00126702683 %

100.00264877775 %

10.022267166 100.0007107624 %

100.00268857974 %

100.0040703503 %

10.021834334

99.99836976016 %

99.99975147104 %

10.021194835

99.9919888068 %

99.99337042952 %

10.022567550

100.00568582648 %

100.00706763846 %

10.021828897
10.022275389
10.021616664
10.021023638

99.99969721963 %

100.00415240094 %

99.99757951877 %

99.99166219359 %
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Hac Address Table

Vlan HMac hddress Type Ports
1 0000 .0c9£.£003 DYNRMIC Fal/24
i 00d8.619b.c548 DYNAMIC Fal/1
1 00e0_9154 . 4cad DYNAMIC Fal/3
A 1005.014d.8€01 DYNARMIC Fals2

a7 12, JAEQl Aflx|e] MAC T4 HOlE

Fig. 12. MAC address table of normal switch

Hac Address Table

Wlan Mac RAddress Type Borts
1 0000 _0De9£.£003 DYNZMIC Fal/24
1 00d8 _€19b.c948 DYNRMIC Fal/1
1 00e0.5154 . 4cad DYNAMIC Fal/3

Switchs|

38 13. S4A}F Aok & Af|X|e] MAC F4 H|O|E

Fig. 13. MAC address table of switch after blocking the

attacker
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