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[Abstraci]

Ransomware encrypts important files on the storage devices and then requires money. Attackers have been steadily damaging
the existing ransomware by transforming it or developing new ransomware. It also bypasses vaccine programs and applies various
techniques to avoid detection or reduce possibility of recovery. Therefore it is essential to analyze ransomware. In this paper, we
analyze encryption processes of the ransomware 5ss5c and Immuni actively spreaded in 2020, their data recovery.
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Table 1. 5ss5¢ ransomware hash value

MD5 853358339279B590FB1C40C3DCOCDB72

SHA1 84825801EAC21A8D6EBO60DDD8AOCD902DCEAD25

CA154FAGFFOD1EBC786B4EA89CEFAE022E05497D0

Rt 95C2391331F24113AA31E3C

DA% 34

5ssbc WS Y] HA T2 FAL 1 13 Ek

START

Register
Registry Exit certain
l — Programs and
Services
Create l
Mutex
Create
l Ransom note
Create l
Token
Encrypt
l File
Create
Encryption key |

FINISH

I8 1. 5ss5c MO S= 1Y
Fig 1. Operation process of 5ss5¢c ransomware
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5ssbe pUEER Co ) A&y ARE HA=EF
“HKEYWSoftwareWMicroSoftWWindowsWCurrentVer
sionWRun” ol 553o.24 PC §8 Aluic} & =
ToZ Hsjsic)

(2) Fex A
At PColl tisl] Al sllo] Al Al dde] F5 1S
&l “5ss5c_CRYPT 8= o] &9 Fel~2 A s)

(3) B2 A

“C:WProgramDataWbss5c_token” 2ol 71¢d¥ PC
2 sl Y3 Edo] a9 29 3ol AAHrh
5ss5c_token FFdo] o]n] ZAlshd W AL oo ES
o7 AREEHH, fls Agelt A2 At ESS 40
bytes Z7]¢]H, 0-99} A-Z FolA AHsHA A},
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l:\ START )
;l_,

Seed = random_device() -
00—+ A 10 —+K 20—+ 30 —+e 40 —+ 0 50 —=y 60 —= 8 70 — | Create 1 byte
1—8 N —L 21 =Y 3 —=T 4 —p 51 —=2 61 —+9 71 =) Mersenne Twister(Seed) mod 80
2—2C 12 —M 22 —»W 32 g 42 —»q 52 —0 62 —| 72 —» _
3— D 13 —+N 23 —X 33 —+h 43 —»r 53 —1 63 —@ 73 — + l\
45— E 14— 0 24 —+Y 34 —+| 46 —» 5 54 —2 64 —# T4 —» )} o~
5—sF 15— P 26 —» 7 35 —» ] 45 —»t 56 —» 3 65 —» 5 75 —» { S
6—>G 16 —+Q 26 —+a 3 —+k 46 —>u 56 —» 4 66 —» % T6 —» ! Done for creating ——_ NO
7—+*H 17 —+R 27 —+b 37 —+ | 47 —+v 57 —%5 §7 —% * 77 —» < ~~__200 bytes string? —
88—+ 18 —» S 28 —Cc 38 —+m 48 —»w 58 —» 6 BB —» & 78 —» > <8
99— 1 19— T 29 —»d 39 —+n 43 —»x 59 —»7 69 —» * 79 —» 7
Key = input1llinput2
- input? = fixed string in 5ss5c ransomware
- input2= upper 16 bytes string of
generated 200 bytes string
& FINISH
.
# Fixed string : qobt<r#XC6RmM4H&A
T8 3. 5ssbc AMA0{2| 57| MMIY

Fig. 3. Generation process of encryption key for 5ss5¢c ransomware
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Fig. 2. 5ss5c ransomware token
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Table 2. Process and service shutdown list

Process list
Sal oracle sqglservr.exe mysald.exe
nmesrvc.exe sglagent.exe  [fdhost.exe fdlauncher.exe
reportlngsemcessomtsreco_exe tnslsnr.exe oracle.exe
ervice.exe
emagent.exe perl.exe sqlwriter.exe mysqgld—nt.exe
Service list
MySQL MySQLa SQLWriter E?LSERVERAGE
MSSQLFDLaunChUXSms
er
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Fig. 4. 5ss5¢c ransomnote

P -Eof| A3 749 PC B AX= 18 59 Zt)
o157 A A ARREE 149 16 bytese] FAFE, (4)004
H24 EQay daglFoz APt ddd 200 bytes?
ARG} BES AR A3 A3 e A3
a3 Yof] stemdw T)7)S AFESke] RSA-4096 0.2 <F
i), ofEstd npolud] Fhe il ~EH o W &
Hlo]E AxkS AXA U2 A3ES baseb4 = Q13 @
A-Eof A3t vlo]E ik the- 422} 2t}

RSA-4096(hardcoreded string| |random 200
bytes | | token)
Result = (A[i] XOR 0x19) - 0x7A (i=0 ~ 1024)
Alil= A9l A 1 byte #& 9u|dh} HFTHo=
base64 2 Q1FLH 7S WA =Eof A43i)

hardcoded string || random 200 bytes
|| token

’ RSA-4096

H Hardcoded public key

‘ Convert binary value to hex string(A) ‘

(A[i] XOR 0x19) -0x7A
i++

‘ Base64 encoding ‘

l

’ Stored in Ransom note ‘

38 5. 5ssoc HMLE MMIPY
Fig. 5. Creation process of 5ss5c ransom note
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“C:¥WProgramFilesWCommonFilesWSystemWtmp” A%
o 719 63} o] At}

(_

C:#3ded| 2eec fbb34dabi2f 1 66 Td30d
C:#Documents and Settings

C:#PerfLoas

C:¥PerfLogs®Adnin

C:¥Program Files

C:¥Program Files#Bandizip

C:#Program Files¥BandizipWdata
C:¥Program F|les¥Bandizip®icons
C:#Program Files¥Bandizip®icons¥default
C:¥Program Flles¥Bandizip®langs
C:#Program Files#BandizipW#shellicons
C:#Program Files@id
C:#Program Files#iicrosoft
C:¥Program Flles®icrosoft
C:¥Program Files¥Reterence
C:#Program Files#Peierence
C:#Program Files®Reterence
C:#Program Files#Reierence
C:#Program Flles®Reference
C:#Program Flles¥#Reierence
C:¥Program Flles#Reference
C:#Program Flles#Reierence
C:#Program Files#Reference
C:#Program Files¥Uninstall
C:¥Program Files¥yMeare

J8 6. 253} chat Cl2Ez] MY
Fig. 6. Selecting a directory to be encrypted
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Otfice 15

Office 150CIientXBd

hssenbl ies

Assenbl ies®Microsolt

Assenbl ies®Microsoft®Framevork

Assembl ies¥icrosoft¥Framevorkivd.0

hssenbl les®Microsof t®Framevorkivd. (0o

hscenbl ies®Microsof t¥Framevorkivd. (WRadistList
hssenbl ies®Microsoft¥Framevork®v3.5

hzsenbl les®Microsolt®Framevorkivd, S8ko

hssenbl ies®Microsoft®Framevork®vd. SWRedistList
Information
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Table 3. List of directory and extension to encryption
exclusion

Extension list to exclude
encryption

Directory list to exclude
encryption

360rec, 360sec, 360sand,
360safe, 360downloads,
favorites, common files,

default user, all users, libs,
internet explorer, msbuild,
public, windows mail,

windows media player,

windows defender, windows nt,
windows photo viewer,

windows sidebar, temp

bin, bmp, cab, chm, dat, dll,
exe, iso, lib, log, msi, ocx, pbk
pol, sdi, sys, tmp, wim
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random 200 bytes

E——

RSA-4096
Public Key — Encryption E—
o i

B

Original Data —

[EncryptedFile]

L]
AES-256-ECB
—_—
Encryption

—

AES Key Encrypted Data

Encrypted random 200 bytes |e-

J8 7. 5ss5c Ad9ofel tsst By
Fig. 7. Encryption process of 5ss5c ransomware

2-2 Immuni

29 vlo]2}AE oF8-3 Immuni W41 901 2020
597 FEHATHS]. Immunis o]ge]o} Axo)A sfust
2 JE52E 34 ol EeAlelA olFeltH9]. FAAES
olgrglo} ¢k}  dAW(Federazione Ordini farmacisti
Italiani, FOFD) §IAlo]|EE $]x3lo] 71 sIAlol EE A4}
gt o5 E3l Immuni cfEEA o)A ] PC WS TR
g 4= Stk HYS s sJAte|Ed A Aol s o
T2 53 & At Immuni @AYo 2 &
B vl Yehs -9} 2] FUCKUNICORN
olghiz o]F o2 E BT Ao AFE3 Immuni @0l

o] SINZHE T 45} Pk

E 4. Immuni iMoo siA|Z
Table 4. Hash value of Immuni ransomware

MD5 B226803AC5A68CD86ECB7COC6C4E9DO0

SHAT1 110301B5F4ECED3C0D6712F023D3E0212515BF99

7980EF30B9BED26A9823D3DD5746CDEFESDO1DE2B

Sa= 2EB2C5E17DBFD1FD52F62BF

A3y 34

Immuni 43 ¢flo1e] HA) &2 3472 19 83} Aok

5ss5¢2t immuni ¥ 0o 2S5t Z2MA E

START

1=
=k
jji
4
[
e
e
4

Change Encrypt
Executable File — c Yp
. File
Location
Create Create
Password Ransom note
Create Change
Encryption Key — Wallpaper and
and IV Send Password

FINISH

I8 8. Immuni MY SEF =i
Fig. 8. Operation process of Immuni ransomware

(1) A& 3 $1x] HA

Immuni A ¢fo]+= “C:W<username>WRand123” A=
2 2y vl o] Y& WAl o] 5= local.exeZ HH S
th 74 TR SOl E A 34U AA E A =t

2) A== B4

e 7o IV A Al AREHY, AIEe 1
d 9% rh Random 35 S8 A 4 bytesd]
tickcount seed® AE-3t}, o5 B3l Ll &AL, o
A, sexlel AR EERE 133 627019 EA1EolA 15
M7F AFsHA AR, o)uf 27] seed”} T3 SF 2
2 1571 9] #Apg o] A FTt

public string CreatePassword(int length)
[
StringBuilder stringBuilder = new StringBuilder();
[Random random = new Randam();]
while (0 < length--}
stringBuilder Append|"abecdefghijklmnopgrstuvwiyz
ABCDEFGHUKLMNCPQRSTUVWIYZ1234567890"=7()"
[random.Mext("abcdefghykimnopgrstuvwiyz
ABCDEFGHUKLMMNOPQRSTUVWXYZ 1234567890 =7{)".Length)]);|
return stnngBuilderToString();
I

38 9. Immuni HAE MAPY
Fig. 9. Password generation process of Immuni ransomware

(3) ¢zl 41V A4

de 719t IVE AAdshe g2 19 107 2t (29014
A =5 SHA-256S 58] siAgks Axkeid A
Akek AR 7] F = $421 PBKDF2 g9 9zt =
ARE3T) salt= 0x01020304050607087F a2 .2 ALE-H
u, iteration 1,0003]0]c}, 2 F A35ke] 49 32 bytes
© 9372 AHESHY, TS 16 bytest [VE ARE-3IT]
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START

A = SHA-256(Password)

l

Result = PBKDF2(A, salt, iteration)

}

AES key = upper 32 bytes of Result
AES IV = after 16 bytes

FINISH

33 10. Immuni 2ol 25| 2 IV MM
Fig. 10. Encryption and IV generation process of Immuni
tansomware

C =ejoln g o ghashh Qs AT Es
o3 A= % sk 59 P

E 5 Aot oid 42 & SRt 55

Table 5. List of path and extension to encryption

Encryption target path Encryption target
(C:WUsersW<username>W) | extensions

Desktop (txt, .jar, .exe, .dat, .contact,
Links xls, .xIsx, .settings, .doc, .docx,
Contacts .ppt, .pptx, .odt, .jpg, .png,
Desktop .csv, .py, .sal, .mdb, .sIn, .php,
Documents .asp, .aspx, .html, .htm, .xml,
Downloads .psd, .pdf, .dll, .c, .cs, .mp83,
Pictures .mp4, .f3d, .dwg, .cpp, .zip,
Music _rar, .mov, .rtf, .omp, .mkv, .avi,
OneDrive .apk, .Ink, .iso, .7-zip, .ace, .arj,
Saved Games .bz2, .cab, .gzip, .lzh, tar,
Favorites .uue, .xz, .z, .001, .mpeg, .mp3,
Searches .mpg, .core, .crproj, .pdb, .ico,
Videos .pas, .db, .torrent

HAZEH o=z 18 113 o] AES-256-CBC ¢Fs. 2arg]=a}
PKCS7 S A1esle] vl 58l e dast 5 vl
2 QI mdr AE 3} EPgAL fuckunicornhtrhrjrjy’ @]k

Original Data

l
[Encrypted File]

L2
AES-256-CBC

38 11. Immuni 2HMLY0] 53} 2Py
Fig. 11. Encryption process of Immuni ransomware
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el d5stE g3t & ulEshHY READ_IT.txt 3+
Hog ¥ 129} o] WA wEV} AT 3 B53E
9l8f 300F-2E 78H HIEFQ 49 34xe] WY A
17} 23] gl

READ_IT tt - HEZ - o
D) BEE MAOQ) 27N ESEMH)
La lunga serpe sul bastone di Asceplio si & ribellata, ed una nuova
era sta per sopraggiungere!
Questa & la vostra possibilitd per redimervi dopo anni di peccati e
SOpPrusi.
Sta a voi scegliere. Entro 3 giomi il pegno pagare dovrai o il fuoco
di Prometeo cancellera
i vostri dati cosl come ha cancellato il potere degli Dei sugli
uomini. Il pegno & di solamente 300 euros, da pagare
con i Bitcoin al sequente indirizzo :
195naAMT74AWpLtGHsKp9azSsXWmBCaDscx) dopo che pagato avrai,
una email mandarci dovrai. wcte2664@protonmail.com il codice di
transazione sara la prova.
Dopo il pegno pagato riceverai la soluzione per spegnere il fuoco
di Prometec. Andare dalla
polizia o chiamare tecnici a niente servird, nessun essere umano
aiutarti potra.

a8 12, Immuni SHHE
Fig. 12. Immuni ransom note
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“C:W<username>Wransom.jpg” ol #3-3tc},

. FUCKUNICORN

il

—ru e

a8 13. Immuni #M0f g = HAE dIEsHH
Fig. 13. Wallpaper after infected Immuni
ransomware
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