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[Abstract]

Due to the development of Internet of Things technology, small computing devices are becoming common, and the necessity of a
lightweight cryptographic algorithm for information protection in a lightweight environment is emerging. HIGHT is a lightweight
cryptographic algorithm designed for lightweight environments in Korea in 2006. However, for HIGHT, it has been theoretically found
that full-round key recovery attack using the related-key rectangle attack technique is faster than the time complexity of brute forcing.
In this paper, we discuss the security of the HIGHT-variant which is the application of the generalized feistel network proposed in
FSE 2010 to the structure of HIGHT. As a result, we show that the related-key rectangle attack using local collision method is not
effective for HIGHT-variant analysis.
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33 2. HIGHT2| local collisions. (a) Type A local collision (b) Type B local collision
Fig. 2. Local collisions in HIGHT. (a) Type A local collision (b) Type B local collision
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Table 3. Upper bounds of probability of 23-round
related-key distinguisher

Initial type Upper bound
Type A 9~ 7019736
Type B 9= 70.19736
Type C 9~ 6937858
Type D 9~ 675535

HIGHT-variantl| 4] 28 5= )= Type A, Type B, Type C, Type
D] 25 upper bound S ANk o, W-8-2 31 29} 74t
local collision?HS &3t £ o] 7 A&7 - H 29| &5

g Th3) o] Aty
(}2 < 9(~5.59061—12—4.67807—6) X2 _ o~ 5653736 (15)
HIGHT-variant®] shuffles 12]sle] WA E £ 2] 8.5-T2=

A7) ARE A= ok 17l 89 e F o] 4
2814} ladder switch 7S TH31H F 425 F3) 23-2h%
E A7) 9= distinguishers 733 F Aok B9 F A

>

7] A Az B piE p <2 B2 nEs, B o)
A7) 24 Aze] 8 g2 upper boundE 2 YoT
23-2¢= Ayl A= distinguisher?]  EE

P <2 <ot YRS O Al B AR
7] ZHE 74 722] A local collision®] THE TypeS! 7%l o

3 39k Atk upebd 719 4=
local collision WH 2] 8-31= b2 o 2= F o] F3}#]9] oAt

4
7 A ARE TR S Ak AL S5 9

79l upper bound= 3%

4-3 HIGHT-variant2| ¢i2l7| &lled= 22 distinguisher

% 93} 19 10-2 HIGHT-varianto]] th3l] 12 =
k= E), B9 3] AR A 2ol o]F F3f 15-2he= 4
7] D= distinguisherE 748 5= Atk B o] <A
AR [SI[LL[12]°0 4 AFE-3F A= & 2 A&l At
&3t 7| TS 2= 5 7, 7] B S
aLEake] 4Ehe- oA AJRRETE BEgh 2 SEo] 11 AHE A
25 871 $18l - AR ladder switch 715 A1-8-3h
E° & F5S 2= 1 AW AR AEE 3] 94
SAT SolverDE AF&-319™, Espresso &ald]E ARE-afA
HIGHT«] 28 TIAl A oFA) 8- 567 = Fadto] A B84
< =ATH17]. BFF local collision®] 4% o] WAstaL £, 73

1) SAT Solver= =2l&(Conjunctive Normal Form, CNF)2
2 & 0|8 == Jis4d =2H(Boolean Satisfiability
Problem, SAT)0l Cist ZIHHE &= =F0ICH16].
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Fig. 9. 8.5-round Related-key differential trail for %, in
HIGHT-variant
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29| g, &9 vlo|Eof| 7)ol i §4 ARE-S s ok
S 29 ES 1 u W] gHE 34 S g &
& TAE ST e glok geba] Ao 319 local collisionS:
7FAIRA local collision ©]€]2] 1¢47] A2 EA8k+] edaL
A & 2= AEE AT ARA 02 78L& o]
FAolg zh= E o AW AR ARE TS F IS ¢
T ASATE whebA oA A|AJek= distinguishers} o]
HIGHT-variantol] i3] 7]t & 4= 21+ local collisions ©]-&-3F
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Fig. 10. 6.5-round Related-key differential trail for £ in
HIGHT-variant

E 4. E,1t Eof &3t distinguishere| 2i/&2 Hlo|E

fAx|et X2 2k

AA ={41,43,c1,¢3},

AB =1{14,1¢,24,2¢,34,3¢,54,5¢,64,6¢,74,7c,d4, de,
ed,ec, f4,fc},

AC ={68,78,98,a8,b8,¢8,/8 }.

(16)

1) 58 QW7 A2 B2 FE

E° 7 A A dEe FES

AX,[0], AXl6], AX,[2]9] 3hs B2 Fart ok wheEt
M BE q,€AA0<i<3), bh,EAB (0 < j, k< 17) ]
iate] 35 u,, v), v 5 TR ko] Aejgit)
u; =P[AX,[0] =0/ AX,[3] = q,] < P[AX,[3] = ;] (17)
v; =P[AX,,[6] = bj]

=P[AX,[2]=0,]

olu) £,0] F A7) A Awe] 35 p’i et o) 7l
Abgih
- 3 27 , 17 )

> 2 X9~ 383007><2 383007
>9" 13.6602

Table 4. Byte positions and differences both inputs and outputs for distinguishers of £, and £;

Positions
E Output (X10[7]7X10[6]7)(11[6}7X11[ ] 12[5] 12[2] )(1‘;[ } Xlg[l])
0
Input (0200, 0200, 0200, 0200, a;, 0280, 0200, 000)
Differences
Output (0200, b, 0200, 000, 000, by, 0280, 0:00)
ATK : (0200, 0200, 0200, 0200, 0200, 02200, 0200, 0200, 000, 02200, 02200, 0200, 02:00, 02200, 080, 02:00)
Input (X,[7], Xy l6], X, [6], X, (5], X3, 5], X, (2], X5(2], X5 (1])
Positions
B Output ()(17[7}7)(17[6}7)(17[5}7)(17[4}7)(17[3]7)(17[2]7X17[1]7X17[0])
1
Input (¢;, 0200, 0200, 0200, 02200, 0200, 000, 0200)
Differences
Output (0200, 0200, 0200, 000, 0200, 0200, 02200, 0z00)

A

*K, : (0268, 0210, 0200, 0200, 0268, 0210, 0268, 0210, 0200, 0200, 0210, 0210, 02200, 0200, 000, 02:00)
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2) £, 8] QW) A B2 &E

E°] F AW AR Arel B85S 7] AsiMe
AX;, [4] 27} local collision A A] s1efaljo} sh= SES

3 o2 B ok st & AR A= 14~16, 15~178F 5=
oA Type D, 15~172F-=911A4] Type B local collisionS 2AYA]
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w; =P[AX, 4] =01AX,,[7]=¢,] (19)
q = local collision®]] 2] 14~172HE AH7| 2R A=

. 6
¢ =Xulq (20)

> 272.47643 % 2*36
> 2*5844764
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FE5EE o 4= A=), o= H A shuffle® 13te] RESA(Q1
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local collision 7 ZE TAd317] oJe)& Aol 7113t} ule}a
HIGHT®l # 4] shuffles %]-8-3= ) local collision 7]"= ©]
|5 AA| Fhe= Avy] HHE 3AE AT S qle], obd
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